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COMMERCE, JUSTICE, SCIENCE, AND RE-
LATED AGENCIES APPROPRIATIONS FOR
FISCAL YEAR 2012

THURSDAY, MARCH 10, 2011

U.S. SENATE,
SUBCOMMITTEE OF THE COMMITTEE ON APPROPRIATIONS,
Washington, DC.

The subcommittee met at 11:04 a.m., in room SD-192, Dirksen
Senate Office Building, Hon. Barbara A. Mikulski (chairman) pre-
siding.

Present: Senators Mikulski, Lautenberg, Nelson, Pryor, Brown,
Hutchison, and Murkowski.

DEPARTMENT OF JUSTICE

ATTORNEY GENERAL
STATEMENT OF HON. ERIC H. HOLDER, JR., ATTORNEY GENERAL
OPENING STATEMENT OF SENATOR BARBARA A. MIKULSKI

Senator MIKULSKI. Good morning, everybody. The Commerce,
Justice, Science, and Related Agencies Subcommittee of the United
States Senate Committee on Appropriations will come to order.

This is our first hearing on the fiscal year 2012 of the agencies
within the portfolio of this subcommittee.

Today, we welcome the Attorney General of the United States.
And Mr. Attorney General, we are just so glad to see you.

Before we turn to you, first of all, the subcommittee would like
to note, because of our responsibility for the National Aeronautics
and Space Administration (NASA), the joy that we feel on the safe
return of the Discovery. It has been on its final journey, and some-
times I feel this appropriations subcommittee is there as well. But
we were so glad that they returned safely, and we salute them.

On a more melancholy note, on behalf of this Committee, this
subcommittee, and, I believe, the Senate, we would like to express
our condolences to the United States Marshals Service (USMS) and
to the families of those who—particularly of the deputy who was
killed in a shootout with the fugitive. We also understand another
marshal has been, indeed, gravely wounded. We express our condo-
lences and our sympathies there.

We also want to note that this is the third Federal agent killed
in the line of duty in recent weeks. And we want to acknowledge
that our Federal law enforcement is in harm’s way every single day
protecting this Nation.

o))
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When we talk about numbers and statistics and cuts and shut-
downs and showdowns, we need to know that there are con-
sequences to this, and that there are people every single day out
there, putting themselves in harm’s way not only to protect us
overseas—and we salute those troops there—but we have boots on
the ground in the United States of America. And they are in our
streets and our neighborhoods.

This man died serving a warrant. We know that we ask people
to serve warrants every single day under the Adam Walsh Act,
going after the despicable, reprehensible sexual predators.

We also note that in local law enforcement—well, eight Federal
law enforcement agents died last year in the line of duty—eight.
Also we were told through the National Law Enforcement Officers
Memorial Fund that 160 police officers died nationwide. That is a
40 percent jump in our thin blue line from what it was in other
years. Forty percent more police officers have died.

We are a Nation at risk, and our law enforcement is at risk.
Now, there will be appropriate memorial services, which we salute.
But we have to protect those who protect us. And that means ade-
quate pay—first of all, let us start with respect. Let us realize that
there are many people who are called to defend and protect the
United States, and many are in our Federal law enforcement.

So I am going to be asking you questions today about what is
going to happen in terms of what you see in 2012 and the con-
sequences to the continuing resolution.

I also want to note that my new ranking member, Senator Kay
Bailey Hutchison, will be joining us shortly. She is at a Commerce
Committee hearing for which she is the ranking member. She has
significant responsibility. She will be joining us. She will have her
own statement, and we will interrupt any proceedings so that she
can move to the head of the line.

I want to thank you for all that you are doing. And I am mindful
that we are in a tough spot. I am mindful that we haven’t finished
our appropriations on 2011.

You were here last year. You very clearly, specifically, and aptly
and ably outlined the needs of the Department of Justice of the
United States of America. We tried to give you the right stuff so
that they could do the right job.

Now, we are facing a continuing resolution where I don’t know
where we stand. I don’t know where we are going, and I don’t know
what to tell you, what we are going to do. But I sure would like
to hear from you about where you are in terms of managing the
Department of Justice.

I want you to know that I am absolutely on your side. In terms
of community security, I want to make sure that our streets and
neighborhoods and the people who live in them are safe.

I want to be clear that our national security is protected. And
what the Department of Justice is doing there, not only through
the able work of the Federal Bureau of Investigation (FBI), but
what they do—I read the article about you being a nighthawk,
staying up and getting those 3 a.m. calls, standing sentry over the
predators that threaten the safety and well-being of the American
people.
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Well, if you stay up all night, I think we ought to stay up all
night to make sure you get funded. And in terms of oversight and
accountability, yes, there are some yellow flashing lights, and you
and I are going to talk about it. But I believe we need to put our
Federal checkbook where our values are. We are a Nation of a rule
of law. Therefore, we need to support an independent judiciary.
And we need to support a Department of Justice, both to enforce
our laws and also to prosecute those who break our laws.

My priorities—and I know your highlights—will be in protecting
our Southwest Border, which will have an additional $2 billion;
funding for State and local law enforcement, something all of us
enthusiastically support, for $3 billion; fighting mortgage fraud and
white-collar crime, close to $1 billion; tackling civil rights and dis-
crimination; and also strengthening our national security and
counterterrorism efforts for $5.4 billion.

I am very concerned that for those that want to cut law enforce-
ment, it will have a draconian effect. This subcommittee and the
current Justice Department have locked arms and committed to re-
investing resources for the State and local areas. We want to make
sure violent crime rates drop.

This is the time that we know we must be frugal, but we think
we also need to make these public investments that keep our Na-
tion straight. You can’t have a strong economy if you are worried
about break-ins, whether it is through cyber crime or people on the
street.

The Justice Department requests $3 billion for State and local
tribal partners supporting grant programs. But we will also—I un-
derstand you are going to consolidate 35 programs.

We know that you have got your hands full tackling fraud cases,
and that you are teaming up with the FBI agents, U.S. Attorneys,
and legal divisions to really go after the Ponzi schemes, mortgage
and healthcare fraud. We wonder why more of those who broke the
law aren’t in orange jumpsuits and either paying restitution or
paying with time in jail. We know that you have requested close
to—through the President—$978 million to go after financial fraud.

We hear from families everywhere that they want their children
to be protected. This is why we so strongly support the Adam
Walsh Act. We are concerned that it received no additional funding
in 2011, but yet the list of sexual predators grows. And we ask that
our marshals enforce them. We want to be sure that this year, we
invest $370 million in going after the sexual predators.

I know that Senator Hutchison will talk about our Southwest
Border effort. She and I have had extensive conversations about it.
She and I will be joined together in our effort to protect our South-
west Border. Because if our Southwest Border is at risk, the entire
United States of America is at risk.

And the Southwest Border should not be a gateway for drug car-
tels, illegal guns, and a variety of other despicable activity. So we
want to be able to support the $2 billion request to target and dis-
mantle drug cartels. I know Senator Hutchison will speak more to
that, but I want you to know I regard this as a bipartisan effort
to protect our borders.

Something that is very specific in my interest is in the area of
cybersecurity. I believe, Mr. Attorney General, we have four wars.
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We have Iraq. We have Afghanistan. We have the war at our very
own border, the Southwest Border war. And I believe we have an
enduring war in cybersecurity.

As we speak, the United States of America is under attack.
Today, at the end of the day, there will be 2,000 attacks on the
Pentagon from sovereign states and organized crime.

Also, we now know that even something as important to our
economy as NASDAQ had a cybersecurity intrusion. Thanks to the
collaborative work of our own Government and the outstanding
work of the FBI, we thwarted the bring-down of NASDAQ. Well,
it could happen again, and you need a very sophisticated workforce
to deal with this.

We are going to discuss a variety of issues with you, but I am
going to turn to Senator Hutchison. Senator, we welcome you, and
then hear from you. But we need to know, how is the Department
of Justice protecting the Nation, what does fiscal year 2012 mean,
and how do you see the consequences of this really foggy “never-
neverland” of the continuing resolution affecting your ability to pro-
tect the Nation?

Senator Hutchison, I am going to turn to you for your opening
statement. And I would like to say, I really, with warmth and en-
thusiasm, welcome you as my ranking member.

We have worked together on so many issues, from the space pro-
gram to women’s health, and now we look forward to working with
you here. And again, a very cordial and collegial welcome, and with
that, we turn to you for such remarks that you choose to make.

STATEMENT OF SENATOR KAY BAILEY HUTCHISON

Senator HUTCHISON. Well, thank you, Madam Chairman.

And let me say that I can’t think of anyone with whom I would
rather work on a bipartisan basis than you, because we have
worked together on so many issues of mutual concern, and I know
that you are a straight shooter. And I know that you want to do
the things that are right for our country, and I look forward to us
pursuing those things together. And we do have a lot of mutual in-
terests, in space, as well as certainly in the Justice Department.

I do want to welcome you, Mr. Attorney General. You have a
very tough job, and I understand that. And I have looked at the
beginnings of the budget request that you have made.

I will just make a few points. And I will say I am late because
I am the ranking member on the Commerce Committee, and we
had nomination hearings this morning at 10 a.m., and it ran over.
So I do apologize.

Let me just make some of the points, because Senator Mikulski
was talking as I came in about the war on our border, and it is
true. It is there. Just yesterday, I was meeting with the people
from Laredo—actually, the day before yesterday. The police chief
was here, the mayor, the council. And when I go to El Paso or La-
redo or Brownsville or many of our border cities, I see what they
are dealing with at a local level.

And T will tell you what every one of them says to me, and that
is the most valuable thing that they have is the interagency infor-
mation cooperation. And they believe that is working pretty well,
and that is very important to them because their local police on the
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streets need to know if we have drug cartel information or drug
gang information. And there is no question in my mind that we
have got to have a firm stand on the border to completely stop the
corruption from coming across.

And there is drug activity connected with the Mexican cartels in
our major cities and in our border communities. And there are ef-
forts to recruit 12-year-olds and 13-year-olds by the cartels. They
are poor kids. They have never had money, and they are offered
enormous sums of money to do terrible things. So we have a prob-
lem and we must use the resources that we have.

Your budget does have support for State and local law enforce-
ment. One of the things that I am very concerned that you have
cut is the State Criminal Alien Assistance Program (SCAAP) fund-
ing. That is the funding for the local people to house illegal alien
criminals. People who have committed crimes, they have to go to
a jail, and the jails are overrun. These are county jails and city
jails, and they are overrun.

SCAAP funding helps offset the expenses of housing criminals
who are also illegal aliens, and your budget cuts that by $194 mil-
lion. And I am very concerned about that, I will tell you, because
we need to support those local law enforcement officials throughout
the Arizona and California borders as well. Senator Feinstein, Sen-
ator Kyl, and I have worked on this, and I hope that we can use
that priority.

I think that the Community Oriented Policing Services (COPS)
hiring funding, in my opinion—and according to The Washington
Post, your Department didn’t put that forward as a request in your
budget, but OMB did. And so, it is in your request. I don’t—I think
that it is important to have police on the streets everywhere. But
is it the priority use of your funding? I don’t think so.

And I think perhaps you didn’t think so since you didn’t ask for
it. But that is an area where, if I were going to do it at all, it would
be on the border to help local law enforcement officers deal with
issues that are beyond just their purview, but are because of people
coming across the border and these terrible drug fights.

Number two, Mr. Attorney General, Guantanamo—I know we
are in disagreement about Guantanamo. I welcomed the President,
even though he was critical of the Congress, in his statement that
we would not be able to pursue trials of these terrorists on Amer-
ican soil. He was not happy about it, but I am glad that we are
not going to be bringing those people from Guantanamo, where
there has yet to be an escape, into our 49—well, 48 States anyway,
certainly. And I don’t want it to be in Hawaii or Alaska either. But
I don’t think it is in the security interests of U.S. citizens to have
these people on our soil where there could be attacks to try to free
them or other issues.

So I think that many in the Congress hope that you will not be
pursuing that further. But I think there will be efforts to keep
there from being money in your budget to pursue trying these peo-
ple on American soil with all the rights of American citizens in our
court system.

I have been to Guantanamo Bay, and I think that it is the right
place for these people to be held. And I think that I will just quote
one of our intelligence community followers to just give some statis-
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tics that assess how many of the people who have actually been re-
leased from Guantanamo have been confirmed or suspected of re-
engaging in terrorist or insurgent activities after their transfer out.
Thirteen percent are confirmed and 69 percent—or 13 percent are
confirmed and 11 percent more are suspected of re-engaging where
they are now in terrorist and insurgent activities. In addition to
that, 13 are dead, 54 are in custody again, and 18 remain—83 re-
main at large.

So we have got information that says that there is a high recidi-
vism rate for people who have been in Guantanamo and released.
So I just hope that we will be a little more protective of our Amer-
ican soil than to talk about bringing them home.

The Immigration and Customs Enforcement (ICE) agent shooting
in Mexico—there are disturbing reports. First of all, let me say, I
appreciate that you have established an investigation that encom-
passes the organizations that could contribute to this. I give you
the credit for doing that.

I want to add to your area of investigation that there are dis-
turbing reports that the weapons that have been used in the killing
of a Border Patrol agent in Arizona and the ICE agent from Texas
in Mexico City, that the guns used were smuggled in from America.
And the reports are that perhaps Bureau of Alcohol, Tobacco, and
Firearms and Explosives (ATF) agents knew of that smuggling.

I would like to ask you—and I will, in my question period—if you
will add that to your area of investigation.

So I will stop there. I will just say one last thing, and that is,
the Southwest Border efforts that you are making and are in your
budget I do appreciate. I think the increase in the Drug Enforce-
ment Administration (DEA) intelligence center in El Paso is very
important. And I think that Project Gunrunner is something that
I support, but I do want to make sure that the ATF agents are also
supporting that. And so, we can talk more about that.

But thank you, Madam Chairman, for having this hearing and
giving us this opportunity to talk to the Attorney General, and I
thank you for giving us the time.

Senator MIKULSKI. Thank you, Senator Hutchison.

Colleagues, I want to note that we started our hearing at an un-
usual time to accommodate Senator Hutchison, which we were de-
lighted to do. But the Attorney General has to leave at 12:30 p.m.

So instead of asking for your opening statements, why don’t we
get right into the testimony? If any of you have to leave, if you
could tell me, because I want to protect your rights as well.

Mr. Attorney General, why don’t you go right ahead with your
testimony, and let us get into it.

SUMMARY STATEMENT OF ERIC H. HOLDER, JR.

Attorney General HOLDER. Thank you.

Well, good morning, Chairwoman Mikulski, Ranking Member
Hutchison, and other distinguished members of the subcommittee.

I want to thank you for this opportunity to discuss the Presi-
dent’s fiscal year 2012 budget for the Department of Justice.

And on behalf of my colleagues, the more than 117,000 dedicated
men and women who serve our Nation’s Justice Department in po-
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sitions and in offices all around the world, I want to thank you for
your support of the Department’s critical work.

Now, as I have said often, no aspect of our work is more impor-
tant or more urgent than protecting the safety of the American
people and strengthening our national security. As Attorney Gen-
eral, this is my paramount obligation. And at every level of the
Justice Department, this is our primary focus.

In recent years, we have confronted some of the most significant
terrorist threats to the homeland since the September 11 attacks,
and the Justice Department has played a vital role in combating
these threats.

Just yesterday, outside of Spokane, Washington, we arrested a
United States citizen on charges of attempted use of a weapon of
mass destruction. We allege that in January, this individual placed
a bomb along the route of a Martin Luther King Jr. Day unity
march.

Now, had it been successful, this alleged bomb plot could have
been extremely deadly. But thanks to the help of alert citizens and
the outstanding work of FBI agents and their Federal, State, and
local law enforcement partners, it was foiled. And this morning,
that individual is in custody.

On Tuesday of this week, United States citizen Jamie Paulin-Ra-
mirez pleaded guilty in Federal court in Philadelphia to conspiracy
to provide material support to terrorists and admitted to traveling
overseas with the intention of participating in violent jihad.

And 2 weeks ago, Zachary Chesser, a resident of northern Vir-
ginia and, again, a United States citizen, was sentenced to 25 years
in prison for attempting to provide material support to the terrorist
organization Al-Shabaab, communicating threats against Ameri-
cans and encouraging violent jihadists to impede and to obstruct
law enforcement activities.

Now despite the many forms of national security threats that we
have faced, I am proud to report that over the last 2 years, the Jus-
tice Department has charged more defendants in Federal court
with the most serious terror-related offenses than at any other
time since 9/11.

Now beyond our essential national security work, the Depart-
ment has made extraordinary progress in fulfilling the pledge that
I made before this subcommittee nearly 2 years ago: that under my
leadership, every decision made and every policy implemented
would be based on the facts, the law, and the best interests of the
American people, regardless of political pressures or consequences.

Now I am proud of the work that has been done to honor this
promise and to advance the Department’s other critical priorities.
In the last 2 years, we have taken meaningful steps to safeguard
civil rights and to utilize the new tools and authorities that the
Congress provided to combat hate crimes.

We have worked to protect our environment and to respond to
the largest oil spill in United States history by seeking justice for
victims and working to make certain that American taxpayers don’t
foot the bill for restoring the gulf coast region.

We have launched historic efforts to expand access to legal serv-
ices, to strengthen our corrections system, and to combat child ex-
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ploitation, human trafficking, prescription drug abuse, and gun,
gang, and drug-fueled violence.

The Department has collaborated with governments worldwide
not only to combat international crime networks, but also to iden-
tify and to disrupt drug cartel operations, intellectual property
thefts, and a broad range of cyber crimes.

We have strengthened relationships with colleagues across Fed-
eral, State, local, and tribal governments as well. And we have fo-
cused in particular on finding innovative, effective ways to protect
the safety of our law enforcement partners.

From our bulletproof vest initiative to cutting-edge training pro-
grams and information-sharing platforms, we will continue to do
everything we can to ensure officer safety and to reduce the rising
tide of gun violence against law enforcement that has devastated
too many families and communities in recent months.

I also want to note that we have brought our Nation’s fight
against financial and healthcare fraud to a new level. In fact, in
the last year, the Department has announced the largest financial
and healthcare fraud takedowns on record. And in fiscal year 2010,
the Department’s Civil Division secured the highest level of
healthcare fraud recoveries in history, $2.5 billion, as well as the
second-largest annual recovery of civil fraud claims.

Our Criminal Division has seen similar success in fiscal year
2010. The Criminal Division participated in efforts, including joint
enforcement actions with our U.S. Attorneys’ offices throughout the
country, that secured more than $3 billion in judgments and in set-
tlements.

Now, in addition to our work to secure these recoveries, we have
made strategic investments and taken unprecedented actions to
serve as sound stewards of precious taxpayer dollars.

The President’s fiscal year 2012 budget for the Department of
Justice reflects our ongoing commitment to identifying savings and
efficiencies. It also reflects a willingness to make difficult, but nec-
essary choices, such as program reductions, in order to focus re-
sources on our highest-priority programs and to respond to current
fiscal realities.

Although the current cost of operations and staffing is consider-
ably higher than it was last year, the fiscal year 2012 budget re-
quest represents an increase of less than 2 percent more than the
fiscal year 2011 continuing resolution. Without question, the con-
tinuing resolution has presented significant budget challenges for
the Department and resulted in financial restrictions, including a
temporary hiring freeze and the curtailing of nonessential spend-
ing.

I have had to make some tough choices, and I have asked my col-
leagues to do more with less. They have risen to the occasion, and
they are working harder and more collaboratively than ever before.

PREPARED STATEMENT

It is on their behalf and on behalf of the American people that
we are privileged to serve that I submit to you the Department’s
fiscal year 2012 budget request.

Thank you.

[The statement follows:]
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PREPARED STATEMENT OF ERIC H. HOLDER, JR.

Good morning Chairwoman Mikulski, Ranking Member Hutchison, and members
of the subcommittee. Thank you for this opportunity to meet with you today to dis-
cuss the President’s fiscal year 2012 budget request for the Department of Justice
(DOJ) and to provide an update on the Department’s progress, key priorities, and
future plans. I appreciate your recognition of the Department’s critical mission, and
I thank you, in particular, for your support of the fiscal year 2010 Supplemental
Emergency Border Security Act and the fiscal year 2010 Supplemental Disaster Re-
lief and Summer Jobs Act. These measures provided essential resources for our law
enforcement and litigation operations. I look forward to your continued partnership
and support.

When I appeared before this subcommittee last May, I testified that the Depart-
ment had made historic progress in meeting its strategic goals under this adminis-
tration:

—to protect our national security;

—to 5einvigorate the Department’s traditional missions and to restore integrity;

an

—have transparency at every level of the Department’s work.

I also pledged that, under my leadership, all decisions and policies would be based
on the facts, the law and the best interests of the American people, regardless of
political pressures or political consequences.

Almost 1 year later, I am pleased to report that—even at a time of financial chal-
lenge—we continue to make progress in meeting these ambitious goals. We remain
dedicated to protecting the American people through the use of every lawful instru-
ment to ensure that terrorists are brought to justice, held accountable for their ac-
tions, and can no longer threaten American lives. Over the past year, we also con-
tinued to defend the safety and best interests of both consumers and the United
States. We sought to ensure the strength and integrity of our most essential
healthcare programs through enforcement actions that helped control healthcare
costs and reduce fraud. We worked to safeguard the public against threats foreign
and domestic. We collaborated with local law enforcement to investigate January’s
tragic shootings in Tucson, Arizona, and we continue to utilize every resource nec-
essary to deliver justice for those killed and injured. We also led Federal efforts to
prevent and control crime by taking aggressive steps to combat the serious prolifera-
tion of violence along the Southwest Border and to combat the nationwide epidemics
of gang- and drug-fueled violence, human trafficking, hate crimes, and child exploi-
tation.

Today, I affirm these commitments—and pledge also to act as a sound steward
of taxpayer funds. The Department will continue to explore ways to assess the effec-
tiveness of our investigations and prosecutions; to reduce duplication of efforts and
realign investigative resources; and to promote effective, fiscally sound alternatives
to incarceration consistent with public safety. I will continue to make targeted in-
vestments that render communities safer for all Americans and to work with our
many partners to strengthen critical State, local- and, tribal-assistance initiatives.

As you are aware, the fiscal year 2011 continuing resolution presents significant
budget challenges for the Department, as the current cost of operations and staffing
is considerably higher than it was last year. Given the size of our Department—
and the scope of its many responsibilities—I have announced financial restrictions
that are difficult but, under these circumstances, necessary. One of the measures
that I recently announced was a temporary freeze on hiring. I have also directed
components to immediately curtail nonpersonnel spending unless it is necessary for
essential operations. These actions—and others—are designed to increase overall ef-
ficiency and to keep the Department solvent and operating effectively. We take
these steps now in order to avoid more severe measures in the future, such as staff
furloughs.

But even with these directives in place, it is critical to our national security—and
to our law enforcement work—that the Department obtains adequate funding in fis-
cal year 2011 and that this subcommittee, and the 112th Congress, approves the
President’s fiscal year 2012 budget request.

The President’s fiscal year 2012 budget request for the DOJ totals $28.2 billion,
which represents a 1.7 percent increase in gross discretionary budget authority com-
pared to the fiscal year 2011 continuing resolution level. This budget reflects our
key priorities of strengthening national security, preserving the Department’s tradi-
tional missions, maintaining safe prison and detention facilities, assisting our State,
local and tribal law enforcement partners, and identifying savings and efficiencies
that promote fiscal responsibility. In addition to addressing my key priorities, the
budget enhances the Department’s ability to focus on recovering assets obtained
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through financial fraud, drug trafficking, and other criminal activity. In fiscal year
2010, the Department’s Asset Forfeiture program obtained more than $1.6 billion
in forfeited assets and distributed more than $674 million to victims of financial
crimes and our State and local law enforcement partners. The Department also col-
lected and disbursed more than $4.7 billion related to civil debt collection in fiscal
year 2010. Of this amount, $3.7 billion was returned to Federal agencies; $494.5
million was returned to the Treasury; $391.2 million was paid to non-Federal recipi-
ents; and $101.8 million was retained for debt collection efforts within the Depart-
ment. This budget continues our emphasis on fiscal accountability and oversight.

STRENGTHEN NATIONAL SECURITY

Preventing, disrupting, and defeating terrorist acts before they occur remain the
Department’s highest priority. National security threats are constantly evolving, re-
quiring additional resources to address new critical areas. The increase in global ac-
cess to technological advancements has only compounded this problem, resulting in
new vulnerabilities that must be addressed.

The President’s budget request demonstrates this administration’s steadfast dedi-
cation to protecting our national security and a commitment to using every instru-
ment within our power to fight terrorism and keep America safe. The Department
plays a critical role in the Government’s national security and intelligence efforts,
and it is essential that the Department’s budget maintain the capabilities we have
developed even in these difficult fiscal times. Moreover, the budget requests $128.6
million in program increases and 170 additional positions to strengthen national se-
curity and counter the threat of terrorism. The requested increases would provide
the essential technological and human capital to detect, disrupt, and deter threats
to our national security.

More specifically, the administration supports critical national security programs
within the Department, including $122.5 million in program increases for the Fed-
eral Bureau of Investigation (FBI) and $729,000 in program increases for the Na-
tional Security Division. This figure includes resources that will enable the FBI to
enhance national security related surveillance capabilities and enhance its Data In-
tegration and Visualization System; expand the Operational Enablers program and
Weapons of Mass Destruction/Render Safe capabilities to strengthen our ability to
diffuse, disrupt, or destroy weapons of mass destruction; and expand the Computer
Intrusion initiative to increase our capabilities to detect and counter cyber intru-
sions.

To address the growing technological gap between law enforcement’s electronic
surveillance and the number and variety of communications devices available to the
public, the request also includes $17 million in program increases to improve the
Department’s lawful Electronic Surveillance Capabilities for the FBI, Drug Enforce-
ment Administration, Bureau of Alcohol, Tobacco, Firearms and Explosives, and the
U.S. Marshals Service.

PRESERVE TRADITIONAL MISSIONS

At the Department, we continue America’s greatest tradition of protecting the
promise of justice and helping bring justice to those in need. Enforcing the law and
ensuring the fair and impartial administration of justice for all requires resources
to both investigate and litigate on behalf of the American people. The request pro-
vides $57.4 million in program increases to expand the Department’s enforcement
litigation capacity and its ability to protect vulnerable populations.

These resources will enable the Department to continue to fulfill its historic role
in fighting crime, protecting civil rights, preserving the environment, and ensuring
fairness in the marketplace, while responding to new and unprecedented challenges
such as the Deepwater Horizon oil spill. And they will support continued robust ef-
forts to crack down on financial fraud, which have already resulted in charges for
fraud schemes that have cost victims more than $8 billion in estimated losses na-
tionwide. The budget also includes funding to continue the implementation of the
Hate Crimes Prevention Act of 2009, which helps communities prevent and respond
to violent hate crimes committed on the basis of gender, gender identity, sexual ori-
entation, religion, and disability in addition to race, color, and national origin.

To respond to mounting demands, we have also requested $15 million for the Ex-
ecutive Office of Immigration Review, including funds for 21 new immigration judge
teams, additional attorneys for the Board of Immigration Appeals and funds to ex-
pand our Legal Orientation program.
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MAINTAIN SAFE PRISON AND DETENTION FACILITIES

It is important for the Department to maintain the appropriate balance of re-
sources within core Departmental functions. Successful investigations lead to ar-
rests, prosecutions, and convictions. They also lead to a greater need for prison and
detention capacity. More than 5,000 new Federal inmates and 6,000 detainees are
projected to be in custody in 2012, which means adequate funding for prison and
detention operations is critical. The budget requests a total of $8.4 billion to main-
tain basic prison and detention operations.

The budget request includes 5224 million in prison and detention resources to
maintain secure, controlled detention facilities and $461.4 million for program in-
creases to ensure the growing numbers of offenders are confined in secure facilities.
The Department is committed to strengthening current efforts to improve inmate re-
entry and recidivism rates, and the proposed budget includes $22 million for second
chance initiatives that would allow for enhanced inmate re-entry programs, specifi-
cally vocational training, education, and drug treatment programs.

In addition, the budget addresses the Federal prison population through sen-
tencing reform. Such reform is anticipated to help stabilize the growth of the prison
population and ensure fundamental fairness in our sentencing laws, policy, and
practice. One outcome of these changes would be to address associated long-term
costs.

We are also continuing our efforts to combat sexual abuse in correctional settings.
Simply put, sexual abuse is a crime, not a punishment for a crime. Last month, we
published a proposed rule pursuant to the Prison Rape Elimination Act (PREA) that
contains national standards aimed at combating sexual abuse in adult prisons and
jails, juvenile facilities, lockups, and community confinement facilities. In addition
to preparing the rule, the Department has been working to ensure that, once pro-
mulgated, the national standards are successful. The Department is uniquely posi-
tioned to serve as a force multiplier, enabling best practices to gain recognition and
enabling correctional systems to benefit from the PREA efforts of other jurisdictions.
The Bureau of Justice Assistance has entered into a 3-year cooperative agreement
for the development and operation of a Resource Center for the Elimination of Pris-
on Rape. The Resource Center, which was established with fiscal year 2010 funding,
will provide additional training and technical assistance to States and localities to
assist in the identification and promulgation of best practices and promising prac-
tices. The Department’s request will supplement our efforts by enabling the Bureau
of Justice Statistics to continue its work conducting surveys examining the incidence
and consequences of sexual abuse in confinement settings.

ASSIST STATE, LOCAL, AND TRIBAL LAW ENFORCEMENT PARTNERS

The President’s budget also requests a total of $3 billion for State, local, and trib-
al law enforcement assistance. These funds will allow the Department to continue
support to State, local, and tribal law enforcement agencies that fight violent crime,
combat violence against women, and support victim programs.

The Department recognizes that many tribal law enforcement agencies face
unique obstacles to effectively promote and sustain community policing. Unlike mu-
nicipal police agencies, many tribes still lack basic technology to modernize their de-
partments, such as laptops installed in police vehicles. The budget requests $424.4
million in total resources for public safety initiatives in Indian country.

In addition, the Department continues to build and maintain key partnerships
with State, local, and tribal law enforcement officials as well as community mem-
bers. These partnerships include Community Oriented Policing Services hiring pro-
gram, which enables State, local, and tribal police agencies to increase the number
of officers available for targeted patrol and other proven strategies designed to pre-
vent and reduce crime. In addition, the Office on Violence Against Women (OVW)
supports numerous grant initiatives that provide communities with resources to
combat sexual assault and other forms of violence against women. These include the
Legal Assistance for Victims program, Sexual Assault Services program, and the
new OVW Consolidated Youth Oriented Grants program.

The budget request includes resources for new programs for the Office of Justice
programs, including the Race-to-the-Top style Juvenile Justice System Incentive
Grant program and the Byrne Criminal Justice Innovation program. And it includes
funding to continue implementation of the Adam Walsh Act of 2006 to protect chil-
dren from exploitation; assist children exposed to violence; and implement a smart
policing initiative. These programs—and our relationships with State, local, and
tribal law enforcement agencies—will maximize the Federal Government’s ability to
fight crime and to promote justice throughout the United States.
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In that spirit, although violent crime has decreased nationwide, the Department
remains committed to tackling a disturbing countertrend: the number of law en-
forcement officers killed in the line of duty has surged. Last year, 162 law enforce-
ment officers were lost—61 of them were killed by gun-violence—an increase of
nearly 40 percent from the previous year, and the highest level of gun-related officer
deaths in nearly two decades. So far in 2011, the number of officers killed by gunfire
is 60 percent higher than last year’s level at this time.

To combat this unacceptable trend, the Department hopes to be able to continue
our critical investments to expand our bulletproof vest initiative and our cutting-
edge officer safety training programs and information-sharing platforms. This much
we owe to those who put themselves in harm’s way, day after day, to protect their
fellow citizens.

SAVINGS AND EFFICIENCIES

The President’s fiscal year 2012 budget request represents a fiscally responsible
approach to funding the Department’s critical missions. The budget proposal also
places a premium on achieving savings and efficiencies. It includes broad savings
to be gained from improved IT project management, smarter travel policies, better
space utilization, and other cost-saving measures. We have also made hard choices
in program reductions in order to focus our resources on our highest-priority pro-
grams. These are just a few of numerous proposed efforts to respond to the fiscal
realities that we face today—and to act as sound stewards of taxpayer dollars.

As we move forward with the tough choices necessary to reduce our national def-
icit and put the country on a sustainable fiscal path, we must never compromise
our core mission—to protect the American people—and to ensure justice for all.

CONCLUSION

Chairwoman Mikulski, Ranking Member Hutchison, and members of the sub-
committee, thank you again for this opportunity to discuss the Department’s prior-
ities and detail new investments sought for fiscal year 2012.

Today, I have highlighted critical areas that require attention and resources so
that the Department can continue to enforce the Nation’s laws and protect our na-
tional security. I hope that you will support the Department in the execution of
these worthy efforts. In this age of limited budgets and growing demands, the De-
partment’s leadership has already made many tough choices in preparing this budg-
et, significantly reducing funds requested in certain areas in order to focus our re-
sources on national security and core law enforcement and litigation responsibilities.
I urge you to support these priorities.

In this time of unprecedented challenges, new threats, and ongoing war, such sup-
port will remain critical in enabling the DOJ to meet its goals and obligations. As
we move forward, I look forward to working with you and your colleagues.

I am now happy to answer any questions you may have.

Thank you.

Senator MIKULSKI. Thank you very much, Mr. Attorney General.

We are going to follow pretty closely the 5-minute rule and go in
the order of arrival.

I am going to use my first 5 minutes and then, if you are still
able to stay, focus also on 2012. But I am very deeply concerned
about the consequences of the continuing resolution on the safety
and functioning of the United States of America.

We know that Homeland Security and the Department of De-
fense are off the table. But I would like to know, what are the con-
sequences of the continuing resolution to you—not to you, but to
the Department of Justice?

We have already cut—or at least the Senate was willing—many
in the Senate were willing to cut up to $50 billion. Now we are
going to be asked to cut another—go another 2 weeks and cut an-
other $4 billion, and then maybe another 2 weeks and another $4
billion while we keep doing this.

As the CEO of DOJ, what could you tell us about the con-
sequences on the functionality of DOJ? And also, I know that you
are going to pay the FBI and make sure they are on the job. But
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I would presume you have to recycle, reprogram, and move money
around.

Could you tell us what this means in terms of the safety and se-
curity of the people who work for us, and then also the consequence
to local communities? And what does this also mean to morale? I
am not hearing good things in Maryland about morale and this
continuing resolution.

EFFECTS OF FISCAL YEAR 2011 CONTINUING RESOLUTION—MORALE

Attorney General HOLDER. Yes. I will go in reverse order. But I
would start with morale, and that is not an insignificant concern.
And T think you are right, that the uncertainty that this process
has entailed has had a negative impact on morale throughout the
Department.

As I have visited, up to now, about 38 U.S. Attorneys’ offices, as
I talk to the people who are in the components here in Washington,
DC, the lack of certainty with regard to the amounts of money that
we are going to have, the ability to do the programs that we want
to do, the question of whether or not they are going to continue to
have their jobs, be furloughed, pay cuts, all of these things have
had a negative impact on morale.

People are fighting through those morale concerns and still doing
a good job. But it is, nevertheless, a concern that I have.

If we look at the funding levels under the current continuing res-
olution, I know that certain accounts, such as prisons, detention,
some of our legal divisions, will ultimately be deficient without fur-
ther funding. And I am greatly concerned about that. This has a
negative impact on our ability to do the job that the American peo-
ple expect from the Department of Justice.

If you look at the possibilities that exist here, I am very con-
cerned that, too often, our funding is considered discretionary.
Well, there is nothing discretionary about protecting the national
security, protecting the lives of the American people, making sure
that we adhere to the rule of law.

EFFECTS OF FISCAL YEAR 2011 CONTINUING RESOLUTION—FURLOUGHS

Senator MIKULSKI. Would you anticipate furloughs?

Attorney General HOLDER. I don’t think so. I think that with the
hiring freeze that we have in place, we are going to be okay. But
I have to say that if we continue with these 2-week cycles or 3-,
4-week cycles, we are ultimately going to reach a position where we
are going to have to consider that.

That is not something that people in the Department of Justice
are going to want to hear, and it is something that I would cer-
tainly like to avoid. But I am very concerned that unless we have
additional funding, that might be something that we will have to
consider.

EFFECTS OF FISCAL YEAR 2011 CONTINUING RESOLUTION—PRISON
FUNDING

Senator MIKULSKI. And these cuts, is it possible that you will run
out of money in certain key areas at certain times in the year?
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Attorney General HOLDER. Yes. If you look at the level of funding
that we are getting with regard to the prisons, we are taking in
prisoners all the time. We have about 200,000 now. We expect to
take in about another 11,000 this year.

We need additional funds beyond that which we have in order to
do the work of keeping prisoners and keeping them off the streets.
We will potentially run out of money in that regard.

Senator MIKULSKI. What would that also mean in terms of your
ability to—for example, in terms of the way we reimburse on deten-
tion? Does that mean we could no longer provide funds to State
and local governments to hold prisoners that we have asked them
to hold, and that would fall on local people?

Attorney General HOLDER. We have made tough decisions in the
budget, cognizant of the fact that we are not going to have as much
money as we would like, and we have had to cut the SCAAP pro-
gram. As this budgetary process goes through and we look for cuts
that we have to make, I think that is one of the things that would
have to be on the table.

It is not something I would want to do, but as I am trying to re-
strict my focus on what I consider core functions of the Department
of ﬂustice, that is something that I think would potentially be at
risk.

EFFECTS OF FISCAL YEAR 2011 CONTINUING RESOLUTION—FUNDING

Senator MIKULSKI. So this is pretty serious. And am I correct,
from our conversation before the hearing, that a cut at this stage
of the year has almost a—it has a different consequence than if you
could spread it out over the year? How would you see that?

Because, first of all, know that I don’t want to cut more. I believe
in a more frugal Government. I believe we will have to look to
other sources, like oil and gas subsidies, the $30 billion farm sub-
sidy, et cetera—that we can’t do all this on discretionary spending.

I worry about if this subcommittee has to take more, we would
have to go to the Justice Department, the space program, impor-
tant economic development initiatives in the Department of Com-
merce. Can you take more?

Attorney General HOLDER. I don’t think that we can. I think that
we, in the very, very short term, can come up with creative ways
in which we can deal with this. That is why 1 have instituted this
hiring freeze, stopped all kinds of what we call “nonessential”
spending, but we are pretty close to the bone. And——

Senator MIKULSKI. So you have already taken those steps at
where we are now?

Attorney General HOLDER. Yes, those steps have been in place.

Senator MIKULSKI. I am going to stick to the 5-minute rule. I am
going to stop and want to pursue 2012.

Senator Hutchison.

PROJECT GUNRUNNER

Senator HUTCHISON. Yes, thank you, Madam Chairman. I will
try to—I will stick to the 5-minute rule.

Let me ask you about the ATF issue that I mentioned in my
opening statement, that there are reports that there was actually
knowledge by ATF of the sales that were going on of the arms out
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of America, illegally out of America into Mexico, purportedly, I
think, to be able to trace them, but after the shooting of the agent
in Mexico, traced to those arms and also the shooting of the agent
in Arizona.

What is your view now on that particular program? And I know
that you have asked for an Inspector General study of it, but tell
me if you think that program should be continued. Is it the correct
use of the Project Gunrunner subprogram, I guess? Because, of
course, it is a great concern.

Attorney General HOLDER. First, I would say that the mission of
the ATF and the mission to which they are dedicated is to stop the
flow of guns into Mexico and to people who shouldn’t have guns
here in the United States. And that is the focus of the ATF, that
it is why the ATF agents serve bravely in Mexico and in this coun-
try, and, I think, do a great job.

It is true that there have been concerns expressed by ATF agents
about the way in which this operation was conducted. And on that,
I took those allegations, those concerns very seriously and asked
the Inspector General to try to get to the bottom of it. An investiga-
tion—an inquiry is now underway.

I have also made clear to people in the Department that letting
guns walk is not something that is acceptable. Guns are different
than drug cases or cases where we are trying to follow where
money goes.

We cannot have a situation where guns are allowed to walk, and
I have made that clear to the United States Attorneys, as well as
the agents in charge in the various ATF offices.

Senator HUTCHISON. Thank you.

GUANTANAMO BAY TRIALS

On Guantanamo Bay trials, in the President’s budget, there is a
$72.8 million request for the Department’s anticipated increases in
security and prosecutorial costs associated with high-security trials.
And it is a variety of things that you would need if you are going
to bring known and reputed terrorists to trial in the United States.

Mr. Attorney General, do you think that is the right priority for
the expenditure of your very scarce and important dollars for FBI,
ATF, the many areas of law enforcement that you are responsible
for? Do you really—I mean, I will say, is it still going to be the pol-
icy that you will continue to pursue having trials on American soil,
even in spite of the protests that you have heard from Members of
Congress?

Attorney General HOLDER. First, in this fight, we have to use all
the tools that we have. The use of Article III courts and our Fed-
eral courts has proven to be extremely effective over the years.
Hundreds of people have been convicted of terrorist offenses in
these cases.

We have shown that the Bureau of Prisons is capable of handling
them, holding onto them. There is not one report—one report—of
anybody ever escaping from a maximum-level Federal penitentiary
who has been convicted of a terrorist offense. I think we can handle
these cases. We have done so in the past.

There is, with regard to the budget that we have submitted in
2012, no trial money with regard to these Guantanamo detainees.
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I think that the restrictions that the Congress has placed on our
use of funds in that regard, as I indicated in a letter that I sent
to Majority Leader Reid, as well as to Speaker Boehner, are un-
wise.

The President indicated in his signing statement when he signed
the Defense authorization bill that he thought this was not a wise
thing to do as well. And we both indicated that we will try to un-
ravel or unwork the restrictions that have been placed on us be-
cause I think it hampers us and our ability to handle the terrorism
problem by taking a tool away from us that has proven to be very
useful in the past.

Senator HUTCHISON. Well, my time is up, and I will adhere to
the 5-minute rule.

Thank you, Madam Chairman.

Senator MIKULSKI. Senator Nelson.

Senator NELSON. Thank you, Madam Chairman.

Attorney General Holder, it is good to have you here. First of all,
I want to thank you and all those who work within your agencies
for the fine work on behalf of the security and justice for all Ameri-
cans, and we appreciate those efforts so much.

FISCAL YEAR 2012 BUDGET CUTS

This is the time to have a candid conversation, of course, about
budgets and the expenditure of taxpayers’ dollars, and it is not
something new for me. As Governor, I had to make the tough deci-
sions about tough times when revenues didn’t necessarily match
the need for the outflow of expenditures to take care of the needs
of the people.

So I am hoping that we can work cooperatively in this effort, and
I know we can. Cuts are coming, and what I would like to know
is as you look at your budget, it requests a 1.7 percent increase in
new budget authority. And the increase in parts of your budget,
outside of State and local grants, which, I think, have been reduced
by 16 percent, the budget actually, outside of those cuts, goes up
4.4 percent.

I am hopeful that you will be able to take a look at that budget
in light of where we are today, recognizing that we have to do more
with less. And I know that is easy to say and hard to do, but it
is essential that you could take a look to see where you could begin
to trend down the expenditures in the 2012 budget.

I understand the challenge you have with the continuing resolu-
tion—continuing resolutions, I guess; we just keep doing it—for
2011. I understand that challenge. But in 2012, we are looking at
a 12-month period, not cutting in the middle of programs, but at
the beginning.

If you would, tell me where you could look to cut 1, 2, or 3 per-
cent, or some area of reduction. We are expecting that from the De-
partment of Defense. I am on the Armed Services Committee. And
so, if you would, give me your thoughts.

Attorney General HOLDER. We are mindful of the financial situa-
tion that our Nation confronts, and we have submitted a budget for
2012 that I think walks that fine line between understanding the
financial situation that we are in and making sure that we are still
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capable of doing what the American people expect of the Depart-
ment of Justice.

As I look at the places that we have made cuts—everything from
dealing with ballistics tracing, radios, and technology—we have
made very substantial cuts. We have looked at what we call DOJ-
wide cross-cutting efficiencies and cut about $57 million there.

We have looked at a whole variety of things that, frankly, have
been really difficult to identify and difficult to implement. I have
pushed people to make sure that we are not doing things for finan-
cial purposes that will have a negative impact on our ability to do
our jobs, and we have come up, as I said, with a variety of things
that are reflected in the budget that I think take into account those
dual responsibilities: The financial situation and our obligation to
keep the American people safe.

Senator NELSON. To distinguish myself from those who have
been running around with percentages looking for plans for cuts,
the reason that I am focused on this is Admiral Mullen, Chairman
of the Joint Chiefs, when asked the question, “What is the biggest
threat to America?” It wasn’t Iran. It wasn’t North Korea. It wasn’t
even the border. Although those are important challenges that we
face, it was the national debt.

So if that is the biggest threat to our country, then we must, in
fact, find ways to trend down spending, increase prosperity to both
cut and grow our way out of the situation we are in, and that
means that everybody has to do more with less. We can’t do—we
can’t ignore that reality. And so, that is why I hope we can work
cooperatively to try to find a way to make those reductions.

It is a categorical imperative that we are facing right now, based
on the threat that debt and the growing deficit is to our future. Not
just our future, but to future generations as well.

Attorney General HOLDER. No, I agree with you, Senator. We
have to find a way in which we deal with that debt problem that
is, in fact, a threat to the welfare of our Nation, while at the same
time coming up with ways in which we do the things that are ex-
pected of the Department.

You know, we are not the biggest agency. We have a proposed
budget of about $28 billion. But the responsibilities that we have
are fairly enormous with regard to everything from protecting the
American people from outside threats to dealing with the crime sit-
uation that we find within the United States.

And we have tried in this budget to allow us the ability, the tools
so that we can make sure that we keep the American people safe,
that we promote civil rights, that we protect the environment, all
of the things that are our responsibility, while being mindful, as
you correctly say, of the crisis that we face on the budget side.

Senator NELSON. Well, I appreciate it, and I know that we can
work together. And I look forward to that as we move forward with
this new budget. Obviously, the continuing resolution saga is going
to plague us, but we are going to have to find ways to make that
work as well and find some spirit of consensus to get it moving for-
ward so we are not doing it every 2 weeks.

Thank you very much.

Thank you Madam Chairman.

Senator MIKULSKI. Thank you, Senator Nelson.
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I am going to turn to Senator Murkowski and then Senator
Pryor.

Before you go, I found what you said about Admiral Mullen very
interesting. When did he say that?

Senator NELSON. Within the last 6 months.

I will get you the quote.

Senator MIKULSKI. Well, I would like to hear the quote because
then if he feels that—did he also say that he was willing to give
at the office and that Department of Defense should——

Senator NELSON. Oh, absolutely.

Senator MIKULSKI [continuing]. Now be on the table?

[The information follows:]

Admiral MULLEN. “I think the biggest threat we have to our national security is
our debt.”

Senator NELSON. What I can say is that Secretary Gates has
begun the process out there of trying to cut back and look for dupli-
cation and reduce the growth in their budget as well. So they are
on board. They are on board.

Senator MIKULSKI. And that is why we need to go not for the 2
weeks, but we need to put all things on the table and come to a
rational, orderly way to do this, because it is not good for anyone
with boots on the ground.

Senator NELSON. Absolutely.

Senator MIKULSKI. Senator Murkowski.

Senator MURKOWSKI. Thank you, Madam Chairman.

And Attorney General Holder, welcome.

Attorney General HOLDER. Good morning.

Senator MURKOWSKI. Thank you for your leadership. Good morn-
ing.

BILL ALLEN ALASKA CASE

I am going to change the subject a little bit here. I would like
to bring up with you the issue of Mr. Bill Allen, a name that I am
sure you are familiar with from Alaska.

For the benefit of my colleagues, Mr. Allen pled guilty in 2007
to multiple Federal offenses, including bribery and extortion. He
subsequently became a key witness for the Justice Department in
the trials of the late Senator Ted Stevens and several Alaskan leg-
islators. Mr. Allen is presently serving time at the Federal Correc-
tions Institute in California.

Back in 2008, the Anchorage Police Department received infor-
mation that Allen had paid a young Alaska Native woman for sex.
She was 15 years old at the time. The young woman then later
moved to Seattle, and he sought to continue that relationship. We
learned—the law enforcement folks learned that Allen had trans-
ported this young woman between Seattle and Anchorage with the
intent to engage in prostitution on multiple occasions.

The Anchorage Police Department brought in the FBI. The case
was presented to the Child Exploitation and Obscenity section for
prosecution. We understand that there were multiple trips with the
trial attorney from Washington, DC, to Alaska to work with our
law enforcement. We later learned that the trial attorney, as well
as the section chief, had recommended that the case be presented
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to the grand jury, and yet Mr. Allen has never been charged with
these crimes.

It was reported that the charges were never presented to the
grand jury, and it appears that the Justice Department simply de-
clined prosecution.

I wrote you expressing my concerns back in August, and I re-
ceived a reply from your Assistant Attorney General, Mr. Welch,
back in October. I think you knew that I was not satisfied with Mr.
Welch’s response to my concern, and Alaskans were certainly not
satisfied with the response.

I have indicated to Alaskans that I would follow up directly with
you. So, at this time, I would ask you, Mr. Attorney General, if you
can explain, as specifically as you can, why the Justice Department
did not pursue an indictment against Mr. Allen on these charges.
And if you could, specifically address the proposition that the Jus-
tice Department did not prosecute him on the sex abuse charge on
account of his cooperation in other cases.

Attorney General HOLDER. With regard to the exploitation mat-
ter, I would say that the Department certainly has a very good
record of vigorously investigating and trying these kinds of mat-
ters. I was just looking at the numbers here. We have about 4,000
of these offenders who, within the last 3 years, we have inves-
tigated.

Our caseload in that regard is up more than 1,000 percent since
fiscal year 2001. So we are vigorous in our prosecution of those
cases.

In making the determination as to what happens in any par-
ticular case, we are guided by the principles of Federal prosecution,
and we take into consideration a number of factors, among them
being the age of the case, the reliability of the witnesses, the ability
to say that we have a better than 50 percent chance of winning a
case.

Decisions to decline prosecutions or not go forward with cases are
made strictly on that basis, not with regard to political persuasion
or the role somebody has played. If a case could be made, a case
would be brought. The basis for the declination would be rooted
only in that which is governed or set out in the principles of Fed-
eral prosecution.

Senator MURKOWSKI. Given the circumstances of this particular
matter and, again, this proposition that the failure to prosecute
was based on cooperation, and that has been repeated and re-
peated, do you think I would be out of line if I were to ask the Of-
fice of the Inspector General and the Office of Professional Respon-
sibility to examine the Department’s handling in the Bill Allen
case?

Attorney General HOLDER. Well, that certainly would be within
your discretion to do that. I don’t think that is necessarily war-
ranted on the basis of the decision here. I am confident that the
decision was made, or all of these decisions were made, on the
basis of the appropriate guidelines.

We can certainly say that with regard to the case that I have not
shown an unwillingness to do things that might have been a little
controversial, maybe even unpopular, with regard to matters in
Alaska, you know, the Stevens dismissal.
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Senator MURKOWSKI. And I appreciate that.

Attorney General HOLDER. And the decision here, as I said, I am
confident follows the rules that always apply.

Senator MURKOWSKI. Well, Mr. Attorney General, I appreciate
your comments, and I certainly appreciate your actions with the
Ted Stevens matter. This is something that has so troubled Alas-
kans to the core, that you have an extremely high-profile political
figure, extraordinarily wealthy, truly abusing in a very terrible way
a 15-year-old girl over a period of years. The assumption is just
that, you know, the wealthy politician or the wealthy guy with the
political connections is able to get away with a level of criminality
that simply would not be accepted elsewhere.

I will tell you that we are not done attempting to resolve this
iisue, and I will be asking for your support as we try to pursue
this.

Attorney General HOLDER. Okay. I just want to assure you, Sen-
ator Murkowski, I have great respect for you—we have always had,
I think, good interactions—and the people of Alaska, that you
might not agree with the decisions that have been made in connec-
tion with cases that have come before the Department of Justice,
but the decisions had nothing to do with political connections,
whether somebody has cooperated in a case, or anything like that.

The decisions were made only on the basis of the facts, the law,
and the principles that we have to apply. And nothing beyond that
entered into any decisions that we have made.

But I understand the concerns that you have expressed and that
people in Alaska have. I can’t get into much detail with regard to
why particular decisions are made in particular cases, but I really
do want to assure you and the people of your State that the extra-
neous things that you mentioned did not factor into that decision-
making.
hSenator MuRrkOowsKI. Well, we will keep working with you on
this.

Thank you, Madam Chairman.

Senator MIKULSKI. Senator Pryor, thank you for your patience.

Senator PRYOR. Thank you, Madam Chair.

General Holder, it is always good to see you, and thank you for
being here today.

DEFENSE OF MARRIAGE ACT (DOMA)

I want to start with a question about your responsibilities as At-
torney General. And I know you have a lot of responsibilities. You
have to balance a lot of things. I had a little taste of that when
I was my State’s Attorney General a few years ago.

But one of the things we were very committed to in my office was
always trying to follow the law. And with that said, I am curious
about your decision recently with regard to the DOMA. My view
would be that even if you have concerns about the constitutionality,
et cetera, the Congress has passed it. It is the law until the court—
in this case, maybe the U.S. Supreme Court—tells you it is not.

I am curious about your legal rationale. And again, I don’t really
want to get into the details of DOMA, the policy. I happen to sup-
port it, but I am not even really talking about DOMA itself. I am
talking about the process that you all went through to come to a
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decision to basically stop defending one of the laws that we have
on the books.

Attorney General HOLDER. Sure. As a general principle, this De-
partment of Justice takes seriously its responsibility to defend acts
of the Congress where reasonable arguments can be made with re-
gard to their constitutionality, and we have done that. There come
rare circumstances where a decision is made within the Depart-
ment when that cannot be done, and that was the case with regard
to DOMA.

We were faced with a situation that was, in some ways, different.
We had defended DOMA in those circuits where the rational basis
standard was the standard. We were faced in the Second Circuit
with a circuit where no determination had been made as to what
was the appropriate standard to judge the constitutionality of the
statute.

We looked at the facts. Given the history of discrimination that
gays and lesbians have experienced in this country, it was our be-
lief the President accepted the recommendation that I made to
him—that a heightened level of scrutiny was appropriate.

Under that heightened level of scrutiny, the determination that
we made was that the statute was unconstitutional. And as a re-
sult, we made the determination that we would not defend the con-
stitutionality of the statute. But we will continue to enforce the
statute until it is either repealed by the Congress, or the Supreme
Court makes the determination that it is, in fact, unconstitutional.

Senator PRYOR. You mentioned that this is a rare decision by the
Justice Department. What are the other recent instances where
your administration or previous Justice Departments have made a
decision to not defend a Federal statute?

Attorney General HOLDER. Yes, I have in front of me a 4-page
document that has 10 to 15 cases in which that has occurred. I
know that Chief Justice Roberts, when he was the acting Solicitor
General in the Metro Media case, made a determination not to de-
fend the constitutionality of a statute.

There are other instances that I would be more than glad to
share with you and provide you with this document. It is, as I said,
something that is rare. It has happened during the course of this
administration probably about eight or nine times or so, more often
than not for technical reasons that we decide not to defend a stat-
ute.

What we did with regard to DOMA was extremely unique and
not indicative of any desire or lack of desire on the part of the De-
partment to do what it traditionally has done, which is defend the
constitutionality of statutes.

Senator PRYOR. I would like to look at those because I have the
concern about future Presidents that may disagree with some act
of the Congress and just decide, “Hey, you know, we are not com-
fortable with this, and so we are not going to defend it.” And I
think that part of the checks and balances is that the Justice De-
partment and the administration should defend the laws that the
Congress puts on the books, regardless of what their personal
views may be on those.
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BUREAU OF PRISONS CONSTRUCTION FUNDING

Let me go to my next question, if you will. I noticed that in one
of the accounts that you have for building of prisons, for the Bu-
reau of Prisons, my understanding is that there is some money to
build prisons. But I am concerned that there may not be enough
there to build the adequate bed space that you need. Do you have
any comments on that?

Attorney General HOLDER. Yes. That is something I am very con-
cerned about. We have really gotten as low as we possibly can get.
We have the need for additional bed space. It is a question of safety
not only for the prisoners, but for also the guards who work in
these facilities.

With overcrowding comes insecure conditions, and we want to
build new prisons to the extent that we can. We want to acquire
the Thompson facility, for instance, in Illinois, that would be used
to house high-security prisoners, where we have a particular prob-
lem.

We want to expand the facility that we have in Arkansas. We
think we have had a good experience there, and there is a high-
security facility that we would like to put there. But we would need
the support of the Congress not only this year, but in subsequent
years so that we can, in fact, construct these facilities, which I
think are very much needed. Because the reality is that as we are
successful in doing our jobs, there are increasing numbers of pris-
oners who come into the system.

Senator PRYOR. Right. Yes, I think the Federal prison system is
fairly overcrowded at this point. So we need more bed space.

Madam Chair, thank you. Thank you.

Senator MIKULSKI. Senator Lautenberg.

Senator LAUTENBERG. Thank you, Madam Chairman.

Mr. Holder, good to see you. We both spent time at Columbia
Eniversity. I don’t remember seeing you around the campus,

ut

Attorney General HOLDER. I was there.

Senator LAUTENBERG. Yes. Maybe it was before I was there.

You didn’t have President Eisenhower give you your diploma, did
you? I did.

Attorney General HOLDER. No, I did not. I did not.

EFFECT OF CUTS TO THE COPS PROGRAM

Senator LAUTENBERG. You have had a lot of experience in all
kinds of criminal prosecutions and white collar prosecutions. And
I know how arduous you are, how you want to catch them. But you
know, the one thing we know is, that you can’t try criminals or of-
fenders if you don’t first arrest them. And you can’t arrest them if
we don’t have the police on the streets and in the communities.

And we see the cuts in the COPS program. It is such a good pro-
gram, and they wanted to decimate it, the Republican side. And
there was an amendment offered to restore some of the funding.

But I want to tell you, I am pleased that the President’s budget
included a substantial increase in funding for the COPS program.
But then the House Republicans stepped in and eliminated the pro-
gram altogether.
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In the city of Camden, New Jersey, poor city, cops can’t even an-
swer burglary calls. They have to put them on a list. They can’t an-
swer car thefts. They don’t have enough manpower. Laying off
more than 100 policemen, city of Newark, I mean, we have to do
the things in those cities that can make them safer than they pres-
ently are.

Now what is the effect of a combination of layoffs and elimi-
nations that the COPS program has on safety in the streets?

Attorney General HOLDER. I think that you are exactly right,
Senator. I have great concern about proposed levels of funding with
regard to the COPS program.

Our budget asks for $600 million. That is an increase of $302
million from that which had previously been put in the COPS pro-
gram. That is a vital tool for not only the State and local forces
that benefit from the money, but also from us in the Federal Gov-
ernment.

We are only as effective as the partnerships that we try to con-
struct with our State and local counterparts. I am greatly con-
cerned by the situation, certainly, in Camden, that has been widely
reported. But I am also concerned about the inability of other de-
partments to do all the things that we expect them to do.

And it is beyond that which people traditionally think about our
State and local partners. They are our eyes and ears. They are also
the people who feed to us information that helps us on the national
security front when it comes to terrorist threats. They are fre-
quently the people who first see things that are reported to us on
the Federal side.

So I think that if we want to keep the American people safe, we
have to fund COPS at the level that we have suggested, and also
support the $3 billion that is in our budget for aid more generally
to our State and local counterparts.

Senator LAUTENBERG. Thanks.

I want to get to a couple things, if you can give me a quick an-
swer.

HIGH-CAPACITY AMMUNITION MAGAZINES

The Tucson shooter’s high-capacity ammunition clip that killed 6
people and wounded 13 others: the clips were banned until 2004 as
part of the assault weapons ban. And even former Vice President
Dick Cheney, who strongly supports gun availability, has suggested
it may be appropriate to reinstate the ban of that kind of thing.

Is (i)t time to once again ban high-capacity ammunition maga-
zines?

Attorney General HOLDER. I think that given what we saw in
Tucson and the impact that these kinds of magazines can have, I
think we should examine whether or not we want to go back to the
ban that we had on them previously. So that is something that I
think we should be looking at and working with the Congress in
trying to determine if, in fact, the reinstitution of that ban is ap-
propriate.

Senator LAUTENBERG. Do I take it that you are saying yes?

Attorney General HOLDER. I think that we should certainly look
at this and make sure that we are doing all that we can to protect
the American people.
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GUN SHOW LOOPHOLE

Senator LAUTENBERG. I hope we can. Nearly 12 years ago, the
Senate passed my legislation to close the gun show loophole. It
went to the House, and it died there.

And at the time, you were a Deputy Attorney General and urged
the House to follow the Senate’s lead and close this loophole. Re-
cent polls found that 69 percent of NRA gun owners and 89 percent
of all Americans support closing the gun show loophole.

I think everybody knows what that loophole is. It permits people
to buy guns without identifying themselves. It could be Osama bin
Laden. You don’t ask the questions about where, do you live, what
is your name? Put the money on the table, you get the bullets. Or
you get the guns.

Don’t you think it is time for the Congress to close the gun show
loophole, once and for all?

Attorney General HOLDER. Again, I think we need to look at the
existing laws that we have and the situation that we face. I am
very concerned, as the chair was saying, in terms of the numbers
of law enforcement officers who have been gunned down over the
last 2 years. And I think we have to come up with meaningful, ef-
fective ways to protect their lives, as well as the American people.

And so, we are looking in the administration now at ways in
which we can make sure that we respect the second amendment
rights that people have, but come up with effective measures that
will protect our law enforcement colleagues and, as I said, the
American people. This is a process that is ongoing within the ad-
ministration.

Senator LAUTENBERG. Well, I would hope we can get it solved,
and I would hope that we could get a permanent ATF Director. The
post has been open since 2006, and I think we ought to try to take
care of that.

Madam Chairman, thank you.

Senator MIKULSKI. You have been a staunch champion on these
issues.

Senator LAUTENBERG. Thank you very much.

Senator MIKULSKI. And we have noted the crisis that New Jersey
is in.

So, Senator Brown, one of our newest members——

Senator BROWN. Thank you, my first subcommittee hearing.

Senator MIKULSKI. So we want to say hi.

Senator BROWN. Thank you, Madam Chair.

And Mr. Attorney General, thank you. And I would have been
here at the beginning, but I presided today. So Mr. Attorney Gen-
gral, thanks for your service, and thank you for what you are

oing.

Attorney General HOLDER. Good morning.

FUGITIVE SAFE SURRENDER (FSS) PROGRAM

Senator BROWN. An announcement came out of USMS earlier
this week, late last week that they were terminating the FSS pro-
gram, which I know you are familiar with. FSS started in Ohio. It
is a pioneering program that has made a huge difference in encour-
aging mostly those who have committed misdemeanors—and it is
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10 percent or so felons, that committed felonies—to get them to vol-
untarily surrender.

They meet in a church for 2 or 3 days. Judges, prosecutors, and
police officers are there. Those people with outstanding warrants
voluntarily come and turn themselves in and are generally—their
warrants and all are generally disposed of. It is a prime example
of how law enforcement officials work together with the local com-
munity to create a safer environment for everyone.

I understand the importance of prioritizing limited budgets, but
FSS is a program with relatively little expense that has made a
huge difference. Nationally, some 35,000 individuals have volun-
tarily surrendered. It makes police officers’ jobs a lot safer because
they are not arresting someone for a traffic violation and that per-
son panics and injures or kills a police officer.

Seven thousand people in Cleveland alone in 2010 turned them-
selves in. I was there one of those days. I had been there earlier
in the program at another church. It has made such a difference.

I have written to Director Stacia Hylton and asked that you con-
tinue to work with us to restore the program. Can we expect—what
can we expect?

Attorney General HOLDER. I agree that the program has a clear
record of benefit to the courts, to law enforcement, and to the com-
munities in which it has operated. There are thousands of people
who have surrendered across the country without violence, without
danger to officers.

There are decisions that we have to make with regard to how we
can support a program that I think has worked well. I actually
think this is more a State and local responsibility. It is best a State
and local program versus a Federal responsibility.

On the other hand, I do think that we should try to find ways
in which we can support the program. And so, I would like to work
with you to see if there are grant-making opportunities, things that
we might be able to do that will support a program that has proven
to be beneficial.

Senator BROWN. Okay. Thank you.

I understand it is mostly local and State. And I mean, there are
judges, prosecutors, all State, county, city officials there. I think
the beauty of it, in part, is where after Cleveland began it, it began
in Arizona. It was done other places.

And you know, just the imprimatur of the U.S. Justice Depart-
ment with USMS can encourage local communities to do this with
minimal, relatively minimal Federal assistance and involvement
and resources and encouraging local governments to do that.

PRESCRIPTION DRUG ABUSE PROGRAMS

Let me talk about one other issue or, actually, two other issues,
both the pill mills and what has happened around the country.
Ohio has seen huge increases and larger than the rest of the coun-
try, or larger than many places in the rest of the country, abuse
of, particularly, morphine-based drugs—OxyContin, Oxycodone,
Percocet, Vicodin, a whole bunch of drugs.

We have, working with the Medicaid director in Ohio, established
a lock-in program for high-risk individuals. My understanding is
that there are currently—but, you know, we need law enforcement
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help in this, obviously, as we are doing in the State, too. There are
currently 37 operational tactical diversion squads nationwide, not
one of them based in Ohio, the seventh-largest State in the coun-
try.

Can we work together with local law enforcement to perhaps cre-
ate that in Ohio so that we can join much of the rest of the country
in that kind of assistance?

Attorney General HOLDER. Sure. I would be glad to work with
you about how we have deployed our resources. That is something
that we have devoted a great deal of attention to and have come
up with ways in which we are fighting a problem that exists in a
great many States.

But I would be glad to sit down and talk to you about ways in
which we might help you deal with the problem, the issue in Ohio.

METH LABS

Senator BROWN. Okay. And last point, Madam Chair.

On meth labs, DOJ nationally has stopped State funding for
meth lab cleanups. Is that a permanent decision, or is that some-
thing you are looking at again?

Attorney General HOLDER. That was one of those tough ones. As
we looked at the budget situation and had to make the decision
about what we are going to do with regard to the cleanup of these
meth labs when it comes to State and local operations, and it is
something that we have cut in our budget request for 2012.

All T can say is that it is just one of those tough decisions that
we had to make, given the monies that are available to us. It is
not something that I particularly like doing, but it is something
that I think we have to do if we are going to try to deal with the
financial situation that we find ourselves in.

Senator BROWN. Okay. Thank you, Madam Chair. Thanks.

Senator MIKULSKI. Thank you, Senator Brown, for those excel-
lent questions.

Mr. Attorney General, we will have additional questions that we
will submit to the record.

We want to assure you this subcommittee will be working on a
bipartisan basis with you. We also want to assure you we hope to
go to a quick resolution of this gray area with the continuing reso-
lution.

I think we have to come to closure on this, and I think the 2-
week uncertainty and the death by a thousand cuts every 2 weeks
is just terrible. And it is terrible in terms of the morale. You can-
not, as the chief executive officer, appropriately plan. The FBI
doesn’t know if it can bring on people along with our Federal law
enforcement. So we want to move to resolving this.

We will be turning to you for additional information, and we will
virlelcome a muscular approach by the President to help us with
this.

ADDITIONAL COMMITTEE QUESTIONS

If there are no further questions this morning, all Senators may
submit additional questions for the subcommittee’s official record.
We request that DOJ respond within 30 days.
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[The following questions were not asked at the hearing, but were
submitted to the Department for response subsequent to the hear-
ing:]

QUESTIONS SUBMITTED BY SENATOR BARBARA A. MIKULSKI
CONSEQUENCES OF FISCAL YEAR 2011 CONTINUING RESOLUTION

Question. The House-passed continuing resolution for wrapping up 2011 cuts the
Justice Department (DOJ) $2.6 billion below the President’s request and $833 mil-
lion below 2010 levels. The Senate alternative cuts DOJ $2.4 billion below the Presi-
dent’s request and $656 million below 2010 levels. We're in a holding pattern and
the House Republicans want us to cut $4 billion every 2 weeks. Currently, we are
under a 3-week continuing resolution that cuts $470 million below fiscal year 2010
levels in funding that would have helped State and local communities combat vio-
lent crime and improve criminal justice.

What would the cuts proposed in the House-passed continuing resolution and the
Senate alternative mean for DOJ? What are the consequences? Is there anything
else that DOJ can cut?

Answer. DOJ was very concerned about funding levels proposed in the House-
passed and Senate alternative continuing resolutions for fiscal year 2011. At a min-
imum, certain accounts, such as prisons, detention, and some of our legal divisions,
would have faced possible deficiency. While considered “discretionary” in appropria-
tions parlance, much of DOJ’s work is not discretionary and is impacted by factors
outside our control. There is nothing discretionary about protecting the American
public against terrorism and criminal threats, defending civil rights and liberties,
and upholding the rule of law.

DOJ’s fiscal year 2011 enacted budget (Public Law 112-10) is $26.9 billion, which
is $806.2 million less than the fiscal year 2010 enacted budget. Under these levels,
DOJ will sustain its core national security and law enforcement functions, but must
reduce critical funding to State and local grants, juvenile justice programs, litigating
components, and technology programs.

Some programs, such as the Integrated Wireless Network, DOJ’s strategic initia-
tive for upgrading DOJ law enforcement tactical mobile communications, received
significant and unanticipated cuts, which will be difficult to plan for and execute
in the remaining 6 months of the fiscal year. In addition, funding requested for new
positions just appropriated in fiscal years 2009 and 2010 for DOJ’s core mission
areas, as well as for the continuation of financial fraud and Southwest Border en-
forcement activities, is not provided in the fiscal year 2011 budget. DOJ will need
to closely examine existing operations and continue to implement savings and effi-
ciencies to ensure that we can absorb the increased and unfunded costs of maintain-
ing our current program efforts in fiscal year 2011.

DOJ understands the need to promote fiscal restraint and pursue savings and effi-
ciencies. To keep DOJ operating effectively within constrained funding levels, we in-
stituted a temporary hiring freeze in January 2011 and suspended all nonessential
travel, training, and conferences. In addition, all expenditures across the board, in-
cluding vehicles, employee moves, information technology (IT) process, equipment,
supplies, and contracts, are being held to essential needs.

Wherever possible, DOJ has implemented management and administrative effi-
ciencies to generate savings, which help to support existing priority programs and
maintain current efforts. DOJ has generated creative ideas to achieve efficiencies,
which have been included in the fiscal year 2011 and fiscal year 2012 President’s
budgets. But we cannot afford additional substantial cuts while preserving DOJ’s
ability to fulfill its core law enforcement.

Question. How is this affecting morale?

Answer. As I stated during the Senate Appropriations Committee hearing, em-
ployee morale associated with a long-term continuing resolution is a significant con-
cern. The uncertainty of the fiscal year 2011 budget process has had a negative im-
pact on morale throughout DOJ. In conversations I have had with personnel in the
field and with staff here in Washington, DC, uncertainty exists with regard to the
amount of funding enacted for the fiscal year, the ability of DOJ to conduct the pro-
grams we want to implement, and the question of whether or not employees will
continue to have their jobs or face furloughs or pay cuts. These have all had nega-
tive impacts on morale.

Despite these morale concerns, the dedicated staff at DOJ continue to do a good
job for the American people. Some of their concerns have been mitigated with the
enactment of the full-year appropriation; however, employee morale will suffer again

VerDate Nov 24 2008  11:00 Jul 12,2012 Jkt 064591 PO 00000 Frm 00033 Fmt6633 Sfmt6621 U:\2012HEAR\11HEAR\11MA10DOJ.TXT 64591



28

if we are required to operate under long-term continuing resolutions in future fiscal
years.

Question. What difficulties does DOJ face when it has to operate on short-term
continuing resolutions like the five we have had to pass since October 1, 2010? Par-
ticularly the continuing resolutions that cover only 2 or 3 weeks at a time?

Answer. In addition to the morale concerns created by the uncertainty of re-
peated, short-term continuing resolutions, this method of funding also creates sig-
nificant operational challenges. The way in which continuing resolutions affect DOJ
often depends on the specific language in the continuing resolution and the way
“current rate” is calculated. If, for example, we are limited to funding provided in
the previous fiscal year (the “current rate”) and we are required to fund pay raises
during the continuing resolution period, components will be strapped for operational
funds until further appropriations, if any, are enacted. This results in a need for
limiting hiring and restricting operational spending. In the absence of a full-year
appropriation, DOJ exercises particular caution in the execution of resources and
closely monitors the status of funds through various reporting mechanisms. In some
instances where solvency becomes a concern during the continuing resolution period,
DOJ takes immediate action to remedy the situation through transfers,
reprgg‘rammings or the deferral of costs until a full-year appropriation has been en-
acted.

Overall, the activities most affected by continuing resolutions include contracting
practices, hiring, training, and procurement of IT and other major purchases. For
example, a continuing resolution creates significant uncertainty at every step of the
procurement process, from budgeting through contractor performance and invoicing.
Because continuing resolutions limit the funding available to a specified period of
time, annual contracts must be carefully scrutinized by program and procurement
officials. Depending on the type, some contracts must be fully obligated upon award.
These include fixed price contracts and subscriptions. The need to obligate a large
contract up front, at the beginning of the year, can result in funding shortfalls for
other needs such as payroll and operations. Other contracts, such as labor hour con-
tracts, can be segmented. In such cases, the contract’s period of performance is lim-
ited to the portion of the year that is funded. When the continuing resolution is ex-
tended or a full-year appropriation is enacted, these contracts must be modified.
This can be a huge workload burden for program and procurement staffs, as well
as the contractors, with no value-added.

Question. How would public safety be impacted by these proposed cuts at each of
the Federal, State, and local law enforcement levels?

Answer. At the fiscal year 2011 enacted level, DOJ will sustain its core national
security and law enforcement functions, but must reduce critical funding to State
and local grants, juvenile justice programs, litigating components, and technology
programs. With the exception of the Federal Bureau of Investigation (FBI), which
received an increase above the fiscal year 2010 enacted level, all law enforcement
components are funded at fiscal year 2010 levels. The Bureau of Prisons and Office
of the Federal Detention Trustee also received increases above the fiscal year 2010
level. However, even though the budget is essentially held flat for our law enforce-
ment agencies, the cost of doing business-as-usual i1s higher this year as a result
of requirements to support increased health insurance premiums, retirement con-
tributions, rent and move expenses, and second-year costs associated with new staff
appropriated in last year’s budget. Funding to support these “mandatory” expenses
will have to come from management and administrative efficiencies, and possibly
scaled-back operations. DOJ will do all it can, however, to ensure minimal disrup-
tion to core law enforcement and public safety initiatives.

Both the House-passed continuing resolution and the Senate alternative included
significant cuts to our State, local and tribal assistance programs, and the enacted
budget includes a 25 percent reduction to these programs. Although DOJ certainly
appreciates the gravity of the strain on State, local and tribal budgets, we will need
to implement the difficult decisions reflected in the final funding levels for our
State, local, and tribal partners. We will continue to award grant funding so that
innovative and effective law enforcement solutions are realized and will provide
whatever technical assistance possible, but our focus must also be on ensuring the
availability of sufficient resources to successfully execute Federal law enforcement
programs and responsibilities.

Question. How will these cuts impact DOJ in 20127

Answer. The cuts enacted in the fiscal year 2011 appropriation will have a signifi-
cant adverse impact on DOJ in fiscal year 2012. For example, I implemented a De-
partment-wide hiring freeze in January 2011, which means components are unable
to replace staff leaving through attrition. The funding levels provided in the fiscal
year 2011 appropriation, which are in most cases less than the fiscal year 2010
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level, are not sufficient for components to afford to “buy back” those lost positions.
As a result, DOJ is directing components to eliminate these “hollow” or unfunded
positions from their authorized position levels. DOJ’s workforce will be smaller in
fiscal year 2012 than it is in fiscal year 2011, although the workload is likely to
stay the same or increase. In addition to staffing efficiencies, DOJ is also imple-
menting management and administrative cost savings measures, such as reductions
to travel and training. DOJ’s workforce will be required to do more with less. Given
the current fiscal outlook for fiscal year 2012, this trend will likely continue for
some time.

Further, some program reductions proposed in the fiscal year 2012 President’s
budget were enacted in fiscal year 2011. For example, both the National Drug Intel-
ligence Center and the Integrated Wireless Network program saw considerable cuts
in the fiscal year 2011 appropriation, which will be difficult to plan for and execute
in the remaining 6 months of the fiscal year.

Overall, most components will need to closely re-evaluate their allocation of re-
sources to support continued base requirements, such as increased health insurance
premiums, retirement contributions, rent and move expenses, and second-year costs
associated with new staff appropriated in last year’s budget. This re-evaluation may
mean that operational funding previously available for law enforcement or litigation
activities will be adversely impacted.

COPS AND BYRNE GRANT FUNDING REDUCTIONS

Question. The 2011 House continuing resolution proposes drastic cuts in funding
for programs like Community Oriented Policing Services (COPS) and Byrne grants,
which will result in fewer police officers to protect our communities, help victims
recover, and combat crimes like violence against women. State and local agencies
would be hamstrung as partners of Federal law enforcement, but also increasingly
turn to Federal agencies to meet needs they no longer have the capabilities to ad-
dress themselves.

What concerns do you have about what these cuts will do to State and local law
enforcement agencies around the country?

Answer. DOJ understands that it is operating in an age of austerity, and that
tough choices are necessary to rein in the Federal deficit and put the country on
a sustainable fiscal path. However, these cuts threaten the hard-won historic crime
reductions achieved by State and local law enforcement over the past decade. They
also add another measure of difficulty for those agencies that support State and
local law enforcement, several of which have suffered from nearly 3 years of budget
cuts.

State, local, and tribal public safety agencies across the country face significant
budget-related challenges that threaten their ability to deliver core services and
maintain public safety. According to a December 2010 report released by the Police
Executive Research Forum, more than one-half of the 608 law enforcement agencies
surveyed experienced budget reductions in 2009 and 2010. Six out of 10 of these
agencies have experienced additional reductions in 2011. Many of these agencies
serve areas—both urban and rural—that face persistent problems with gangs, guns,
and drugs.

Numerous law enforcement agencies have been forced to lay off sworn and civilian
personnel, while others are disbanding specialized units, reducing or eliminating
training, forgoing important technology acquisitions, and limiting on-scene re-
sponses to various categories of service calls. One of the most severe cases is Flint,
Michigan. Despite a murder rate higher than Newark, St. Louis, New Orleans, or
Flint has been forced to lay off two-thirds of its force over the past 3 years.

After years of increasingly progressive policing that contributed to record crime
reductions, many agencies are forced to retreat to the 1970s, allocating the bulk of
their resources and personnel to answer calls for service. When departments run
from call to call, the gains attributed to community policing, improved analysis, and
data-driven crime prevention efforts are jeopardized.

Instilling trust in crime-prone neighborhoods takes time and patience. Maintain-
ing safe and nurturing schools often involves a stable law enforcement presence.
Preventing retaliatory violence requires substantial law enforcement resources and
attention. These activities, whether framed as community policing, quality of life en-
forcement or broken windows theory, play an important part in protecting the indi-
vidual rights and liberties guaranteed by the Constitution. Despite their importance
to neighborhoods across America, these programs are less tangible, produce less
hard data and are very difficult to defend during a budget crisis.

The Office of Justice Programs (OJP) provides training on effective responses to
such emerging and long-standing threats. OJP develops and shares knowledge about
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“what works” in preventing and controlling crime, funds important innovations, and
provides cost effective and supportive training and technical assistance. OJP also
funds technology and equipment acquisitions that can help agencies struggling with
reduced budgets to operate more efficiently.

Considering the tremendous need for DOJ’s leadership and resources among its
State, local, and tribal partners in the current economic climate, the President’s fis-
cal year 2012 request reflects an earnest effort to maximize Federal resources,
achieve efficiencies, and make the difficult decisions necessary to respond to current
fiscal realities. These programs and our relationships with State, local, and tribal
law enforcement agencies maximize the Federal Government’s ability to fight crime
and promote justice throughout the United States.

DOJ shared your concerns over the proposed cuts to the COPS office programs,
but we were pleased to see that the final fiscal year 2011 budget included these
much needed resources for our partners in State, local, and tribal law enforcement.
While the hiring program and other COPS office grant programs were cut to ensure
a budget could be passed, they were manageable reductions and we’re looking for-
ward to opening the hiring solicitation later this spring.

Question. When police departments cannot afford to put officers on the beat to
prevent and combat violent crime, what impact does this have on families and com-
munities?

Answer. In every corner of this country, State, local, and tribal police departments
are laying off officers and civilian staff, or modifying their operations as a result
of budget cuts. Police departments are now required to do more with less in this
economy, especially when there are reductions in much needed Federal resources.
The practice of policing has become more automated with technology filling in the
gaps left by fewer cops on the beat. Law enforcement agencies have learned to bet-
ter combine resources and create regional multi-agency partnerships to better ad-
dress public safety issues. Recognizing these partnerships is a priority for COPS and
DOJ’s grant making agencies, as they too must do more with less. The challenge
will be balancing the public’s expectations and demands on police with a depart-
ment’s fiscal capacity to perform its core mission.

The impact on families and communities is being felt in cities and counties across
the country as government executives are cutting policing services to fill budget
gaps. There are reports each week of cut backs including a city in the mid-west that
is looking to cut municipal services to more than 20 percent of its 139 square mile
jurisdiction. Other cities have resorted to laying off sworn police officers, which has
a direct impact on the ability to patrol neighborhoods and respond to service calls.
The ripple effect of shrinking budgets is being felt nationwide.

Question. If State and local agencies are forced to reduce their numbers because
of this funding reduction, do you anticipate a greater burden placed on Federal law
enforcement agencies to fill gaps in policing?

Answer. The economic crisis has taken a heavy toll on State and local budgets,
and public safety agencies are suffering. Last summer, the city of Oakland, Cali-
fornia laid off 80 police officers, representing 10 percent of its force. In January,
more than 160 officers in Camden, New Jersey—one-half of the police department—
were forced to turn in their badges. In Cincinnati, Ohio, officers are facing massive
lay-offs and demotions. These are just a few of the historically high-crime cities that
have seen critical public safety jobs sacrificed to shrinking municipal budgets. While
OJP does not have evaluations available through its National Institute of Justice
to measure the impact of these challenges, it seems inevitable that in this environ-
ment there will be increased calls for assistance to Federal law enforcement from
State and local law enforcement agencies.

It is difficult to predict the impact on Federal law enforcement agencies at this
stage. What we do know is that there is an ever-increasing demand for scarce Fed-
eral funding to supplement public safety initiatives. For example, when the COPS
office opened the solicitation for the COPS Hiring Recovery program in 2009, which
was part of the American Recovery and Reinvestment Act, the demand far out-
weighed the funding available with more than $8 billion in requests for the $1 bil-
lion that was appropriated. This demonstrates that the States’ need for financial as-
sistance outstrips what the Federal Government can provide.

Question. Which Federal law enforcement agencies would State and local police
turn to and would those agencies have the capabilities to help?

Answer. Based on historical experience with DOJ programs, the Drug Enforce-
ment Administration (DEA), the United States Marshals Service (USMS), the Bu-
reau of Alcohol, Tobacco, Firearms and Explosives (ATF), and the FBI all have ongo-
ing and cooperative relationships with State and local law enforcement. These agen-
cies would be most likely to receive increased calls for assistance from State, local,
or tribal agencies.
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The FBI actively provides assistance to Law Enforcement Agencies (LEAs)
through a variety of programs such as SSTFs, JTTFs, the National Academy, etc.
To the extent possible, the FBI provides assistance to LEAs on an ad hoc basis
through its field offices and the local relationships it has established.

While ATF and DEA will continue to work with State, local, and tribal law en-
forcement the anticipated fiscal year 2012 funding levels will result in reduced fund-
ing to support investigative and other activities. ATF, for example, may be forced
to reduce funding to program areas like the National Integrated Ballistics Imaging
Network, the National Tracing Center, as well as State and local training. Under
level funding DEA will be forced to manage hiring, including Special Agent hiring,
and will likely be unable to backfill positions at the rate of attrition.

Question. Are Federal LEAs set to receive any additional resources to deal with
additional demand from State and local partners?

Answer. With the exception of the FBI, which received an increase above the fis-
cal year 2010 enacted level to sustain its current services, all DOJ law enforcement
components are funded at fiscal year 2010 levels. DOJ will need to find additional
management and administrative efficiencies and possibly re-prioritize operations in
order to maintain core national security and law enforcement functions, while ab-
sorbing increases in “mandatory” expenses such as health insurance premiums, re-
tirement contributions, and rent. DOJ appreciates the gravity of the strain on State,
local and tribal budgets, and we will need to implement the difficult decisions re-
flected in the final funding levels for our State, local, and tribal partners. We will
continue to award grant funding so that innovative and effective law enforcement
solutions are realized, and we will continue to provide necessary and appropriate
technical assistance.

STOPPING CHILD PREDATORS

Question. The National Center for Missing and Exploited Children (NCMEC)
there are more than 100,000 noncompliant sex offenders at-large in the United
States. The Adam Walsh Child Protection and Safety Act of 2006 (Public Law 109—
248) gives the USMS the authority to treat convicted sex offenders as fugitives if
they fail to register, as well as to assist jurisdictions to locate and apprehend these
individuals.

USMS estimates it needs a dedicated force of 500 deputies to fully implement the
Adam Walsh Act. Currently, there are 177 deputy marshals on board. No additional
funds have been requested for Adam Walsh Act implementation and enforcement
in fiscal year 2012.

If USMS estimate they need 500 deputies to fully enforce the Adam Walsh Act
and keep our children safe, why has DOJ failed to request additional resources in
fiscal year 2012 for USMS to hire more deputies to meet this need?

Answer. The Adam Walsh Child Protection and Safety Act is a landmark piece
of legislation that considerably enhances the ability of DOJ to respond to crimes
against children and vulnerable adults and prevent sex offenders who have been re-
leased back into the community from victimizing other people. DOJ and USMS fully
support the mandates of the Adam Walsh Act. The fiscal year 2012 President’s
budget for USMS requests $57 million for Adam Walsh Act related activities, an in-
crease of $9 million (19 percent).

Question. If more resources cannot be devoted to enforcing this act, what other
measures could the Congress adopt which would improve the effectiveness of the in-
vestigators? Specifically, would DOJ support documentary administrative subpoena
power for the USMS in its investigative capacity?

Answer. Additional tools, such as the ability of the USMS to secure its own docu-
mentary administrative subpoena authority, would help make sex offender inves-
tigations more robust. DOJ supports a grant of such authority. DOJ will consider
and inform the subcommittee if there are other nonmonetary measures that would
enhance DOJ investigations.

FINANCIAL FRAUD—PREDATORY LENDING

Question. Predatory lenders across the United States continue destroying families
and communities, and undermine faith in our financial systems. DOJ’s financial
fraud workload continues increasing as more predatory lenders are exposed. Last
year, the Congress gave you an estimated $865 million, including resources to hire
54 new agents, 165 new attorneys, and 142 new professional support staff dedicated
to investigating financial fraud. This brings the total number working on this prob-
lem to more than 4,700 Federal personnel.
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When provided the resources to hire and equip full task force teams of agents,
forensic accountants, analysts, and attorneys to work on the financial fraud case
workload, what exactly does this mean DOJ is able to do?

Answer. These resources allow DOJ to prosecute financial fraud aggressively.
Many of the financial fraud crimes that DOJ investigates are increasingly sophisti-
cated and involve complex schemes, numerous asset transfers, and tens of thou-
sands, if not millions, of pages of documents. Investment frauds can involve a sig-
nificant money laundering component as well, and victim funds are often secreted
away in numerous accounts. In order to successfully prosecute these crimes and to
obtain recovery of the assets for victims, prosecutors and agents are often required
to sort through voluminous bank records and other documents, and to trace fund
flows into and out of bank accounts, including overseas accounts.

Similarly, many financial fraud crimes involve the use of sophisticated accounting
gimmicks, joint partnerships, fraudulent accounts, and corporate shell entities. In
order to pierce these schemes, investigators are required to analyze numerous
records and understand accounting rules. Forensic accountants and analysts may be
asked to apply their expertise in reviewing accounting records, sales agreements,
third-party transactions, partnership and corporate records, and bank records.

Question. The phrase “economic fraud” covers a broad range of financial crimes.
What types of economic fraud investigations and prosecutions are DOJ’s teams of
FBI agents, U.S. Attorneys, legal divisions, and the inspector general (OIG) tack-
ling? With each type of fraud case, give examples using successfully prosecuted con-
victions and recoveries.

Answer. DOJ investigates and prosecutes a wide range of crimes that could be
characterized as economic fraud. For example, DOJ’s economic crime prosecutions
include investment fraud, bank fraud, mail fraud, wire fraud, securities fraud, and
mortgage fraud. These schemes can bring economic devastation to their victims.

One case in particular serves as an example of DOJ’s efforts to prosecute each
of these types of fraud cases: the April 19, 2011, conviction of Lee Bentley Farkas,
the former chairman of a private mortgage lending company, Taylor, Bean &
Whitaker (TBW). In that case, in connection with a $2.9 billion fraud scheme, a Fed-
eral jury in Alexandria, Virginia, convicted Farkas of one count of conspiracy to
commit bank, wire, and securities fraud; six counts of bank fraud; four counts of
wire fraud; and three counts of securities fraud. Farkas and his co-conspirators en-
gaged in a scheme that misappropriated more than $1.4 billion from Colonial Bank’s
Mortgage Warehouse Lending Division in Orlando, Florida, and approximately $1.5
billion from Ocala Funding, a mortgage lending facility. The scheme led to the col-
lapse of TBW, one of the largest private mortgage lending companies in the United
States, and Colonial Bank, 1 of the country’s 25 largest banks in 2009.

DOJ’s prosecution of two brothers, Matthew and Lance La Madrid, is another re-
cent example of its efforts to prosecute mortgage-related fraud. On January 3, 2011,
both defendants pleaded guilty in the southern district of California to mail fraud
charges pertaining to a $30 million mortgage fraud and investment fraud scheme.
As part of the scheme, the brothers used false borrower information to obtain mil-
lions of dollars in mortgages, which they then used to fund a real estate investment
fraud scheme.

DOJ has prosecuted numerous other economic fraud cases that involve invest-
ment, bank, and securities fraud. For example:

—On March 12, 2009, Bernard Madoff pleaded guilty to 11 felony counts, includ-
ing counts for securities fraud and investment adviser fraud, in connection with
perhaps the largest investment fraud scheme in history. On June 29, 2009,
Madoff was sentenced to 150 years’ imprisonment;

—On January 27, 2010, Scott Rothstein, the former managing partner of a Florida
law firm, pleaded guilty to orchestrating a $1.2 billion fraud scheme. On June
9, 2010, Rothstein was sentenced to 50 years imprisonment;

—On December 2, 2009, Thomas Petters was convicted after trial for master-
minding a $3.7 billion investment fraud scheme that defrauded thousands of in-
vestors. On April 8, 2010, Petters was sentenced to 50 years imprisonment; and

—On May 11, 2009, Marc Dreier—the founder of Dreier LLP, a law firm with
more than 250 employees—pleaded guilty to a securities fraud scheme which
caused approximately $400 million in losses. On July 13, 2009, Dreier was sen-
tenced to 20 years imprisonment.

Recoveries from these cases have been substantial. In December 2010, for exam-
ple, DOJ announced that the estate of Jeffrey Picower, a Madoff investor, had
agreed to forfeit to the United States more than $7 billion, representing all the prof-
its that Picower had withdrawn from Madoff’s fraudulent investment advisory busi-
ness.
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Question. Since DOJ ramped up its crackdown on economic fraud, how many
cases has the Justice Department successfully prosecuted? How many convictions
have resulted? What did those schemes cost victims and how much in losses have
been recovered?

Answer. DOJ has aggressively prosecuted cases involving economic fraud. Accord-
ing to DOJ statistics, in fiscal year 2009, the 94 U.S. Attorney’s Offices (USAOQOs)
charged at least 4,704 defendants with crimes concerning financial fraud, and ob-
tained at least 4,091 guilty convictions against individual defendants in such cases.
In fiscal year 2010, those numbers increased: the USAOs charged at least 5,459 de-
fendants with crimes concerning financial fraud, and obtained at least 4,423 guilty
convictions against individual defendants in such cases. These frauds have cost vic-
tims, and resulted in losses of, billions of dollars.

At the same time, through both criminal and civil enforcement efforts, we have
sought to recover billions of dollars. DOJ estimates that in fiscal year 2010, $4.8
billion in losses were recovered in criminal financial fraud related cases. According
to the United States Sentencing Commission, in fiscal year 2010, courts ordered
$6.6 billion in restitution to victims of Federal fraud related crimes. DOJ also seeks
to forfeit funds where appropriate. In December 2010, as just one example, we an-
nounced that the estate of Jeffrey Picower, a Bernard Madoff investor, had agreed
to forfeit more than $7 billion to the United States, representing all the profits that
Picower withdrew from Madoff’'s fraudulent investment advisory business.

Question. How much does it cost DOJ to successfully prosecute an economic fraud
case, ranging from the lowest of recoveries to the highest? Describe the resources—
including personnel, time, and other tools—required to successfully prosecute this
range of crimes.

Answer. It is difficult to quantify how much any particular financial fraud case
costs DOJ to prosecute successfully. We investigate thousands of fraud cases every
year, and individual prosecutors and agents work on multiple cases at any given
time. Nevertheless, the component costs are identifiable as:

—personnel, including attorneys, paralegals, agents, and support staff;

—IT resources;

—electronic document collection, storage, management, and review tools; and

—litigation support for trial.

The expenses vary depending upon the size and complexity of a case. Many cases
are prosecuted by one prosecutor and one agent, working with minimal administra-
tive support. These prosecutors and agents are also working on other cases. The
larger the fraud scheme, however, the more likely the case is to involve large num-
bers of documents, bank records, and witnesses, and therefore to require additional
prosecutors, agents and litigation support resources.

Complex fraud cases, including large-scale investment fraud schemes and cor-
porate fraud cases such as the Farkas, Petters, and other cases discussed in re-
sponse to question 14, are extremely resource-intensive and cannot be successfully
prosecuted and investigated without a substantial resource commitment by DOJ.
These cases typically involve tens of thousands, if not millions, of pages of docu-
ments to review; numerous company and third-party witnesses, including account-
ants and analysts; and substantial travel.

Question. Neither the Senate nor the House 2011 continuing resolution provides
additional funds in 2011 for FBI, U.S. Attorneys, and DOJ’s litigation divisions.
How will this impact DOJ’s ability both this year and in 2012 to conduct fraud in-
vestigations?

Answer. DOJ is committed to investigating and prosecuting all forms of financial
fraud aggressively, and we will continue to do so with existing resources. To the ex-
tent that the Congress appropriates additional funds for the Justice DOJ to use in
prosecuting financial fraud cases, we will use those resources to bolster our already
vigorous efforts in this critical area.

Question. How can DOJ better help State and local officials investigate predatory
lenders?

Answer. DOJ currently works closely with its State and local law enforcement
partners on financial fraud cases in numerous ways, including through regional
mortgage fraud task forces and working groups; through the coordinated efforts of
the Financial Fraud Enforcement Task Force, which includes many State and local
enforcement officials; and through the National Association of Attorneys General
and the National District Attorneys Association. DOJ will continue to use these and
other avenues to work with its State and local partners in the future.

VerDate Nov 24 2008  11:00 Jul 12,2012 Jkt 064591 PO 00000 Frm 00039 Fmt6633 Sfmt6621 U:\2012HEAR\11HEAR\11MA10DOJ.TXT 64591



34

CYBER SECURITY

Question. Cyber intrusions are increasing and threaten the U.S. economy and se-
curity. Foreign firms are hacking into our corporate networks, stealing trade secrets,
and reducing our competitiveness. Terrorists and foreign nations with advanced
cyber intrusion abilities could shut down power grids and financial systems, and
steal U.S. counterterrorism information, like IED jammer technology.

DOJ requests $167 million to combat computer intrusions, including $129 million
for FBI’s Comprehensive National Cybersecurity initiative and $38 million for dig-
ital forensics in fiscal year 2012, an increase of $18.6 million compared to current
services and equal to the fiscal year 2010 enacted level. FBI, in particular, has
unique authorities to collect domestic intelligence and investigate foreign intrusions
to Government and private networks.

Describe the Justice Department’s efforts—particularly those of the FBI—to pro-
tect cyberspace.

Answer. FBI maintains a comprehensive cyber program to pursue cyber threats.
This program is driven by investigative and intelligence goals, focusing on the actors
and organizations behind computer intrusions. FBI has had several well-publicized
arrests of criminal cyber threat actors, including extraditions and foreign govern-
ment arrests of actors operating abroad. FBI’s cyber program also provides insight
into the tactics, techniques, capabilities, and targets of cyber threat actors, allowing
FBI to share timely and actionable information to net-defenders who might other-
wise be unaware of the network vulnerabilities discovered by our adversaries.

FBI is also responsible for operating the National Cyber Investigative Joint Task
Force (NCIJTF), a multi-agency national focal point for coordinating, integrating,
and sharing pertinent information related to cyber threat investigations. NCIJTF is
the day-to-day workplace for 18 member organizations that collectively identify and
prioritize cyber threat actors. NCIJTF participants work in concert to design and
implement operations that mitigate the threat through any of their combined
counterterrorism, counterintelligence, intelligence, and law enforcement authorities.
NCIJTF focuses primarily on national security and significant criminal threats,
helping to coordinate domestic operations among members and integrate these oper-
ations with intelligence activities conducted outside the United States. NCIJTF has
demonstrated numerous positive outcomes in the areas of attribution and advance
indications and warnings that help targeted victims mitigate the consequences of
cyber exploitation or avoid attack altogether.

Other DOJ components, including the Criminal Division, National Security Divi-
sion, and the 94 USAOs, through the national Computer Hacking and Intellectual
Property coordinator program, collaborate with the FBI in securing lawful authority
to obtain electronic evidence to assist in the investigation and prosecution of
cybercrime, cooperate internationally on evidence collection and extradition, and,
when appropriate, lead prosecutions against those who have used computer net-
works to commit crimes. DOJ also engages regularly with partner agencies, includ-
ing the Departments of Defense (DOD), Homeland Security, and State, to ensure
that the Department’s response mission is appropriately coordinated with the pro-
tection, warning, and defense missions of other agencies.

Question. How will the 2011 continuing resolution impact DOJ’s ability to protect
U.S. information and technology networks from cyber attacks?

Answer. The fiscal year 2011 President’s budget request included $45.9 million in
enhancements to combat cyber attacks against the U.S. information infrastructure.
The fiscal year 2011 full year appropriation does not fund this request, thus limiting
FBI’s ability to evolve its cyber program, enhance personnel efforts against emerg-
ing cyber terrorist and critical infrastructure threats, and resource NCIJTF facilities
and technology requirements.

Question. Although the 2012 budget request to detect and combat computer intru-
sions is $18.6 million more than current services, it is actually a request equal to
the fiscal year 2010 enacted budget for this purpose. Given that President Obama
has identified cybersecurity as an imperative of national security, and DOJ and FBI
are recognized as the leaders in cybersecurity among civilian agencies, why were no
increases above fiscal year 2010 enacted levels requested in the fiscal year 2012
b}llldget? Are you seeking the necessary resources in the fiscal year 2012 budget for
this?

Answer. DOJ requests program increases for computer intrusions in its fiscal year
2012 budget to:

—prol\{/ide increased coverage of terrorists seeking to use cyber as a means of at-

tack;

—enable the National Cyber Investigative Joint Task Force (NCIJTF) to have 24/

7 operations; and
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—add capacity to FBI-wide electronic surveillance and digital forensics programs.

The fiscal year 2012 budget requests an 8 percent increase in agents assigned to
the FBI’'s CNCI program. The request level in dollars is the same as fiscal year 2010
enacted because of some changes in resource mapping in the financial system; how-
ever, the program will be enhanced by the resources requested.

Question. How can Justice and FBI possibly expand their cyber security capabili-
ties in future years when faced with 2011 continuing resolution impacts?

Answer. Unfortunately, the fiscal year 2011 full-year appropriation fails to fund
$46 million in important improvements to FBI’'s CNCI program. As a result, stra-
tegic development is stalled and the program will be forced to delay making long-
term investments, as limited fiscal year 2011 funds will be reprioritized for existing
infrastructure, technical contract services, or other core items as needed. The capac-
ity to expand the program will remain constrained while funding levels remain con-
stant.

UNCOLLECTED COURT-ORDERED FINES

Question. In the last decade, Federal courts have ordered roughly $65 billion in
fines and restitution from schemers and scammers who prey on hard working, U.S.
middle class families. But the Federal Government has collected only 2 cents for
every $1 owed, totaling an estimated $3.5 billion collected to date. These fines are
mainly supposed to compensate crime victims.

Who at DOJ is responsible for collecting court-ordered compensation?

Answer. Pursuant to 28 C.F.R. §0.171, each USAO is required to have a Financial
Litigation Unit (FLU) to enforce and collect civil and criminal debts owed to the
United States and victims of crime. There are 93 FLUs (Guam and the Mariana Is-
lands are combined). The FLU is responsible for handling civil claims and “activities
related to the satisfaction, collection, or recovery of fines, special assessments, pen-
alties, interest, bail bond forfeitures, restitution, and court costs arising from the

prosecution of criminal cases . . . by the United States Attorneys.” 28 C.F.R.
§0.171(a).

Question. How many agents, prosecutors, and support staff collect owed fines and
restitution?

Answer. Approximately 350 positions in USAOs are dedicated to the collection of
debts owed the United States and victims of crime.

Question. What are the obstacles standing in the way of collecting these fines?
What can we do to fix those problems? What tools does DOJ need to ensure that
it can aggressively collect the fines an restitutions criminals owe?

Answer. There are a number of obstacles to collecting court ordered fines and res-
titution:

—Under current law, there are no statutory provisions that require a defendant
charged with an offense for which restitution is likely to be ordered to preserve
their assets for restitution. In other words, under current law, we cannot start
collecting or even ensure that any money that the defendant does have is pre-
served for victims until after the defendant is sentenced and restitution has
been ordered. White collar fraud activity may take years before being discov-
ered, investigated, and successfully prosecuted. In a January 2005 report (GAO—
05-80), GAO found that in the cases they reviewed, anywhere from 5 to 13
years had passed since the time of the criminal activity before an order of res-
titution was entered, leaving a significant period of time for defendants to dis-
sipate their assets.

—The orders of restitution many times tie the Government’s hands. That is,
courts are ordering the full amount of restitution; however, they are then add-
ing a very small payment schedule governing the payment of the restitution by
the defendant. For example, the court will order $1 million in restitution and
then go on to say that the defendant shall pay the restitution at $100/month.
Additionally, courts often fail to order payment immediately. For example, the
court will order that payment is not due until after the period of incarceration.

—Under The Mandatory Victims Restitution Act (MVRA), not only must restitu-
tion be ordered for the full amount of the loss, but judges cannot take into con-
sideration the defendant’s ability to pay. As a result, financial penalties are im-
posed on individuals with no resources, no incomes, or have limited incomes
while incarcerated, and thus this population does not effectively have a means
to pay the imposed debts.

—Under MVRA, courts must impose restitution for the full amount of the victims’
losses. However, this often has no correlation to the actual benefit to the de-
fendant. In other words, restitution is not based on how much the defendant
made on the fraud, (it is not a disgorgement of the defendant’s gain), but rather
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on the loss to the victims. This disparity can especially be seen in security fraud
cases. As a result, even if the Government recovered the full amount of the de-
fendant’s gain (and took every asset the defendant possessed), we would still
not recover an amount close to satisfying the restitution order.

—In a July 2001 report (GAO-01-664), GAO indicated that a lack of asset inves-
tigators, as well as the limited number of collection staff (in relation to the
number of criminal debt collection cases), presents an obstacle for the USAOs
in the effective collection of criminal debt. MVRA mandated that the U.S. Attor-
neys collect restitution on behalf of non-Federal victims of crime. While the
Congress recognized the importance of ensuring that these non-Federal victims
be compensated, no additional resources were given to the USAOs to carry out
this mandate.

Question. If more court fees were recovered, would DOJ receive a portion of those

collections?

Answer. No. While the total outstanding criminal balance is approximately $65
billion, the amount of criminal debt collected over the past decade is approximately
$15 billion. Criminal debt is made up of several components:

—special assessments ($100 for every count of conviction);

—fines; and

—restitution (Federal and non-Federal).

With limited exceptions, collections of both special assessments and fines are de-
posited into the Crime Victims Fund. These monies are subsequently disbursed by
OJP to the States to fund State-run victim assistance and compensation programs.
Restitution collections are disbursed directly to the victims of the crime for which
the restitution was ordered. Victims can be either the United States or, for the most
part, non-Federal individuals or entities. An increase in collections would not result
in additional monies coming to DOJ for law enforcement purposes. In order for DOJ
to retain a portion of criminal collections, there would need to be legislation author-
izing the Department to do so.

TASK FORCES—STATE AND LOCAL LAW ENFORCEMENT

Question. Joint Terrorism Task Forces (JTTFs) are Federal, State, and local police
and intelligence agencies that work together to identify and respond to terrorist
threats at the local level. There are now more than 100 task forces led by FBI, with
4,400 participants.

These teams have been front and center in recent failed bombing attempts on a
military recruiting station in my own home State of Maryland, former President
Bush’s home in Texas, and a holiday tree-lighting ceremony in Oregon. Their efforts
have prevented what could have been deadly attacks on Americans.

How beneficial are the Task Forces in responding to terrorist threats? What
unique role do they play in terrorism investigations?

Answer. JTTFs are highly beneficial and play an essential role in responding to
terrorist threats and protecting the United States from attack:

—they enhance communication, coordination, and cooperation among the Federal,
State, local, and tribal agencies (by sharing information regarding suspected
terrorist activities and/or subjects on a regular basis and providing access to
other investigative databases to ensure timely and efficient vetting of leads);

—they provide a force multiplier in the fight against terrorism; and

—they enhance FBI's understanding of the threat level in the United States.

Currently, FBI leads 104 JTTFs:

—One in each of the 56 field office headquarter cities; and

—Forty-eight in various FBI resident agencies.

In addition to the FBI, 688 State, local, and tribal agencies, and 49 Federal agen-
cies have representatives assigned to JTTFs. FBI is the lead Federal agency with
jurisdiction to investigate terrorism matters, and JTTFs are the FBI’s mechanism
to investigate terrorism matters and protect the United States from terrorist attack.

Question. Why have the number of Task Force participants been declining since
2009? What does it mean for DOJ when the number of Federal, State, and local par-
ticipants decreases? What does it mean for your State and local partners?

Answer. Overall, JTTF participation has declined since 2009 from 4,597 to 4,506
members. Since 2009, State and local JTTF participation has declined by 60 full-
time and 26 part-time members. During this same time period, FBI increased as-
signed personnel to JTTFs, and participation by other Federal agencies has in-
creased by 20 full-time members and declined by 97 part-time members.

JTTF membership decline can be attributed to current Federal, State, and local
budgetary constraints that have created manpower issues for agencies and caused
them to pull back personnel from JTTFs. Federal, State, and local agency full-time
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and part-time JTTF participation comes at a great manpower staffing cost to par-
ticipating agencies and it will likely become increasingly difficult for agency execu-
tives to detail personnel to JTTFs due to budgetary constraints. FBI will continue
to support the ability of its State and local law enforcement partners to participate
in JTTFs, including by paying for overtime of State and local task force officers with
funding provided by the Assets Forfeiture Fund.

It is important to ensure the overall decline in Federal, State, and local JTTF par-
ticipation does not negatively impact interagency coordination, cooperation, and in-
formation sharing at all levels. Defeating terrorism cannot be achieved by a single
organization. It requires collaboration with Federal, State, local, and tribal partners
to identify suspicious activity and address it. Given the persistent and growing
threat posed by terrorists, JTTFs require an enhanced presence of other law en-
forcement and intelligence entities on task forces. JTTFs cover thousands of leads
in response to calls regarding counterterrorism-related issues. These leads address
potential threats to national security and require a significant amount of coordina-
tion and resources.

Question. Do you anticipate expanding Task Forces in the future if funds are
available? Or would you recommend that funding go to another priority area?

Answer. As noted in the response to question 27, JTTFs are extremely effective
in investigating terrorism matters and protecting the United States from terrorist
attacks. JTTFs enhance communication, coordination, and cooperation amongst the
Federal, State, local, and tribal agencies, and provide a force multiplier in the fight
against terrorism. Additional resources would help FBI and other Federal, State,
local, and tribal agencies increase participation on the JTTFs, and thus assist in
combating terrorism.

Question. What additional resources would you need to expand the program?

Answer. In order to expand JTTFs, funding for personnel (FBI and task force offi-
cers), overtime, space, equipment, and other items would be necessary.

VIOLENCE IN FUGITIVE APPREHENSION

Question. Over the past few months, there has been an alarming increase in the
number of deputy marshals and State and local law enforcement officers who assist
USMS task forces critically injured or killed while pursuing dangerous fugitives.
Just days before this subcommittee’s hearing with the Attorney General, a deputy
marshal was shot and killed, and another deputy marshal and a task force officer
were shot, as they attempted to catch a violent fugitive.

These recent acts of violence against law enforcement officers, including deputy
marshals, serve as a reminder that law enforcement personnel put their lives on the
line every day to keep our communities safe. Fugitive apprehension is always dan-
gerous, as these individuals are often known to be violent and make concentrated
efforts to avoid capture. When faced with the prospect of answering for their crimes,
some lash out. The brave work of our deputy marshals and their partners in State
and local law enforcement is vital to bringing criminals to justice. They are on the
front lines of keeping us safe, so we must arm them with resources to apprehend
these fugitives as safely as possible.

Recent tragedies in Missouri, West Virginia, Florida and Washington, DC, involv-
ing injuries and deaths of deputy marshals and task force officers suggest an in-
crease in violence shown by fugitives. Why have we seen this rise in violence?

Answer. The National Law Enforcement Officers Memorial Fund reports that as
of April 19, 2011, 29 officers have been killed in the line of duty as a result of gun-
fire, compared to 17 through the same date in 2010. Two of the slain officers were
Deputy U.S. Marshals and another six were USMS task force officers. These statis-
tics are sobering, but also somewhat perplexing, as a review of the FBI’'s Uniform
Crime Reports indicates that violent crime has actually decreased in recent years.
Although the violent crime rate fell 6.2 percent between 2009 and 2010, law enforce-
ment firearm fatalities increased by 24 percent over this same time period.

Many factors potentially contribute to the increase in violence shown by fugitives.
Although there is no specific explanation for the rise in violence against law enforce-
ment personnel, one factor may be that USMS has been confronting an increasing
number of violent fugitives over the past decade with the expansion of Violent Of-
fender Task Forces (VOTF). In fiscal year 2001, VOTF's were responsible for clearing
approximately 21,000 felony State and local warrants. In fiscal year 2010, more
than 118,000 violent fugitives were arrested by VOTFs. It stands to reason that as
encounters with violent fugitives increase, the chances of violence and risk to law
enforcement personnel also increase. It is the very nature of law enforcement oper-
ations that officers are placed in the arena of violence.
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However, DOJ and USMS continue to make every effort possible to mitigate the
risk our officers face when arresting these individuals. Risk mitigation takes place
in many forms—before, during, and after the arrest—and is responsible for the
many hundreds of safe apprehensions that take place every day. In fact, in response
to the recent tragic events, the USMS Director assembled a team of senior law en-
forcement officials—known as the Fugitive Apprehension Risk Management Assess-
ment Team (FARMAT)—to review current training and operations procedures in an
effort to reduce the serious risks inherent in performing fugitive apprehension mis-
sion. This group reports directly to the USMS Director. While the tragedies suffered
in Missouri, West Virginia, Florida, and Washington, DC, have brought increased
attention to violence against law enforcement in recent months, it is important to
note that Federal, State, and local agents and officers arrest tens of thousands of
violent felons each month without incident.

Question. What can DOJ, as well as the Congress, do to help our law enforcement
officers stay safe and apprehend these dangerous criminals?

Answer. In response to this increase in law enforcement officer fatalities, DOJ
launched a law enforcement officer safety initiative, directing every U.S. Attorney
to meet with Federal, State, and local law enforcement officials in their districts to
ensure the Department’s resources are made available to help stem officer deaths.
In addition, DOJ convened a meeting of law enforcement officers in Washington,
DC, to solicit input for further action to improve officer safety. DOJ’s Officer Safety
initiative’s focus is three-pronged:

—Communicate with local prosecutors to ensure that cases involving the “worst of
the worst”, repeat offenders who cycle in and out of local jails and State prisons,
are evaluated to determine whether the offender may instead be prosecuted
under Federal law for offenses that often carry stiffer penalties.

—Ensure that State and local law enforcement partners are fully informed about
the resources available to help protect officers.

—Ensure that all Federal task forces make effective use of deconfliction systems.

DOJ believes risk mitigation is one of the most effective methods of keeping law
enforcement officers safe. Law enforcement officials can identify gaps, make the ap-
propriate adjustments, as well as highlight effective techniques or tools by assessing
their agency’s policies, procedures, training, and tactics. Most risk mitigation assess-
ments will point to improvements in training and equipment.

—Tactical training is an integral element of DOJ component operations and is per-
formed on a recurring basis within budgeted levels. Training helps ensure that
disparate agency personnel serving in Task Forces are familiar with the lead
agency’s procedures, and helps reinforce critical elements that promote officer
safety: preparation and planning, standard operating procedures, best practices,
and team cohesiveness.

—Additionally, equipment such as for electronic surveillance can be a critical factor
in reducing violence towards law enforcement officers serving arrest warrants.
Electronic surveillance increases and enhances the investigator’s ability to pick
and choose when and where a fugitive will be contacted for arrest (many of this
year’s fatal shootings occurred as law enforcement officers approached locations
in an attempt to contact residents while looking for a wanted suspect). A
proactive electronic surveillance posture also minimizes the officer’s “time on
target,” which reduces an investigator’s exposure to hostile threats and gun fire.
Leveraging technical surveillance resources exponentially increases the odds for
a safe, successful arrest.

The Bureau of Justice Assistance’s (BJA) Officer Safety Training and Technical
Assistance program also has specific grant programs designed to address officer
safety. They include the programs listed below.

International Association of Chiefs of Police (IACP) Center for the Prevention
of Violence Against the Police.—In response to the need for critical information
on violence against the police, a BJA grant was awarded in fiscal year 2010 to
TACP to launch the Center for the Prevention of Violence Against the Police.
The Center is designed to reduce the frequency and severity of felony assaults
on law enforcement officers by providing data collection on the key variables
that are present when a felony assault on an officer occurs; analysis of why the
felonious incidents occur; and a translation of the data and analysis into guid-
ance on the steps officers can take to avoid injury or death. This data analysis
and research will also be used to inform Federal, State, local, and tribal law
enforcement policies and training that will prevent or mitigate officer injuries.
Designed as a multiyear effort, the Center is anticipated to reduce the number
of felony assaults on officers, reduce costs to governments, and increase commu-
nity safety.
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Bulletproof Vest Partnership (BVP) Program.—This program provides funds
that enable law enforcement agencies to acquire bullet-resistant body armor for
their personnel. Following 2 years of declining law enforcement officer line-of-
duty deaths, the country saw a dramatic 37 percent increase in officer deaths
in 2010. Fifty-nine of the 160 officers killed in 2010 were shot during violent
encounters; a 20 percent increase more than 2009 numbers. Due to this increase
and our renewed efforts to improve officer safety jurisdictions must certify dur-
ing the application process that all law enforcement agencies benefiting from
the BVP program have a written “mandatory wear” policy in effect for uni-
formed officers.

Question. With deep cuts facing State and local and budgets, will USMS be able
to maintain robust task forces?

Answer. Maintaining robust task forces requires both Federal and State and local
participation. While USMS hopes that State and local participation will continue at
current levels, there is no guarantee that it will given current funding constraints.
That being said, USMS is vested in maintaining robust task forces. USMS will sup-
port State and local participation where it can, including paying for overtime of
State and local task force officers with the limited funding made available through
the Asset Forfeiture Fund. Like State and local budgets, USMS budget is also con-
strained. The fiscal year 2011 USMS appropriation is $12 million less than the fis-
cal year 2010 enacted level, which means that mandatory expenses, such as health
insurance premiums, retirement contributions, and rent, must be absorbed.

FUNDING FOR TERRORIST TRIALS

Question. Continuing to loom over the Commerce, Justice, Science, and Related
Agencies (CJS) spending bill this year is the debate over the transfer of
Guantanamo Bay detainees to stand trial in U.S. civilian courts. In November 2009,
Attorney General Holder announced DOJ’s intentions to bring five 9/11 terrorist
suspects to New York City for trial, but that plan is now in limbo. However, the
Ike Skelton National Defense Authorization Act for fiscal year 2011 (Public Law
111-383) included language to restrict Guantanamo Bay detainees from coming into
the United States, even for prosecution. The House-passed 2011 continuing resolu-
tion reiterates that language.

DOJ does not request funds in 2012 for security costs civilian trials. But DOJ has
said that if trials become necessary, they will “identify funding” for trials.

What authority would allow DOJ to “identify funding” for something that is argu-
ably a new purpose and prohibited under current law?

Answer. DOJ executes critical law enforcement and national security missions
every day that are vital to the Nation’s health and economic well-being. DOJ does
not consider prosecuting terrorism cases a new mission. During the 24-month period
from 2009 through 2010, more defendants were charged in Federal court with seri-
ous terrorism violations—offenses directly related to international terrorism—than
in any similar period since 2001. More than 120 defendants were charged with such
violations in 2009 and 2010. That is more than double the number charged with
such offenses in 2001 (post-9/11) and 2002. Since 9/11, hundreds of defendants have
been convicted of terrorism or terrorism-related violations in Federal court.

Although DOJ has a well-established record of successfully prosecuting hardened
terrorists in Federal court, the Department is not currently pursuing prosecutions
against the September 11 conspirators in U.S. civilian courts. On April 4, 2011, the
Attorney General announced that the cases involving Kahlid Sheikh Mohammed
and the four other GuantanamoBay detainees accused of conspiring to the commit
the September 11 terror attacks had been referred to DOD to proceed in military
commissions and that the Federal indictment against these detainees—which had
been returned under seal by a grand jury in the southern district of New York on
December 14, 2009—had been unsealed and dismissed.

The fiscal year 2012 budget does not request additional funds for increased secu-
rity and prosecutorial costs typically associated with high-threat terrorist trials.
However, the administration proposes to delete division B, title V, § 532 of the Con-
solidated Appropriations Act, 2010 (Public Law 111-117), which, by its terms, limits
the President’s discretion regarding the disposition of detainees at Guantanamo Bay
Naval Base. Further, the administration proposes to continue §505 of the act. This
general provision would allow agencies, including DOJ, to reprogram funds for obli-
gation or expenditure upon advance notification to the Congress.

Question. Even if funds were identified, wouldn’t current law be an obstacle for
DOJ to pursue such controversial, high-threat trials on U.S. soil?

Answer. The administration proposes to delete division B, title V, §532 of the
Consolidated Appropriations Act, 2010 (Public Law 111-117), regarding the disposi-
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tion of detainees at Guantanamo Bay Naval Base because the language seeks to
limit the President’s discretion in this national security matter.

Question. What unique costs are associated with these trials compared to other
trials held in Federal courts? What costs has DOJ estimated for all years the trials
would take? What is the range of costs depending on location?

Answer. As explained earlier, DOJ has referred the September 11 conspirators to
the DOD to proceed in military commissions, and the Department is not currently
pursuing prosecutions against the September 11 conspirators in U.S. civilian courts.

The categories of costs for the 9/11 trials or trials of other Guantanamo detainees
would be similar to those for other trials held in Federal courts. These categories
include transportation and prisoner production, prisoner housing, security, and liti-
gation costs. However, the security requirements associated with trying these sus-
pects would likely have been higher than the requirements associated with most
other trials.

The $73 million requested for DOJ in the fiscal year 2011 President’s budget re-
flected the estimated additional assets (human capital and infrastructure) needed
to manage the risks associated with trying the September 11 conspirators. Specifi-
cally, the funding would have been used to harden cell blocks, housing facilities, and
courthouse facilities; to increase electronic surveillance capability; and to provide in-
creased protection for judges and prosecutors. The additional security requirements
took intg) consideration the safety of the communities in which the trials would have
occurred.

DOJ anticipated the costs for future years would have been similar to the fiscal
year 2011 request, with adjustments for pay raises and other annualization costs.
In developing the estimate, DOJ made certain assumptions, including the location
of the trials. The location can have a significant impact on the scale and type of
assets currently available and the subsequent need for additional assets. Therefore,
location was an important determinant underlying the development of the planning
estimates. The allocation of costs among the various functions (transportation, hous-
ing, security, litigation, etc.) may also have changed depending on location.

Question. Under what circumstances would DOJ be able to conduct Article IIT
court trials at the Guantanamo Bay detention facility?

Answer. Under current law, we do not believe Article III trials could be conducted
at the GuantanamoBay detention facility.

PROJECT GUNRUNNER—ATF

Question. ATF’s Project Gunrunner combats illegal gun trafficking and violence
along the Southwest Border. Since 2005, Gunrunner teams have seized 10,000 ille-
gal firearms and 1 million rounds of ammunition destined for Mexico. Yet violence
continues spreading out and away from the Southwest Border and into the United
States and Mexico.

ATF’s gun tracing intelligence is critical to target and dismantle the infrastruc-
ture supplying guns to Mexican drug cartels. That is why I am troubled by reports
that the ATF allowed assault rifles to be sold to suspected straw buyers who trans-
ported them into Mexico. Two of those weapons turned up at the scene of a fatal
shooting of a U.S. Border Patrol agent in December 2010, although it is unclear if
either of those guns was used to kill the agent. When an Immigration and Customs
Enforcement agent was killed last month, ballistics tests and a partial serial num-
ber traced the weapon used in the shooting to a north Texas smuggling ring that
was under ATF observation.

How is DOJ responding to these allegations?

Answer. I take these allegations seriously and have referred them to the acting
inspector general of DOJ for investigation. I have also made it clear to our law en-
forcement personnel and prosecutors working on the Southwest Border that the De-
Ear&ment should never knowingly permit illegally trafficked firearms to cross the

order.

Question. What safeguards do you have in place to ensure that the ATF is not
lettinlg?assault weapons slip across the Southwest Border and into the hands of drug
cartels?

Answer. Since 2006, Project Gunrunner has been ATF’s comprehensive strategy
to combat firearms-related violence by the cartels along the Southwest Border. It
includes special agents dedicated to investigating firearms trafficking on a full-time
basis and industry operations investigators responsible for conducting regulatory in-
spections of FFLsalong the Southwest Border. Since 2006, ATF’s Project Gunrunner
and other investigative efforts along the Southwest Border have resulted in the sei-
zure of thousands of firearms and more than 1 million rounds of ammunition des-
tined for Mexico.
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I have made it clear to DOJ’s law enforcement agencies and prosecutors working
along the Southwest Border that the Department should never knowingly permit
firearms to illegally cross the border. I have also asked DOJ’s Acting Inspector Gen-
eral to investigate the allegations concerning ATF’s actions in the firearms traf-
ficking investigation known as Operation Fast and Furious.

Question. ATF’s 2012 budget request includes $19 million to make Project Gun-
runner’s nine teams permanent. In the face of these allegations that ATF may not
be implementing Project Gunrunner most effectively, what assurances can you give
the Congress that more aggressive oversight of and safeguards for Project Gun-
runner operations will be done to continue ensuring this funding is merited?

Answer. Project Gunrunner remains an important investigative strategy to com-
bat the flow of guns to Mexican drug cartels. However, I take these allegations seri-
ously and have made it clear to our law enforcement personnel and prosecutors
working on the Southwest Border that DOJ should never knowingly permit illegally
trafficked firearms to cross the border. I will determine what additional oversight
actions are needed once the Acting Inspector General has completed her investiga-
tion.

ATF DIRECTOR

Question. 1 am concerned by reports on allegations by whistleblowers that ATF
allowed known straw purchasers to buy guns from United States dealers and then
transported those firearms across the border to Mexico. A thorough investigation is
necessary to address these serious allegations, and Attorney General Holder moved
quickly to request that OIG conduct a thorough investigation of these alleged ATF
activities.

It also seems to me that this is another indication that ATF is in serious need
of real leadership. ATF has not had a confirmed Director for over 5 years, which
hamstrings the Bureau’s ability to seek appropriate funding levels and ensure prop-
er oversight of these complex investigations.

Do you agree that it is crucial for the Senate to hold a hearing soon on Andrew
Traver, to keep the process moving on his nomination?

Answer. I urge prompt Senate consideration of all DOJ nominations, including the
nomination of Andrew Traver to be Director of the ATF.

Question. Why do you believe it is important to have a confirmed Director leading
the ATF? How does it impact the ATF when there is only an Acting Director?

Answer. In the 5 years since the Congress enacted legislation designating the ATF
Director as subject to confirmation, the Senate has never confirmed a nominee to
serve in this position. The confirmation of a Director would strengthen the agency’s
ability to carry out the tasks the Congress has assigned to it.

ATF LONG GUNS REPORTING

Question. In December 2010, ATF proposed a new rule to issue “demand letters”
to require gun dealers located in States along the Southwest Border—specifically
California, Arizona, New Mexico, and Texas—to report multiple sales of certain
“long guns” favored by Mexican drug cartels. This rule is meant to help the ATF
stem the flow of guns over border and into Mexico. ATF already collects these mul-
tiple sales reports for handguns. In 2008, they generated 300 criminal investigations
connected to 25,000 illegal firearms.

What value do these multiple sale reports provide to law enforcement in pursuit
of cartel gun traffickers? How would this data collection help in preventing gun traf-
ficking?

Answer. The goal of the current proposal is to ensure that ATF receives multiple
sale reports on a narrowly defined specific category of long guns favored by drug-
trafficking organizations (DTOs) in Mexico and along the Southwest Border. These
reports will help law enforcement agencies detect and disrupt firearms trafficking
before the firearms are used in a violent crime, whether in the United States or in
Mexico.

Multiple sales reporting for the specified rifles will help us identify those con-
spiring with the DTOs by trafficking firearms to Mexico. While investigating vio-
lence in Mexico, Mexican law enforcement officials have recovered thousands of cer-
tain types of rifles with regularity, suggesting that violent criminals, including drug
traffickers, favor these rifles. As part of our partnership with Mexico in the fight
against cartel violence, ATF has traced a significant portion of the recovered fire-
arms. This has yielded significant intelligence, which multiple sales reporting will
enable ATF to develop more fully and proactively.

The trace results have shown a short time between the first individual retail pur-
chase and recovery, and a preponderance of first retail sales in the Southwest Bor-
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der States. Thus, ATF believes that firearms traffickers who bring rifles to Mexico
are targeting FFLs in the Southwest Border States as their preferred source of the
rifles. ATF will use multiple sale reports of the rifles to discern patterns in the pur-
chases of the specified rifles, which will in turn enable us to narrow the field of
FFLs that the DTOs are targeting. Moreover, with the identity of the purchasers
known, we can conduct investigations to determine whether the purchasers are as-
1socilated with DTOs or other criminal activity and develop further investigative
eads.

Multiple sale reports are entered into the ATF Firearms Tracing System (FTS)
and are available to all ATF field divisions via ATF’s eTrace system. Investigators
review the reports daily in conjunction with firearms trace data, analyzing the data
for repeat purchasers and recoveries in crimes, as well as other information that
may disclose trafficking patterns. This routine practice of evaluating multiple sale
reports and the leads that they generate frequently results in initiation of criminal
investigations, disruption of illegal firearms trafficking, and convictions. If multiple
sale reports generate no investigative leads, they will be purged after 2 years.

Question. Does ATF already have the authority to issue “demand letters” seeking
information without requiring any further action by the Congress?

Answer. Yes. ATF has authority under 18 U.S.C. §923(d)(5) to issue demand let-
ters to licensees requiring them to submit “on a form specified by the Attorney Gen-
eral, for periods and at the times specified in such letter, all record information re-
quired to be kept by this chapter or such lesser record information as the Attorney
General in such letter may specify.” ATF has used this “demand letter” authority
to require FFLs to submit to ATF certain information in their required records that
they otherwise are not expressly required to provide, including firearm purchase in-
formation. The nature and scope of this authority has been examined in litigation
and, on each occasion, upheld in court decisions. See, e.g., RSM v. Buckles, 254 F.3d
61 (4th Cir. 2001); Blaustein & Reich v. Buckles, 365 F.3d 281 (4th Cir. 2004); J&G
Sales v. Truscott, 473 F.3d 1043 (9th Cir. 2007).

To address the problem of illegal gun trafficking into Mexico, ATF will send a let-
ter requesting multiple sales reports for certain rifles to FFLs in the four Southwest
Border States:

—Arizona;

—California;

—New Mexico; and

—Texas.

The notice relating to multiple sales reporting for rifles is posted on the Federal
Register Web site: http://www.ofr.gov/inspection.aspx?AspxAuto
DetectCookieSupport=1. The information request will be tailored to address the
threat along the Southwest Border. It only applies to firearms dealers in the four
border States, because those States have a significant number of crime guns traced
back to them from Mexico. The prospective reporting requirements apply only if a
firearms dealer sells within 5 business days to a single individual two or more long
guns having all of the following characteristics:

—semi-automatic action;

—a caliber greater than .22 (including .223/5.56 caliber); and

—the ability to accept a detachable magazine.

Question. Where is the White House’s Office of Management and Budget (OMB)
in its review process of this information collection request regarding long guns?

Answer. As required under the Paperwork Reduction Act, ATF published the sec-
ond notice for the information collection request in the Federal Register on April 29,
2011. The purpose of this notice is to allow for an additional 30 days for public com-
ment—during the 30 days following publication, any interested person may com-
ment on the proposed collection of information. This proposed information collection
was previously published in the Federal Register Volume 75, Number 242, page
79021 on December 17, 2010, allowing for a 60-day comment period. ATF received
12,680 comments from this collection (8,928 commenters supported the collection,
and 3,752 commenters opposed the collection).

The 30-day public comment period ended on May 28. OMB is reviewing the public
comments received and will determine whether the collection of information should
be approved in accordance with the law.

FEDERAL COURTHOUSE AND JUDICIAL SECURITY

Question. DOJ’s fiscal year 2012 budget would cut the USMS courthouse account
by $11 million. These funds make security improvements (x ray machines, prisoner
movement hallways, and secured prisoner elevators) to aging infrastructure, as well
as handle a growing prisoner population in Federal courthouses. The current back-
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log is 150 courthouse projects costing $120 million. Old and dated infrastructure in
Federal court facilities has dangerous effects on judicial security. These problems
grow worse with time as courthouses age and more facilities need immediate atten-
tion.

Judicial security is a major concern, yet the 2012 budget request designates only
$3 million to Federal courthouse security improvements. Does DOJ really believe
this funding is adequate to provide security for the judiciary?

Answer. Fiscal realities dictate that difficult decisions must be made. The Full-
Year Continuing Appropriations Act, 2011 (Public Law 112-10) includes a $10 mil-
lion reduction to the amount enacted in fiscal year 2010 for the USMS construction
appropriation, which funds Federal courthouse security improvements. So $10 mil-
lion of the $11 million reduction for USMS construction proposed in the fiscal year
2012 President’s budget has already been cut. USMS will continue to improve its
security for the judiciary by researching and implementing new technologies and
equipment, continuing our training programs with the judiciary, and providing time-
ly information on security awareness issues.

Question. Are more resources needed to ensure the safety of all employees of the
Federal judiciary and U.S. Attorneys? What gaps in security measures are still
present?

Answer. Additional resources requested in the fiscal year 2012 President’s budget
will enhance DOJ’s ability to ensure the safety of the Federal judiciary and U.S.
Attorneys. The fiscal year 2012 President’s budget requests nearly $482 million for
judicial and courthouse security in the USMS’ salaries and expenses account, which
is an increase of $32 million, or 7 percent, more than the fiscal year 2010 enacted
level. These resources will support USMS base operations. USMS strives to enhance
the level of security for the Federal judiciary and U.S. Attorneys by researching new
technologies and equipment and deploying those new technologies and equipment
across the country as funding allows. USMS’s Technical Operations Group (TOG)
also provides direct support to Federal courthouses and enhances judicial security
by providing technical assistance (e.g., maintaining technical integrity and “sweep-
ing” for devices). USMS constantly reviews its equipment, personnel requirements,
and training procedures to stay ahead of any potential gaps in judicial and court-
house security, such as those previously identified by OIG. USMS is working within
its current resources to implement and resolve OIG recommendations to the extent
possible.

Question. Given this already substantial—and growing—backlog, why did DOJ’s
request decrease funding for the USMS aimed at addressing this issue of securing
Federal courthouses?

Answer. Fiscal realities dictate that difficult decisions must be made. The Full-
Year Continuing Appropriations Act, 2011 (Public Law 112-10) includes a $10 mil-
lion reduction to the amount enacted in fiscal year 2010 for Federal courthouse se-
curity improvements. So $10 million of the $11 million reduction proposed in the
fiscal year 2012 President’s budget for USMS construction has already been cut.
USMS will continue to improve its security for the Judiciary by researching and im-
plementing new technologies and equipment, continuing our training programs with
the judiciary, and providing timely information on security awareness issues.

Question. DOJ’s inspector general issued a December 2009 report on protection of
the judiciary and U.S. Attorneys that found that Federal judges, U.S. Attorneys, and
Assistant U.S. Attorneys (AUSAs) were inconsistently reporting threats on a timely
basis to the USMS and, more troubling, not reporting threats at all in some in-
stances. Does DOJ continue to have concerns that the Federal judiciary and USAOs
may fail to participate in security and threat training? What can be done to improve
communications between USMS and their protectees to clarify the categories of se-
curify t};reats and coordination to ensure that reporting and response processes are
in place?

Answer. USMS has improved the training materials provided to the judiciary and
U.S. Attorneys to better emphasize the importance of quickly reporting threats and
inappropriate communications, as well as the ramifications of not doing so. Increas-
ing awareness and disseminating this information to the Judiciary and U.S. Attor-
neys has lessened concerns that they may fail to participate in security and threat
training. Also, the Executive Office for United States Attorneys has provided explicit
instructions to every employee in the U.S. Attorney community on how to report
threats and why it is important to do so, even if the employee does not believe the
threat is serious.

Over the last 12 months, USMS has increased its efforts to provide training at
U.S. Attorneys’ Conferences and Judicial Conferences regarding security threats. In
addition, a Memorandum of Understanding (MOU) between USMS and the Execu-
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tive Office for U.S. Attorneys has been completed. This MOU delineates the respon-
sibilities for each agency regarding the reporting of threats and threat awareness.

SOUTHWEST BORDER VIOLENCE

Question. 1 continue to be concerned that DOJ lacks sufficient resources to combat
violence related to drug and gun trafficking on the Southwest Border. If the current
wave of violence isn’t contained, cartel-related crime will most likely expand to
major metropolitan areas, including areas like Atlanta, Chicago, and even Balti-
more.

Violence is caused by large, sophisticated, and vicious criminal organizations—not
by isolated, individual drug traffickers. DOJ’s 2012 request includes $2 billion to
support investigations and prosecutions relating to border violence.

How will DOJ deal with increased violence along the Southwest Border both this
year and in 2012 when no additional funds are provided in the 2011 continuing res-
olution for the DEA, ATF, FBI, USMS, and their Federal, State, and local law en-
forcement partners to expand investigations and prosecutions?

Answer. Because the enacted fiscal year 2011 appropriation funded all DOJ com-
ponents, except for the FBI, BOP, and Office of the Federal Detention Trustee, at
the fiscal year 2010 level or below, new funding that was requested to increase and
sustain our ability to address violence along the Southwest Border will not be avail-
able to us. However, DOJ will still have base resources of approximately $1.86 bil-
lion in fiscal year 2011 to continue law enforcement, prosecutorial, and detention
functions on the Southwest Border. Additionally, DOJ will continue to expand its
efforts to address violence along the Southwest Border in fiscal year 2011 with
funds from the border security supplemental that was enacted in August 2010,
which provided $196 million to DOJ for Southwest Border enforcement activities.

The President’s fiscal year 2012 budget includes $134.7 million to annualize the
border security and other prior-year Southwest Border supplementals, including
funding to sustain more than 400 positions. Program enhancements to increase the
OCDETF program’s Southwest Border prosecutorial activities and to provide addi-
tional capacity at DEA’s El Paso Intelligence Center (EPIC) have also been re-
quested. This funding will be an important component of DOJ’s ability to continue
to address the challenges posed by the Mexican drug cartels and violence along the
Southwest Border.

Question. How concerned should communities along the border—and throughout
the United States as a whole—be about cartel-related violence?

Answer. Other than isolated incidents, “cross-over” cartel violence from Mexico
into the United States is minimal. The reason for this is two-fold. First, the United
States has not witnessed the same turf battles over supply and distribution routes
that are occurring in Mexico. In fact, local crime reports submitted by DEA offices
located along the Southwest Border show most categories of crime decreasing from
2009 to 2010.

Second, the cartels already have enormous influence in the U.S. drug trade and
control the vast majority of wholesale markets, as well as many retail markets, for
drugs in the United States. To engage in violence on the U.S. side of the border
would be detrimental to the cartels’ business because it would invite additional scru-
tiny at the border and increased law enforcement attention within the United
States. This does not negate the fact that cities and communities in the United
States should remain vigilant against the threat of violent cartel-related crime.

Question. How is DOJ working with the Mexican Government to dismantle these
violent cartels?

Answer. DOJ has engaged the Government of Mexico in a variety of ways, as dis-
cussed below, in an effort to combat drug trafficking and its associated violence—
and will continue to do so. DOJ recognizes that the drug-related violence along the
Southwest Border and in Mexico remains significant and the Department will need
to both continue its current efforts, as well as respond to emerging drug-trafficking
threats to combat these problems. Considering this, DOJ will continue to partner
with the Government of Mexico and Mexican law enforcement partners in efforts to
dismantle DTOs and curb drug trafficking-related violence in the hopes of achieving
long-term success against the violence perpetrated by DTOs and Transnational
Criminal Organizations (T'COs). In spite of ongoing challenges, DOJ is optimistic
that its efforts will ultimately result in reducing violence related to drug trafficking.

The progress made against the cartels in Mexico by the Calderén administration
is admirable. President Felipe Calderon has taken a strong, proactive stance against
drug traffickers and the associated violence and he has shown an extraordinary
commitment to address the problems of the drug cartels and police corruption.
Under his leadership, DOJ’s bilateral inter-agency cooperation with the Government
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of Mexico has also continued to develop in a positive manner. Under the Calderén
administration, DOJ has experienced unprecedented levels of cooperation and soli-
darity with Mexico in combating DTOs.

DOJ personnel in Mexico work closely with our counterparts in the Mexican Gov-
ernment and together we have made significant progress in disrupting and disman-
tling the cartels. The noteworthy achievements by the Government of Mexico in re-
cent years were supported, in many cases, by the information sharing and assist-
ance of the DEA. One example was the dismantlement of the Arturo Beltran-Leyva
(ABL) cartel, which took place on December 16, 2009. Information shared between
DEA, the Mexican Federal Police, and the Mexican Naval Secretariat (SEMAR) fa-
cilitated the Government of Mexico’s efforts in this investigation and resulted in the
apprehension of 23 individuals and four deaths, including Consolidated Priority Or-
ganization Target (CPOT) Beltran-Leyva. Subsequently, DEA’s Special Operations
Division (SOD), in coordination with the USMS, provided information regarding
ABL second-in-command Edgar Valdez Villareal, aka “La Barbie”, to DEA’s Mexico
City country office. This information was shared with the Government of Mexico
and resulted in the arrest of La Barbie on August 30, 2010 in Mexico City. Another
example of the cooperation between DEA personnel and SEMAR was an enforce-
ment operation on November 5, 2010, which resulted in the death of CPOT Antonio
Ezequiel Cardenas Guillen, aka “Tony Tormenta”, in Matamoros, Tamaulipas.

The most recent example of cooperation between DOJ and the Mexican authorities
was the arrest of Julian Zapata Espinoza, aka “Piolin”, and three other criminal as-
sociates on February 23, 2011. Piolin has been detained by the Mexican authorities
and is being investigated in connection with the murder of Immigration and Cus-
toms Enforcement (ICE) Special Agent Jaime Zapata. These are but a few examples
of the outstanding coordination and cooperation being carried out between DOJ and
the Government of Mexico on a daily basis.

DOJ’s close relationship with the Government of Mexico is also exemplified by our
joint effort to restructure the Mexican Sensitive Investigative Unit (SIU) program,
led by DEA with crucial support from DOJ’s Criminal Division. The SIU is com-
posed of individuals from Mexico’s Ministry for Public Security (SSP) and Office of
the Attorney General (PGR). Every member has been vetted and trained by DEA
and assigned to autonomous groups that are tasked with pursuing a specific Mexi-
can cartel. The Mexican SIU plays an important role in Western Hemisphere drug
enforcement efforts and they are working to increase collaboration with counter-
parts in Colombia through an exchange of SIU personnel.

DEA has also applied many of the lessons learned in Colombia to our efforts in
Mexico, including areas such as judicial wire intercepts, extradition programs, meth-
amphetamine trafficking, and joint targets. Additionally, DEA has participated in
several joint meetings with the leadership of Colombian and Mexican law enforce-
ment and security forces to examine the best practices which could assist the Gov-
ernment of Mexico in combating drug cartels. These efforts have focused on con-
ducting complex narcotics and financial investigations, which have enhanced infor-
mation-sharing protocols. Since 2007, DEA has sponsored eight Tripartite meetings
between Colombia, Mexico, and the United States. These meetings have included
the Mexican PGR and SSP, the Colombian National Police, the Minister of Defense
of Colombia, and DEA Principals. The ninth Tripartite Meeting is tentatively sched-
uled for October 2011.

A key component of DOJ’s efforts to address violent cartels along the Southwest
Border is EPIC. EPIC is a national tactical intelligence center that supports law en-
forcement efforts throughout the Western Hemisphere and it is DEA’s long-standing
and most important intelligence sharing organization focusing on the Southwest
Border. Through its 24-hour watch function, EPIC provides immediate access to par-
ticipating agencies’ databases to law enforcement agents, investigators, and analysts
at all levels of government throughout the United States and with some foreign na-
tions. Much of EPIC’s success can be attributed to the strong partnerships forged
among the more than 20 agencies represented at the Center, including representa-
tives from foreign police organizations in Mexico and Colombia.

The Government of Mexico has three representatives permanently assigned to
EPIC as Liaison Officers. The first representatives from Mexico’s federal investiga-
tive organizations, SSP and PGR, were assigned to EPIC in 2007 and 2008 respec-
tively. A third representative from the Mexican Military (SEDENA) joined EPIC in
2010. While not permitted unescorted access to the entire center, the representa-
tives have extensive access to EPIC staff and tailored database access that permits
the exchange of information and intelligence on a daily basis. The presence of the
Government of Mexico representatives at EPIC has enhanced the center’s capabili-
ties to develop intelligence on criminal activities, both along the border and in Mex-
ico, using resources of both the United States and Mexico.
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Additionally, ATF has cooperated with Mexico in a variety of practical ways to
combat the threat posed by the cartels. Consistent with ATF and DOJ strategies,
ATF has expanded our presence in the U.S. Embassy and consulates in Mexico to
assist and work side-by-side with Mexican law enforcement; expanded the use of
eTrace throughout Mexico, including training more than 130 Mexican officials (as
of May 6, 2011) in the use of this technology; begun the expansion of ballistic tech-
nology to increase information sharing between our governments; and developed
specialized teams with Mexico addressing firearms and explosives investigations.
ATF works every day with our Federal law enforcement and Mexican partners to
cooperate in investigations and share information and intelligence to target the car-
tels responsible for drug and firearms trafficking that is at the roots of the violence.

Finally, the United States and Mexico both benefit from an excellent extradition
partnership. In 2009, Mexican authorities extradited 107 individuals to the United
States, including several high-ranking cartel members. This was a record number
for the eighth consecutive year. In 2010, 94 individuals were extradited from Mexico
to the United States. This includes the extradition of a CPOT, a lieutenant in the
Sinaloa Cartel, and a former Mexican state governor.

DANGER PAY FOR DEA AND USMS IN MEXICO

Question. Violence in Mexico, targeted at law enforcement personnel, has intensi-
fied in recent years. The very real and present danger faced by United States per-
sonnel working in Mexico is evident in recent deaths of consulate employees and
ICE agents in Mexico. DEA and FBI receive danger pay for their personnel in Mex-
ico due to prior authorizations, but the USMS and ATF lack the same authorization
even though they face the same risks as their DEA and FBI counterparts in Mexico.

Why does the President’s budget not provide for danger pay increases to USMS
and ATF personnel working in Mexico?

Answer. Increases associated with danger pay allowances are traditionally ab-
sorbed by a component’s existing base resources. Due to the potentially fluid nature
of danger pay authorities, which are established by the Secretary of State, perma-
nent resources for danger pay authority in Mexico were not requested for USMS or
the ATF in the fiscal year 2012 President’s budget.

Question. Given the rise in violence due to the Mexican drug wars, targeted at-
tacks against United States law enforcement, and the fact FBI and DEA have dan-
ger pay in Mexico, shouldn’t the USMS and ATF receive the same sort of compensa-
tion?

Answer. The authority to initiate and terminate danger pay allowances rests with
the Secretary of State in accordance with title 5, U.S. Code (5 U.S.C.), §5928. The
Department of State regulation implementing this authority states that “a danger
pay allowance is established by the Secretary of State when, and only when, civil
insurrection, civil war, terrorism or wartime conditions threaten physical harm or
imminent danger to the health or well being of a majority of employees officially
stationed or detailed at a post or country/area in a foreign area.”

The Secretary of State’s authority with regard to danger pay allowances was
modified through several public laws related to DEA and FBI. These modifications
do not permit the Secretary of State to deny a request by DEA or FBI to authorize
a danger pay allowance for any employee of either DOJ component. Consequently,
DEA and FBI employees may receive danger pay allowances in posts that are not
designated danger posts by the Secretary of State. Other similarly-situated employ-
ees, particularly DOJ employees in USMS and ATF, do not receive danger pay al-
lowances unless the Secretary of State has approved the post for such allowances.

As of March 14, 2010, the Department of State has extended equal danger pay
allowances to all U.S. Government personnel serving in certain posts in Mexico,
which currently mitigates the pay disparity that had previously existed between the
FBI and DEA employees in those posts, and similarly situated employees from other
agencies, including other DOJ components. Mexican posts for which danger pay al-
lowances were announced on March 14, 2010, include:

—Ciudad Juarez;

—Matamoros;

—Monterrey;

—Nogales; and

—Nuevo Laredo.

However, at this time, a pay disparity still exists for DOJ personnel stationed in
Mexico City and Mérida; in Mexico City, FBI and DEA employees are authorized
danger pay, while ATF, the USMS and other United States Government personnel
are not eligible. In Mérida, DEA employees are authorized danger pay while ATF
employees and other United States Government personnel are not eligible. The De-
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partment of State has not extended danger pay allowances equivalent to those au-
thorized by the FBI and DEA to these posts in Mexico.

DOJ considers danger pay disparity to be a core compensation inequity. That is,
United States Government employees serving our national interests in the same
overseas locations, many times working side-by-side on critical criminal investiga-
tions and law enforcement issues, should be compensated similarly.

Question. When can we expect to see proposed legislation to remedy this issue
from DOJ?

Answer. On April 13, 2011, the Border Security Enforcement Act of 2011 (S. 803)
was introduced, which contains a provision authorizing danger pay for the USMS
and ATF law enforcement personnel working in Mexico. This legislation would rem-
edy this disparity.

AFGHANISTAN—FIGHTING NARCO-TERRORISM—DEA

Question. DEA plays a critical role in combating narco-terrorism by helping the
Afghan Government establish drug enforcement institutions and capabilities to en-
force the rule of law. This means successfully identifying, disrupting, and disman-
tling major DTOs that fuel the insurgency and profit from the narco-economy. Were
DEA to expand its operations in Afghanistan, the focus will be on high-value tar-
gets, including members of the Taliban, who use the heroin trade to fund insur-
gents’ attacks on U.S. military forces.

What is DEA’s current role in Afghanistan? Do you expect those operations to be
expanded in the future and, if so, how?

Answer. DEA supports the U.S. Ambassador’s Counternarcotics (CN) Strategy in
Afghanistan through close partnership with the Department of State and DOD.
DEA is helping Afghanistan by training, mentoring Afghan law enforcement part-
ners and units, as well as building a sustainable capacity within those entities to
investigate, disrupt, and dismantle DTOs fueling the insurgency. DEA is also work-
ing to help establish drug enforcement institutions and capabilities to enforce the
rule of law. This means working bilaterally with host nation counterparts to iden-
tify, investigate, and bring to justice the most significant drug traffickers in Afghan-
istan and the region. These operations disrupt and deny the insurgents’ ability to
derive revenue from opiate production and distribution.

In fiscal year 2010, DEA completed a significant expansion effort in Afghanistan.
DEA now has 82 permanent positions assigned to Afghanistan for 2-year tours of
duty, including 62 agents and 7 intelligence analysts. In addition to these positions,
the Kabul Country Office (KCO) is augmented by the Foreign-Deployed Advisory
and Support Teams (FASTs), which provide intensive training for the Afghans and
operational support to KCO. Furthermore, the KCO is supported by three temporary
duty (TDY) Special Agent pilots.

A FAST deploys to Afghanistan every 120 days. Each FAST team consists of a
Group Supervisor, eight Special Agents, and one Intelligence Research Specialist.
DEA’s FAST teams advise, train, and mentor their Afghan Minister of Interior
(MOI) counterparts in the National Interdiction Unit (NIU) of the Counter Narcotics
Police—Afghanistan (CNP-A). The NIU, which currently has 538 officers, is a tac-
tical unit capable of conducting raids, seizures, and serving Afghan search and ar-
rest warrants in a high-threat environment, much like a U.S. Special Weapons and
Tactics (SWAT) team. Furthermore, FAST teams are the enforcement arm of DEA’s
Drug Flow Attack Strategy and Campaign Plan in Southern Afghanistan.

In addition, DEA Special Agents advise, train, and mentor their Afghan CNP-A
counterparts in the Sensitive Investigative Unit (SIU) and the Technical Investiga-
tive Unit (TTU). DEA’s Afghan SIU is comprised of 85 vetted and DEA-trained offi-
cers who conduct complex drug conspiracy and high-value target (HVT) investiga-
tions. These bilateral investigations focus on national and international level DTOs.
TIU includes 9 officers selected from the SIU and 200 vetted Afghan civilian poly-
glot translators who conduct court ordered judicial telephonic intercepts pursuant
to Afghan law.

DEA’s Regional Training Team (RTT) has conducted effective training of Afghan
law enforcement officers in hundreds of courses. RTT has also developed a highly
skilled Afghan training cadre capable of carrying out not only their own organic
training programs, but also of developing their own trainers. To ensure Afghan and
regional stability, effective Afghan law enforcement institutions must be in place.
DEA’s training programs and bilateral initiatives in Afghanistan are specifically de-
signed to accomplish this goal.

DEA, in conjunction with other United States Government agencies and the Af-
ghan MOI, has also developed the only Afghan MOI judicially authorized wire inter-
cept program (JWIP) in Afghanistan, which allows the use of intercepts as evidence
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in court. Afghan law enforcement counterparts are able to lawfully intercept the
criminal communications of not only narcotics traffickers, but also terrorists, insur-
gents, kidnappers, criminal financiers, and corrupt officials. Since its inception in
December 2008, the JWIP has lawfully intercepted more than 15 million telephone
conversations. As of December 31, 2010, 2,135 wiretaps have been performed and
used to develop bilateral investigations.

DEA is also the lead agency in the Afghan Threat Finance Cell (ATFC), which
is intended to identify, disrupt, and interdict the sources of funding for insurgent
and terrorist organizations operating in Afghanistan. The Department of the Treas-
ury and DOD act as co-deputies for the cell. The ATFC Director from DEA oversees
all investigative, intelligence, and administrative activities of the ATFC, while the
Treasury deputy coordinates intelligence matters and the DOD co-deputy coordi-
nates operational matters. In addition to these agencies, ATFC is comprised of U.S.
and coalition partner law enforcement and military officials and conducts its inves-
tigations and initiatives jointly with Afghan law enforcement, banking, and regu-
latory officials. ATFC also works closely with the SIU and other Afghan vetted units
to conduct these complex financial investigations.

DEA’s Special Operations Division (SOD) also plays a significant role in DEA’s
efforts in Afghanistan. SOD has the unique capability to identify investigative links
between individuals and organizations involved in criminal/insurgent activity via
domestic intercepts in support of bilateral Afghan-led investigations. Information ob-
tained through these intercepts routinely has direct implications on force protection,
anti-corruption efforts, and support for Afghan rule of law, as well as disrupting the
material support of the insurgency fueled by drug and weapons trafficking and
money laundering activities. With the assistance of SOD, DEA Special Agents in Af-
ghanistan and their Afghan counterparts conduct enforcement efforts against identi-
fied High Value Targets (HVTs). These HVTs provide support to the Taliban and
other insurgent groups that threaten the coalition and Afghan efforts to provide the
citizens of Afghanistan with a strong central government.

Currently, DEA has no plans to further expand operations in Afghanistan.

Question. Are there any limits on DEA operations and capabilities—funding, pol-
icy o;" otherwise—that may hinder DEA’s ability to carry out its mission in Afghani-
stan?

Answer. DEA has approximately $19.2 million in direct base resources for ongoing
DEA efforts in Afghanistan. This funding supports 13 positions and associated oper-
ating costs, three DEA FAST teams, and three TDY pilots. The rest of DEA’s perma-
nent presence in Afghanistan, including funding for 69 positions and associated op-
erating costs, is funded through transfers from the State Department as part of a
State Department-led civilian staffing uplift in Afghanistan. Currently, the State
Department has committed to providing $50.8 million in resources for DEA’s Af-
ghanistan activities for fiscal year 2011.

DEA'’s success depends on the commitment, willpower, and tenacity of the Afghan
Government. DEA personnel operate in conjunction with and largely under the au-
thorities of Afghan law enforcement. In terms of policy, although there is not a for-
mal bilateral extradition relationship between the United States and Afghanistan,
DEA has successfully brought a number of significant Afghan traffickers to the
United States to stand trial before U.S. courts. This was accomplished by lawful
means, including extradition by Afghanistan under the 1988 U.N. Drug convention,
extradition from third countries, expulsion, and voluntary travel to the United
States. Working in consultation with the Department of State, we are continuing
our efforts with Afghanistan to regularize our use of existing legal authorities for
the return of defendants for trial in the United States.

Question. How are DEA’s activities coordinated with those of the United States
and Afghan military, as well as other United States agencies operating in Afghani-
stan? Is what DEA can dedicate in direct resources to Afghanistan sufficient to
cover its personnel, operations, and other mission responsibilities there? Are the re-
sources transferred to DEA from other United States Federal partners in Afghani-
stan sufficient to cover its personnel, operations and other mission responsibilities
there? What is the impact if insufficient resources are not transferred to DEA from
other agencies?

Answer. DEA’s KCO has built successful relationships with DOD, the Central In-
telligence Agency (CIA), the National Security Agency (NSA), North Atlantic Treaty
Organization/International Security Assistance Force (NATO/ISAF), the State De-
partment, DOJ, Department of Homeland Security (DHS), Office of National Drug
Control Policy (ONDCP), and U.S. military, to include the 101st Airborne Division,
82nd Airborne Division, First Marine Expeditionary Force, and Combined Joint Spe-
cial Operations Task Force (C—JIATF). These enhanced relationships have led to
successful operations through battle space deconfliction; utilization of unmanned
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aerial vehicles, quick reaction forces, close air support, and medical evacuation; de-
velopment of concepts of operation; provision of logistical life support to DEA. DEA’s
FAST units also regularly conduct operational missions along with the U.S. military
and their Afghan host country counterparts.

Question. Is what DEA can dedicate in direct resources to Afghanistan sufficient
to cover its personnel, operations, and other mission responsibilities there?

Answer. DEA’s base salaries and expenses budget includes approximately $19.2
million for ongoing DEA efforts in Afghanistan. This funding supports 13 positions
and their associated operating costs, three DEA FAST teams, and three pilots. The
rest of DEA’s expanded presence in Afghanistan, including funding for 69 positions
and their associated operating costs, has been funded through transfers from the
State Department as part of a State Department-led civilian staffing uplift in Af-
ghanistan. In addition to transfer funding received from the State Department,
DOD has provided significant financial, logistical and operational support for DEA’s
counter-narcotics mission in Afghanistan. DOD has provided training, equipment,
infrastructure, and airlift to the Afghans supporting the counter-narcotics mission.
Operational support provided by DOD, including air mobility support, troop support,
and interagency intelligence sharing and targeting, has led to several successful in-
vestigations against identified High Value Targets. Such support from DOD has
been and continues to be vital for DEA’s expanded mission in Afghanistan.

Question. Are the resources transferred to DEA from other United States Federal
partners in Afghanistan sufficient to cover its personnel, operations and other mis-
sion responsibilities there? What is the impact if insufficient resources are not
transferred to DEA from other agencies?

Answer. DEA, as well as other DOJ entities participating in the State Depart-
ment-led civilian staffing uplift in Afghanistan, do not have base funding to cover
the cost of the expanded presence and mission in Afghanistan. Sufficient support
for personnel and operations connected to the civilian staffing uplift must be pro-
vided by the State Department. The appropriate level of support required will vary
depending upon the level of staffing required and the operational needs determined
to be in support of the U.S. Afghan Strategy. In fiscal year 2010, the State Depart-
ment transferred $58.6 million to DEA for activities in Afghanistan. The State De-
partment has committed to provide $50.8 million to DEA in fiscal year 2011.

Question. DEA plays the lead role in investigating and alerting U.S. military
about High Value Targets (HVT) and has identified 13 such individuals who are
Taliban members or have close ties. Does DEA have the resources it needs to con-
tinue to track down these high-value targets?

Answer. As of April 2011, DEA had identified 17 High Value Targets (HVTs), all
of whom have ties to, or are members of, the Taliban. The HVT list is constantly
reviewed and updated by DEA in coordination with other U.S. Government and Co-
alition elements. Additionally, DEA has identified more than 30 Priority Targeted
Organizations (PTOs), almost all of which have ties to the insurgency. Through fo-
cused mentoring of elite Afghan counternarcotics forces and an operational presence
that works in tandem with Afghan partners, DEA’s Afghanistan expansion, which
was completed in fiscal year 2010 as part of the State Department-led civilian staff-
ing uplift in Afghanistan, has been focused on the support of major investigations
directed at HVTSs, including members of the Taliban involved in the drug trade, and
those traffickers supporting the Taliban and other insurgents. DEA’s base salaries
and expenses budget includes approximately $19.2 million for ongoing DEA efforts
in Afghanistan. The State Department provides resources to cover the cost of DEA’s
expanded presence and mission in Afghanistan. In fiscal year 2010, the State De-
partment transferred $58.6 million to DEA for activities in Afghanistan. The State
Department has committed to provide $50.8 million to DEA in fiscal year 2011.

HEALTHCARE FRAUD

Question. Now that the historic healthcare reform legislation is law, we must do
more to combat healthcare and insurance fraud that cost U.S. citizens more than
$60 billion annually. We need to make sure law enforcement has the resources it
needs to investigate these crimes and prosecute the scammers.

What role does DOJ play in healthcare fraud investigations and prosecutions?

Answer. DOJ has committed to fighting healthcare fraud as a Cabinet-level pri-
ority, both at DOJ itself and in cooperation with the Department of Health and
Human Services. Through the creation of the Health Care Fraud Prevention and
Enforcement Action Team (HEAT), a senior-level joint task force, we are marshal-
ling the combined resources of both agencies in new ways to combat all facets of
the problem. Our Medicare Fraud Strike Force prosecutors and agents are using
billing data to target a range of fraudulent healthcare schemes, deploying appro-
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priate criminal and civil enforcement tools in hot spots around the country. In fiscal
year 2010, DOJ charged 931 defendants with criminal healthcare fraud. This was
a record—an approximately 16 percent increase more than fiscal year 2009. We also
convicted more than 725 healthcare fraud defendants—another record and a nearly
25 percent increase more than fiscal year 2009.

DOJ has also brought successful civil enforcement actions to protect taxpayer dol-
lars and the integrity of government programs from fraud. In fiscal year 2010, we
obtained record recoveries of more than $2.5 billion in healthcare fraud matters pur-
sued under the False Claims Act. In the 2-year period beginning in January 2009,
DOJ has won or negotiated healthcare fraud recoveries in False Claims Act matters
totaling nearly $5.4 billion. During that same period, DOJ won or negotiated res-
titution, fines, forfeitures and penalties in Food, Drug & Cosmetic Act matters that
exceed $3.3 billion.

Question. How is DOJ carrying out new responsibilities placed on it by the Patient
Protection and Affordable Care Act in terms of healthcare fraud?

Answer. The Patient Protection and Affordable Care Act of 2010 provides several
additional statutory tools that will enhance Federal law enforcement’s ability to
combat healthcare fraud. Among the most significant for criminal enforcement is the
directive to the U.S. Sentencing Commission to amend the Sentencing Guidelines
with respect to calculating loss in healthcare fraud cases and increase the guideline
ranges for healthcare fraud schemes involving losses of $1 million or more. DOJ has
worked closely with the commission to develop guideline amendments to:

—provide for tiered sentence enhancements beginning at loss amounts of $1 mil-

lion or more; and

—provide that the aggregate dollar amount of fraudulent bills submitted to the
Government healthcare program constitutes prima facie evidence of the defend-
ant’s intended loss.

The commission promulgated the amendments on April 6, and the Congress has
180 days to review them. The amendments have a designated effective date of No-
vember 1, 2011, unless the Congress acts affirmatively to modify or disapprove
them. On the civil side, the act made several amendments to section 3730(e)(4) of
the False Claims Act (commonly known as the public disclosure bar), including au-
thorizing the Government to “oppose” a defendant’s motion to dismiss a qui tam ac-
tion under this provision. The Supreme Court has held that these changes to the
public disclosure bar are not retroactive, and thus DOJ has not yet had an occasion
to exercise its authority to oppose a defendant’s public disclosure motion.

The Affordable Care Act also makes other changes. Among other things, the act:

—Clarifies that use of the term “willfully” in the healthcare fraud and anti-kick-
back statutes does not require proof that the defendant knew of the existence
of, or intended to violate, those specific statutes.

—Amends the anti-kickback statute to provide that a claim that includes services
or items resulting from a violation of the statute would constitute a false or
fraudulent claim for purposes of the False Claims Act. The act also adds the
anéi-(l]{ickback statute to the definition of “Federal health care offense” in 18
U.S.C. 24.

—Clarifies that the obstruction of justice statute, 18 U.S.C. 1510(b), applies to
healthcare fraud subpoenas issued pursuant to 18 U.S.C. 3486.

—Confers new subpoena power on the Attorney General to demand records and
access to institutions when investigating claims under the Civil Rights of Insti-
tutionalized Persons Act.

—Makes several significant changes to the law governing employee group health
benefit plans subject to title I of the Employee Retirement Income Security Act
of 1974 (ERISA) and multiple employer welfare arrangements (MEWASs) regu-
lated by ERISA by prohibiting false statements in the sale or marketing of em-
ployee health benefits by MEWAs and adding certain ERISA offenses con-
cerning the sale and marketing of employee group health benefit plans to the
definition of “Federal health care offense”, 18 U.S.C. 24.

DOJ has distributed guidance to our agents and prosecutors about these statutory
revisions and we expect they will assist many current investigations and case devel-
opment efforts.

Question. How is the role DOJ plays in the Health Care Fraud Prevention and
Enforcement Action Team (HEAT) initiative evolving and do you expect an expan-
sion of the HEAT initiative in coming years?

Answer. DOJ has expanded the number of Strike Force locations from two to nine
cities since announcing our HEAT initiative in May 2009. In February, we an-
nounced the two newest locations, Chicago and Dallas. Since HEAT’s inception, the
Medicare Fraud Strike Force has charged more than 660 defendants with seeking
to defraud Medicare of more than $1.3 billion taxpayer dollars. In fiscal year 2010,

VerDate Nov 24 2008  11:00 Jul 12,2012 Jkt 064591 PO 00000 Frm 00056 Fmt6633 Sfmt6621 U:\2012HEAR\11HEAR\11MA10DOJ.TXT 64591



51

the Strike Force secured 240 criminal convictions—217 guilty pleas and 23 defend-
ants convicted at trial—the most since the Strike Force was created in 2007, and
both numbers almost double those from the prior fiscal year.! In the 4 years since
launching the Strike Force in May 2007, prosecutors from DOJ Fraud Section and
USAOs have filed criminal charges against more than 1,000 defendants for a variety
of healthcare fraud offenses that collectively exceed $2.3 billion in fraudulent bil-
lings to Medicare.

We will continue to expand to additional cities to the extent additional funding
becomes available. In fiscal year 2011, DOJ ’s discretionary funding, which is used
to support HEAT expansion, was funded at the fiscal year 2010 level, thus ham-
pering the Department’s ability to expand to additional Strike Force locations, or
expand HEAT’s civil fraud enforcement. The fiscal year 2012 budget contains a $63
million increase in funding for HEAT, which would allow for expansion of DOJ’s
criminal and civil healthcare fraud efforts.

Question. DOJ’s efforts to combat healthcare fraud are funded by the Health Care
Fraud and Abuse Control account, administered by HHS. The fiscal year 2012 re-
quest has $300 million for these activities. How does DOJ use these funds to stop
fraud in Medicare, Medicaid, and other healthcare benefits programs?

Answer. In fiscal year 2012, DOJ is requesting a total of $283.4 million to inves-
tigate and prosecute healthcare fraud. This funding request includes both manda-
tory and discretionary Health Care Fraud Abuse and Control (HCFAC) account
funding, as well as mandatory funding provided to FBI through the Health Insur-
ance Portability and Accountability Act. This request represents a $63.5 million in-
crease more than the fiscal year 2011 enacted funding level of $219.9 million.

The fiscal year 2012 requested funding increase will allow DOJ to expand the
number of Medicare Fraud Strike Force locations beyond the current nine locations.
The Strike Forces are an essential tool for DOJ in addressing criminal fraud in loca-
tions where fraudulent billing is rampant. In addition to supporting an expansion
of criminal enforcement efforts, the fiscal year 2012 increase will support additional
civil enforcement efforts, such as addressing pharmaceutical fraud, off-label mar-
keting, and other fraud schemes.

The requested resources will support additional attorneys, support staff, and spe-
cial agents, which are essential for expanding DOJ’s efforts in addressing fraud in
the Medicare program. The increase in HCFAC discretionary resources has allowed
for the expansion of DOJ’s healthcare fraud enforcement efforts, and the additional
Fesources requested in fiscal year 2012 will allow us to continue to expand our ef-
orts.

EARMARKS BAN—CONGRESSIONAL COMMUNICATIONS

Question. Pursuant to Executive Order 13457, “Protecting American Taxpayers
from Government Spending on Wasteful Earmarks,” issued on January 29, 2008,
DOJ took steps to postcongressional communications recommending that funds be
committed, obligated or expended for an earmark. DOJ has on its Web site a page
where such communications is supposed to be posted. The most recent communica-
tion posted on that Web page from a Member of Congress regarding earmarks is
dated May 11, 2010.

Since the earmark moratorium was put in place—first by the House on November
18, 2010, and then by the Senate on February 1, 2011, how many communications
has DOJ received from Federal lawmakers who appeal to the Department to fund
their earmarks with available funds? Please provide the subcommittee with a list
of those lawmakers along with the accompanying communication or request, wheth-
er it be via post, email, telephone, or other means of communication.

Answer. Since the earmark moratorium was fully put in place by the Congress,
we are aware of only one communication from a Federal lawmaker regarding ear-
marks. As you know, Executive Order 13457 provides guidance on how agencies
should interpret and execute earmarks, and requires agencies to make public within
30 days of receipt any congressional communications from Federal lawmakers or
their staffs regarding earmarks. Since DOJ began implementing Executive Order
13457 in 2009, there have been a total of 23 communications from Federal law-
makers regarding earmarks; this is current as of May 9, 2011. The majority of these
communications seek to clarify the intent of an earmark included in a previously
enacted appropriations bill or to make technical changes, such as updating the
name of the grant recipient. These communications are related to earmarks already

1The Strike Force conviction statistics are included among the overall number of defendants
convicted during fiscal year 2010 cited in response to the healthcare fraud question posed earlier
by Chairwoman Mikulski.
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included in enacted appropriations bills, and do not request DOJ to fund or augment
earmarks with other resources.

The complete and up-to-date list of congressional communications related to ear-
marks can be found at http:/www.justice.gov/jmd/ccre/. This site contains the re-
questing Member of Congress or office, the date of the communication and a link
to the communication received.

Question. A March 16, 2011, New York Times piece titled, “Lawmakers Find a
Path Around an Earmarks Ban”, detailed that—under the earmark ban—not only
have lawmakers been appealing directly to Federal agencies to push them to direct
available funds to their preferred projects, but also agency officials may be respond-
ing positively to those requests, despite the Executive Order 13457. Has DOJ re-
ceived requests of this type to fund Member’s pet projects and how does the Depart-
ment respond to such pressure?

Answer. Since the earmark moratorium was implemented, we are only aware of
one communication from a Federal lawmaker appealing for DOJ to direct available
resources to a preferred project not otherwise funded. DOJ adheres to the principles
outlined in Executive Order 13457, and executes resources only for earmarks writ-
ten in the appropriations bill language. However, DOJ often works with the commit-
tees on appropriations and individual Member offices to ensure that appropriately
designated earmarks are executed per the intent of the requesting member.

Question. Who at DOJ is responsible for updating the congressional communica-
tions Web page? Why has DOJ’s congressional correspondence Web page not been
updated since May 11, 2010? In a time when the President, the Congress and the
American public are calling for more oversight and accountability in how and where
taxpayer dollars are spent, don’t you believe DOJ should do a better job keeping this
Web page up-to-date in order to help transparency?

Answer. The process of keeping the congressional correspondence Web page up-
dated involves several components and offices in DOJ. The recipient of a congres-
sional correspondence regarding earmarks—typically one of the Department’s grant
components, i.e., OJP, the Office of Community Oriented Policing Services or the Of-
fice on Violence Against Women (OVW)—forwards any correspondence they believe
is subject to Executive Order 13457 to the Justice Management Division’s (JMD)
budget staff. The budget staff works with JMD’s Office of General Counsel and the
Assistant Attorney General for Administration to determine whether the cor-
respondence meets the criteria established in Executive Order 13457 and gain ap-
proval to post it. If it is determined that a piece of correspondence should be posted
pursuant to Executive Order 13457, budget staff removes all personally identifiable
information, or PII, as appropriate and provides the redacted correspondence to the
Office of the Chief Information Officer’s e-Government staff to post to DOJ’s Con-
gressional Communications Web site. Last, JMD makes efforts to notify the recipi-
ent component and the Committees on Appropriations staffs at least 24 hours prior
to the cleared correspondence going “live” on the Web site (http:/www.justice.gov/
jmd/ccre/).

DOJ understands the subcommittee’s desire for transparency and timely report-
ing, and we work very hard to make these types of communications public as soon
as possible. Only three communications have been submitted after the May 11,
2010, correspondence was posted. We will continue to ensure that all stakeholders
in this process are aware of the requirement to postcongressional communications
regarding earmarks and that we are efficient in our processing and posting of such
information.

Question. Would DOJ support a new Executive order—similar to Executive Order
13457, with the goal of seeking transparency—that would require Federal agencies
to post on their Web sites a list of any meetings with registered lobbyists, a synopsis
of what was solicited by those lobbyists, and the Department’s response to those lob-
byists?

Answer. DOJ appreciates the subcommittee’s interest in increased transparency
and accountability, and we always strive to uphold the tenets espoused in recent
efforts to increase transparency and accountability. We defer to the administration,
however, on predecisional matters regarding possible new Executive orders.

CURBING LAVISH SPENDING

Question. The previous administration exercised lavish spending at DOJ. There
was one instance when the Department spent $1.4 million to host a single con-
ference, and another report of spending $4 on Swedish meatballs. In the wake of
such extravagant spending, I required the Justice Department to create uniform, in-
ternal guidelines on conference spending to avoid irresponsible spending.
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What steps has DOJ already taken and continues taking to ensure that it is fol-
lowing requirements to avoid lavish spending and cost overruns so that the Amer-
ican people’s tax dollars are not being squandered?

Answer. The Justice Management Division issued policy guidance in April 2008
on Conference Planning, Conference Cost Reporting, and Approvals to Use Non-Fed-
eral Facilities. This guidance outlines a uniform policy for all components within
DOJ to follow, and sets limits on the amount that may be spent on meals and re-
freshments. It also provides guidance for selecting appropriate venues, appropriately
handling non-Federal attendees, and reporting costs in a timely manner.

Since that guidance was written, the Assistant Attorney General for Administra-
tion issued a memorandum to DOJ’s component heads in June 2008, and the Dep-
uty Attorney General issued a similar memo in May 2009, highlighting the impor-
tance of fiscal responsibility with respect to conferences sponsored by the Depart-
ment. In January 2011, the Attorney General issued a memorandum to DOJ’s Com-
ponent Heads that re-emphasized the need for fiscal responsibility particularly with
respect to conferences and training. The following summarizes the relevant parts of
these memoranda:

—Conference locations are to be selected based on business need and minimiza-

tion of travel and other costs.

—Lavish or resort-type locations and accommodations should be avoided. Compo-
nent heads are required to approve in writing if the facility gives the appear-
ance of being lavish or is a resort location, and this Component Head approval
cannot be delegated.

—Components must restrict the number of people traveling to conferences to the
minimum necessary to accomplish the official purpose.

—Components must ensure the selected lodging location is within per diem rates.

—Meals should be provided on an infrequent basis and only as a working meal
when necessary to accomplish the purpose of the event. Refreshments should
be kept to an absolute minimum. Grantmaking organizations should instruct
grant recipients that DOJ grant funding is not be used for lavish food, refresh-
ments, or entertainment purposes.

—Components must ensure that travelers are aware of their responsibility to re-
duce per diem when meals are provided at the conference.

—Components must ensure that reporting of costs for all non-Federal facility
events and conferences are submitted by Component Heads no later than 45
days following the close of each fiscal quarter.

In addition, my office submits to the inspector general a report of conferences held
by DOJ. The report is submitted on a quarterly basis. OIG is concluding an audit
of DOJ’s fiscal year 2008 and 2009 conference reports. DOJ will address any areas
of weakness identified by this internal review.

By establishing a uniform policy across DOJ, regularly reminding senior manage-
ment and staff of the importance of fiscal prudence, and reviewing past perform-
ance, the Department is able to assure the American people that their money is
being well spent.

Question. American families are tightening their belts in this tough economy.
V%hat?are other ways that DOJ can tighten its belt and clean up waste, fraud, and
abuse?

Answer. Within DOJ, we regularly examine opportunities for savings and effi-
ciencies as part of our day-to-day operations. In addition, DOJ instituted a formal
review of savings and efficiencies in fiscal year 2010. On July 22, 2010, the Attorney
General established a Department Advisory Council for Savings and Efficiencies
(SAVE Council). The SAVE Council develops and reviews Department-wide savings
and efficiency initiatives and monitors component progress to ensure positive results
for cost savings, cost avoidance, and efficiencies. In addition, the SAVE Council has
provided a framework to identify and implement best practices for saving taxpayer
dollars, realizing efficiencies, and monitoring our savings progress. The SAVE Coun-
cil institutionalizes DOJ’s pilot savings efforts that began in June 2009. Through
fiscal year 2010 the SAVE Council has directed more than $39 million in savings
throughout DOJ in areas ranging from double-sided printing to consolidated pro-
curements which have leveraged the Department’s buying power.

The fiscal year 2012 budget funds DOJ’s critical missions in a fiscally responsible
manner. Resources requests for the Department’s highest-priority programs have
been offset by administrative and programmatic savings. In total, $1.9 billion in pro-
gram and management offsets and rescissions were identified so as to lower our bot-
tom line without impacting mission or capability.

These offsets include administrative efficiencies and savings, task force and space
consolidations, a reduction of DOJ’s physical footprint, component-specific program
savings, IT project management efficiencies, relocation efficiencies, reductions to less
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effective grant programs, elimination of earmarks, and rescissions of prior year bal-
ances.

Beyond DOJ internal operations, the Attorney General chairs the Financial Fraud
Enforcement Task Force, an interagency task force established by Executive order
of the President to combat financial crime and fraud. It is the broadest coalition
ever brought to bear in confronting fraud. The mission of the Task Force is to im-
prove efforts across the Government and with State and local partners to investigate
and prosecute financial fraud, recover proceeds for victims, and address discrimina-
tion in the lending and financial markets.

DOJ will use all of the enforcement tools at our disposal to combat financial crime
and fraud in all its forms, including mortgage fraud, securities and investment
fraud, and procurement fraud, and to stop fraudsters who would attempt to take
advantage of our efforts at economic recovery.

The Congress’ financial support of our criminal and civil enforcement is critical
to protecting the American taxpayer’s hard earned money. Moreover, the amount of
taxpayer money restored to the United States Treasury through our criminal and
civil enforcement efforts far exceeds what we spend to recover that money.

PRISONS—THOMPSON PRISON FACILITY

Question. The 2012 budget request has $67 million for the Federal Prison System
to get up and running the Thomson Correctional Center in Illinois, which assumes
that the Congress will be able to provide $170 million this year to buy the facility.
Under the continuing resolution, buying Thomson is in jeopardy due to the rapidly
dwindling availability of funds.

I support our Federal investigators and prosecutors who are so very successful.
But this means Federal prison inmate population grows exponentially. In fact,
growth in that population has far outpaced growth in prison capacity and reached
grave proportions.

What are DOJ’s plans for the immediate future—to relieve dangerous over-
crowding now—not only this year but beyond?

Answer. At the same time, DOJ has proposed sentencing reforms that will slow
the rate of Federal inmate prison population growth in the long-term. The legisla-
tive proposals continue to provide inmates with incentives for good behavior as well
as to participate in programming proven to reduce the likelihood of recidivism. The
proposed sentencing reforms include an increase in the amount of credit an inmate
can earn for good behavior and a new sentence reduction credit, which inmates can
earn for participation in education and vocational programming.

Question. How would purchasing the Thomson facility—or any other prison facil-
ity—address BOP crowding?

Answer. In general, increasing capacity—either by acquiring and renovating exist-
ing structures, expanding existing facilities where infrastructure permits, or con-
structing new prison facilities—reduces crowding. In particular, the Thomson acqui-
sition will allow BOP to add high-security administrative bed space expeditiously
and at a lower cost than construction of a new administrative/high-security facility.

Acquisition and full activation of the Thomson facility by fiscal year 2012 would
reduce inmate crowding in BOP high-security institutions from the current 51 per-
cent to 38 percent over rated capacity. Without the acquisition, crowding in BOP
high-security institutions would increase to 63 percent over rated capacity. The
Thomson facility is unique and suitable for the BOP’s needs since it was built spe-
cifically to house maximum security inmates. The number of Administrative Max-
imum (ADX) beds available in BOP facilities has not increased since ADX Florence
was activated in 1994, when the total inmate population was 95,000. Thus, in addi-
tion to housing general population high-security inmates, USP Thomson would also
be used by the BOP to house a number of inmates with ADX custody, other inmates
who have proven to be difficult to manage and inmates who are designated for Spe-
cial Management Units (SMUs). Conditions of confinement for SMU inmates are
more restrictive than for general population inmates. The Thomson facility would
provide the physical structure and security to appropriately house inmates who are
designated for SMU placement. The Thomson facility has 1,600 cells, of which the
BOP anticipates using 400 for ADX type inmates (400 single-bunked beds). The re-
maining cells would yield 1,500 beds at high-security rated capacity. However, the
actual number of SMU inmates housed there would probably be much higher given
the current and projected crowding levels.

Question. The fiscal year 2011 budget request had $170 million to purchase Thom-
son, but now I'm told the facility could cost upwards of $220 million, simply to buy.
What is the actual cost to buy the Thomson facility and on what is this cost based?
What factors have contributed to the cost difference between what DOJ estimated
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in the fiscal year 2010 budget request to purchase the Thomson facility and what
subsequent appraisals done by both the State of Illinois and the Federal Govern-
ment now estimate the cost to be? Will the increase in cost to buy the facility in-
crease the amount needed to make the necessary renovations and outfitting for it
to meet Federal requirements for an ADX USP?

Answer. The cost to buy the Thomson Correctional Center has been negotiated by
DOJ and State of Illinois representatives; $165 million has been agreed upon. The
negotiated cost is based on current professional appraisals ordered by the U.S. Gov-
ernment.

The main factor contributing to the cost difference is that the fiscal year 2011
budget request was an estimate based on previous construction cost rather than cur-
rent professional appraisals of the actual value of the Thomson facility, which were
not available at the time the budget was developed.

No, the cost identified in the fiscal year 2011 budget included the estimated cost
to purchase Thomson, an estimate of the amount necessary to renovate it and also
an estimate to begin activation of the facility. An increase in the purchase price will
not cause the cost of renovations or the activation to increase or decrease. However,
the length of time that Thomson remains inactive may impact renovation costs. We
note that BOP has a critical need for penitentiary prison capacity and this is an
extremely cost advantageous means of acquiring that critical bedspace.

PRISONS—OVERCROWDING

Question. I understand that DOJ would house at the Thomson facility—once pur-
chased, renovated, and outfitted as an ADX USP—high-security inmates, some
Supermax inmates, and inmates designated for Special Management Units (SMU).
I am also concerned about the current crowding rate at high-security institutions.
By the end of 2012, DOJ expects 227,000 inmates incarcerated in BOP institutions
nationwide.

What is the current crowding rate in Federal prisons?

Answer. As of April 21, 2011, BOP institutions are operating at 37 percent over
rated capacity system-wide and at the following rates by security level:

—High security, 51 percent over rated capacity;

—Medium security, 42 percent over rated capacity;

—Low security, 39 percent over rated capacity; and

—Secure female, 47 percent over rated capacity.

Question. What does it mean for staff and inmate safety?

Answer. BOP faces continued challenges as the inmate population continues to
grow. BOP facilities are operating at 37 percent above rated capacity system-wide.
More than 174,000 Federal inmates (81.5 percent of the total inmate population) are
imprisoned in BOP-operated facilities intended to house about 127,000 inmates. The
remainder, more than 39,500 inmates (18.5 percent), are in contract care, including
privately operated secure facilities, facilities managed by State and local govern-
ments, residential re-entry centers, or home confinement.

A 2006 BOP study found that an increase in prison crowding (the percentage of
inmates above rated capacity) could lead to increases in serious assaults. The study
concluded that an increase of one inmate in a Federal prison’s inmate-to-custody
staff ratio increases the prison’s annual serious assault rate, by 4.5 per 5,000 in-
mates. The fiscal year 2012 President’s budget supports both system capacity expan-
sion and staffing increases, which are important tools in addressing crowding and
providing safer environments for both staff and inmates.

Further, it is critical to acquire high-security bed space, such as that potentially
provided by Thomson, to alleviate crowding at the upper security levels (42 percent
and 51 percent over rated capacity at medium- and high-security facilities, respec-
tively). The combined inmate population confined in medium- and high-security fa-
cilities represents nearly 40 percent of the entire inmate population. At the higher-
security levels, more than 70 percent of the inmates are drug offenders, weapons
offenders, or robbers, another 10 percent have been convicted of murder, aggravated
assault, or kidnapping, and one-half of the inmates in this population have sen-
tences in excess of 12 years. Furthermore, nearly 70 percent of high-security in-
mates have been sanctioned for violating prison rules, and more than 90 percent
have a history of violence. One out of every six inmates at high-security institutions
are gang affiliated. There are much higher incidences of serious assaults by inmates
?n ?taff at medium- and high-security institutions than at the lower-security level
acilities.

Question. Can you help the subcommittee understand the impact that would be
made on this problem by having the additional bed space at Thomson or other pris-
ons you have ready for activation or may want to purchase?
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Answer. Currently, more than 174,000 Federal inmates are in facilities operated
by BOP, and these facilities have a rated capacity of only about 127,000 beds. Ac-
quiring an existing higher-security institution would be the quickest and most eco-
nomical means to add bed space. The Thomson facility would add 1,600 cells for
SMU and ADX inmates, thereby freeing up high-security bed space that is now
being used at existing institutions for these type inmates. Acquisition and full acti-
vation of the Thomson facility by fiscal year 2012 is expected to reduce inmate
crowding in BOP high-security institutions from the current 51 percent to 38 per-
cent over rated capacity.

There are no other high-security facilities under construction. However, BOP has
three prisons (Federal Correctional Institution [FCI] Mendota, California; FCI Ber-
lin, New Hampshire; and Secure Female FCI Aliceville, Alabama) for which con-
struction has already been completed or will be completed in fiscal year 2012. Con-
struction is complete at FCI Mendota and FCI Berlin, and construction at the Se-
cure Female FCI Aliceville is scheduled for completion in November 2011. FCI
Mendota and FCI Berlin facilities will each add 1,152 male medium-security and
128 minimum-security work camp beds to capacity. These facilities currently remain
unopened because funds are needed to begin or continue the activation process.
When operational funding is received, the Secure Female FCI Aliceville will add
1,792 beds for female inmates. Together, these three newly constructed prisons total
more than 4,350 additional prison beds which could be utilized to ease high levels
of inmate overcrowding in BOP institutions if activation funding is provided as re-
quested in the fiscal year 2012 President’s budget.

Question. Why does DOJ’s budget request include no additional funding for new
prison construction projects or to purchase existing prison facilities in fiscal year
2012? Does DOJ anticipate including such funding in its requests for fiscal year
2013 and beyond? What level of prisons do you anticipate will be shovel ready come
2012 and beyond, how long will it take to build and get those facilities online, and
how will those facilities alleviate prison overcrowding?

Answer. While the fiscal year 2012 President’s budget does not include new con-
struction funds for BOP, nearly $185 million is requested to continue or begin five
new prison activations. In total, these prisons will add more than 7,500 prison beds
to the Federal Prison System from fiscal year 2010 through fiscal year 2012. Fur-
ther, the administration proposed legislative changes to increase the amount of sen-
tence-reducing credits that inmates can earn for good behavior. This is the right
thing to do. It will also help address prison population growth and potentially allevi-
ate crowding in the long term.

For fiscal year 2013 and beyond, DOJ will continue to review, analyze and make
recommendations on BOP’s budget requirements.

BOP has seven partially funded projects in the site and planning phase that re-
quire additional funding to move forward to award a construction contract. Two of
the proposed projects are to construct medium security FCIs and five are to con-
struct high-security USPs. Exhibit O, Status of Construction, in the fiscal year 2012
President’s budget request for buildings and facilities gives additional information
on these projects.

By the end of fiscal year 2018, when all of these planned institutions could be
fully activated, pending future funding availability, inmate crowding is projected to
be 55 percent at medium-security and 14 percent at high-security levels (this esti-
mate includes the proposed capacity for Thomson). However, without Thomson and
the five USPs above, the BOP estimates high-security crowding would increase to
61 percent over rated capacity.

PRISONS—UNDERSTAFFING

Question. Understaffing of prisons puts prison guards and inmates at great risk.
The number of correctional guards who work in Federal prisons, however, is failing
to keep pace with this tremendous growth in the prison inmate population.

The Federal Prison System is currently staffed at an 89 percent level, as opposed
to 95 percent staff levels in the mid-1990s. BOP says the minimum staffing level
for maintaining safety and security should not be less than 90 percent. The current
BOP inmate-to-staff ratio is 4.8 inmates to 1 staff member, versus the 1997 inmate-
to-staff ratio of 3.6 to 1.

The President’s 2012 request for BOP provides funding to hire an additional 1,800
correctional staff, including 823 correctional officers, in BOP facilities. Will this ad-
dress the shortfall in staffing?

Answer. The fiscal year 2012 President’s request supports a critical need to in-
crease 1,200 staff at existing Federal prisons and requests additional positions for
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the activation of three new prisons. If the fiscal year 2012 President’s request is en-
acted, BOP estimates it would provide staffing at 90 percent of the authorized level.

Question. If the Congress fully funds the President’s request so that BOP may
hire new correctional staff, would this conflict with the Attorney General’s DOJ-
wide hiring freeze? Or would the Attorney General have to implement an exception
for BOP to hire new correctional staff?

Answer. DOJ has not yet determined if the fiscal year 2011 hiring freeze will be
extended to fiscal year 2012. However, if the fiscal year 2012 President’s request
were fully funded for BOP and a DOJ-wide hiring freeze was in place, then BOP
would seek an exception from the Attorney General to hire new correctional staff.

Question. There have been numerous assaults on prison guards, including an inci-
dent at a BOP facility when an inmate stabbed an officer seven times. What steps
are you taking to protect officers in BOP facilities?

Answer. BOP employs many management techniques to prevent and suppress in-
mate violence. BOP has enhanced its population management strategies in a variety
of areas, including an improved inmate classification/designation system, more tar-
geted training of staff, intelligence gathering, gang management, controlled move-
ments, pre-emptive lockdowns, and proactive interventions to prevent violence and
other serious misconduct.

Beginning in fiscal year 2008, BOP began operating SMUs, targeting inmates who
have proven to be violent or confrontational, resistant to authority, and disrespectful
of institution rules. Designation to a SMU is considered when an inmate’s behavior
poses a threat to the safe and secure operation of BOP facilities.

Improvements have also been made in the architectural design of new facilities,
and a variety of security technologies (e.g., enhanced video cameras, improved body
alarms, stab-resistant vests, more sophisticated perimeter detection systems, etc.)
are now available. All of these changes and new technologies have helped staff to
monitor and supervise the growing number of inmates. Further, recent President’s
budgets, including the fiscal year 2011 and fiscal year 2012 requests, have sup-
ported staffing increases at existing institutions. Increasing staff in Federal prisons
improves the inmate-to-staff ratio, which results in better supervision and enhanced
prison security.

STATE AND LOCAL GRANTS MANAGEMENT

Question. DOJ awards billions of dollars in State and local law enforcement
grants each year. This year, we expect it to administer up to $3 billion in grants
alone. We must make sure OJP, the COPS office, and OVW have tools to get grants
out the door and monitor how those funds are spent.

Now that the Congress has a moratorium on earmarks and States and commu-
nities are facing budget cuts, do you expect dramatic increases in grant applications
for State and local programs?

Answer. DOJ has already experienced a significant increase in inquiries, visits,
and other requests for information from organizations that have traditionally re-
ceived earmarks. It is expected that this increased interest will be reflected in the
number of grant applications received.

Question. What is DOJ doing to improve accountability of taxpayer dollars when
processing and awarding grants?

Answer. Proper grants management is one of DOJ’s highest priorities, and we are
fully committed to ensuring that the grants process is transparent, fair, and man-
aged in a manner that avoids waste, fraud, and abuse.

Accounting for taxpayer dollars and overall grants management have been greatly
enhanced through the establishment of DOJ-wide Grants Management Challenges
Workgroup. This workgroup, created in February 2010, is an interagency initiative
established by the Office of the Associate Attorney General. Led by the Deputy As-
sociate Attorney General and consisting of representatives from COPS, OJP, and
OVW, the workgroup meets every 2 weeks to share information and develop con-
sistent practices and procedures in a wide variety of grant administration and man-
agement areas, including application review and award procedures, monitoring
guidelines, high-risk grantee criteria, and the expeditious handling of OIG grantee
audits. Additionally, the three components are sharing monitoring plans that will
better position each component to target those grantees who pose the greatest com-
pliance risk. In recent testimony, the OIG praised the efforts of this workgroup in
improving numerous areas of grant management, and thus improving the account-
ability of taxpayer dollars.

During the last 2 years, OJP, OVW, and COPS have also:

—Developed and provided DOJ-wide training, including ongoing training, to all

American Recovery and Reinvestment Act recipients. Issued our tribal grants
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under a single Coordinated Tribal Assistance Solicitation in 2010 and 2011, and
coordinated the application review and award process. Developed joint training
and technical assistance programs for tribal grantees. Developed and imple-
mented procedures for managing a DOJ-wide high-risk grantee designation pro-
gram to ensure that all high-risk grantees are treated consistently across DOdJ.
Developed a DOJ-coordinated monitoring plan to allow for maximum joint on-
site monitoring visits by DOJ grant program offices and OJP’s Office of the
Chief Financial Officer.

We also continue to seek ways to collaboratively develop tools for effective grants
management. For example, we are currently developing a DOJ-wide, online finan-
cial training tool for DOJ grantees. We also have, in draft form, a guide for grantees
that outlines OJP’s expectations for how grantees are to report on their accomplish-
ments that are funded by Federal dollars.

Question. Will you need additional resources to administer grants and ensure no
waste, fraud, or abuse in your grantmaking?

Answer. Yes. DOJ requires additional resources to fulfill its commitment to per-
form quality and complete grant monitoring across its grant programs to detect and
prevent waste, fraud, or abuse.

For OVW, the fiscal year 2012 President’s budget request includes an additional
$7 million and 32 positions. The funding requested is needed to properly administer
OVW’s grants workload and to transfer certain costs previously distributed to grant
programs to management and administration.

For COPS, the fiscal year 2012 President’s budget request includes an additional
$2.9 million and 22 positions. The funding requested will allow the COPS office to
have the staff and the systems in place to handle additional hiring grant awards
and to continue to efficiently monitor, maintain, and close grants awarded in pre-
vious fiscal years.

For OJP, the fiscal year 2012 President’s budget request includes $39.8 million
and 28 additional positions to meet responsibilities for OJP’s programs. Some of the
newly requested staff will support the implementation of the Adam Walsh Act,
while others are essential to fulfill OJP’s stewardship obligations. Just more than
$8 million of OJP’s S&E request would go to strengthen OJP’s Grants Management
System (GMS). GMS—through which practitioners file grants with OJP—is the
backbone of the OJP’s grants delivery system; but it is aging, and needless hours
are spent compensating for the inefficiencies of this system.

QUESTIONS SUBMITTED BY SENATOR DIANNE FEINSTEIN
EXTRADITIONS FROM MEXICO (DRUG CAUCUS)

Question. As Chairman of the Senate Caucus on International Narcotics Control,
I am convinced that there is no greater threat to Mexican drug traffickers than ex-
tradition to the United States.

Ninety-four drug trafficking organization leaders were extradited from Mexico to
the United States in 2010 and 107 were extradited in 2009. This is up from a mere
12 in 2000. Defendants who have been extradited to the United States often receive
significant sentences.

Over the past year, the Mexican Government has been particularly successful in
arresting high-profile drug traffickers. Fourteen top kingpins were arrested or killed
in 2010 and a total of 28,216 Mexican nationals and 342 foreigners were arrested
in the country on drug-related charges.

As the Mexican Government increases its enforcement efforts, what is the Depart-
ment of Justice (DOJ) doing to ensure that extraditions continue to expeditiously
take place?

Answer. DOJ shares your assessment that extradition is an important and power-
ful means of bringing drug traffickers and other criminals to justice, particularly as
Mexico undergoes the reform of its own criminal justice system. To ensure that ex-
traditions continue to take place expeditiously, this point is reiterated at every
meeting with our counterparts at every level of the Mexican Government. Extra-
dition 1s a vital piece of our comprehensive strategy to dismantle drug trafficking
organizations.

The Criminal Division’s Office of International Affairs (OIA) and its Attaché’s Of-
fice in Mexico City have primary responsibility for submitting requests for extra-
dition to Mexico and tracking the progress of extraditions of fugitives that are want-
ed for prosecution at both the State and Federal levels. With funding from the 2010
Border Security appropriations bill, DOJ increased OIA’s Mexico/Central American
team to 16 trial attorneys and eight paralegals and added another attaché to the
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United States Embassy in Mexico—the only post to which two OIA attorneys are
assigned—to support our increasing law enforcement cooperation with Mexico.

Moreover, Mexican officials, working closely with the U.S. Marshals Service
(USMS) and the Federal Bureau of Investigation (FBI), have used their authority
under their immigration laws to remove hundreds of U.S. citizen fugitives who can
be repatriated more expeditiously through deportation, as opposed to extradition.

In addition, USMS, Drug Enforcement Administration (DEA), and FBI have in-
creased their efforts to assist Mexico in locating fugitives wanted in Mexico. In 2003,
USMS established an office in Mexico City, which has been expanded from 2 to 5
inspectors; and added 10 additional positions at our Embassy and consulates, which
are being staffed now. Moreover, the work of our permanent USMS staff assigned
to Mexico is frequently supplemented by temporary duty officers and the 50-person
USMS Mexico Investigative Liaison program, which focuses on fugitives cases with
Mexico and along our Southwest Border.

In light of our increased successes and the increased volume of our work, the
U.S.-Mexico Fugitive Working Group meets twice yearly to review pending cases,
address systemic problems, and work toward improved procedures and practices.
This working group is comprised of representatives from OIA, USMS, FBI, the De-
partment of State, and their Mexican counterparts.

The results of this increasing cooperation have been significant. As you note, Mex-
ico extradited 94 fugitives in 2010 (of these 94, 42 were wanted for drug trafficking
offenses, while the remaining fugitives were wanted mostly for violent or sexual as-
sault offenses, such as murder, rape, and physical or sexual child abuse), compared
to only 12 in 2000. As of April 2011, the number of extraditions from Mexico for
2011 is on track to meet or exceed that number.

Quesf)ion. Are extraditions keeping up with the pace of high-profile arrests in
Mexico?

Answer. Extraditions from Mexico to the United States have improved signifi-
cantly over the last few years. In the past 2 years, Mexico has extradited 201 fugi-
tives to the United States, making Mexico one of the United States’ most active ex-
tradition partners. Among those extradited are several high-value fugitives, includ-
ing some associated with notorious Mexican drug trafficking organizations, such as
the gulf, Arellano Felix, and Sinaloa cartels. Some of the most notable since the be-
ginning of 2009 include:

—February 2009 extradition of Miguel Angel Caro-Quintero, who led the family
drug organization after the arrest of his brother Rafael Caro-Quintero (who was
complicit in the kidnapping, torture, and murder of DEA Special Agent Enrique
Camarena);

—dJanuary 2010 extradition of Jesus Navarro Montes, charged with the 2008 mur-
der of Customs and Border Protection Agent Luis Aguillar and with drug con-
spiracy;

—February 2010 extradition of Sinaloa cartel leader and DEA fugitive Vicente
Zambada-Niebla (son of Ismael Zambada-Garcia);

—March 2010 extradition of Oscar Arriola Marquez, a designated Foreign Nar-
cotics Kingpin;

—April 2010 extradition of Juan Jose Quintero Payan, former head of the Juarez
cartel, who had been in Mexican custody since 1999;

—May 2010 extradition of Mario Villanueva Madrid, former Governor of Quintana
Roo and alleged abettor of the Juarez cartel, on drug, money laundering, and
bribery charges;

—dJune 2010 extradition of Pedro Bermudez Suaza, a.k.a. “El Arquitecto”, who or-
chestrated the smuggling of cocaine from Medellin, Colombia, to Mexico;

—dJanuary 2011 extradition of Sinaloa Cartel leader and DEA fugitive and Con-
solidated Priority Organization Target (CPOT) Oscar Nava Valencia, a.k.a. “El
Lobo”; and

—March 2011 extradition of CPOT Esteban Rodriguez Olivera.

Extradition of high-profile fugitives, however, depends significantly on the ability
of Mexican authorities to first locate and arrest them. (In the extradition context,
those initial arrests are referred to as “provisional arrests” pending extradition.) The
location and arrest of high-profile fugitives can be very challenging and dangerous.
USMS, FBI, and other U.S. law enforcement agencies provide critical intelligence
and technical support to their Mexican counterparts in these efforts by developing
and sharing information on fugitives’ whereabouts.

However, once fugitives are arrested, we find that the extradition process in Mex-
ico can be lengthy, litigious, and often formalistic. In some cases, it can take several
years before a fugitive exhausts all of his or her appellate rights and is extradited
to the United States. In other cases, extradition principles akin to our double jeop-
ardy restrictions can limit or complicate Mexico’s ability to extradite major figures
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who are also charged in Mexico. Thus, we expect that continuing to pursue the ex-
tradition of significant cartel targets from Mexico will be a resource-intensive en-
deavor for our staff in OIA and the Federal prosecutors with whom they work. At
the same time, DOJ will continue its work—at both leadership and staff levels—
to work with our Mexican counterparts to expedite and streamline the extradition
process when possible.

QUESTION SUBMITTED BY SENATOR BEN NELSON
CUTS TO STATE AND LOCAL ASSISTANCE

Question. As I mentioned during the March 10, 2011 hearing, I believe we need
to work together to exercise serious spending restraint in the current fiscal climate.
We all know we have to cut back. In reviewing the Department of Justice’s (DOJ)
fiscal year 2012 budget request, State, local, and tribal assistance programs seem
to take a particularly significant cut while other areas of your budget see increases.
Specifically, these cuts impact programs such as Regional Information Sharing Sys-
tems, a multi-state, multi-jurisdictional program responsible for many law enforce-
ment successes in Nebraska and across the country. As the fiscal year 2012 budget
and appropriations process proceeds I hope to work with your Department to iden-
tify meaningful cuts while prioritizing those programs that are most relevant to
DOJ’s core missions.

It appears there will be a serious discussion this year to cut total domestic discre-
tionary funding back to fiscal year 2008 levels. Perhaps that will not happen in fis-
cal year 2012, but rather fiscal year 2013, as suggested by the President’s fiscal
commission. As you know, that would mean a nearly 15 percent cut to DOJ.

My question is, if you had to get back to 2008 levels, where would you cut specifi-
cally? And what practical effect would those cuts have on DOJ and your mission?

Answer. At the fiscal year 2008 funding level, DOJ would be cut to a level that
would have serious consequences for the American public. For 2011, DOJ’s discre-
tionary budget is $26.9 billion. In 2008, the discretionary budget was $23 billion.
DOJ would need to cut $3.9 billion from the 2011 full-year continuing resolution
level if funding is reduced to 2008 levels.

This shortfall is further intensified when compared to DOJ’s true operational re-
quirements for 2012, which reflect compulsory cost increases associated with main-
taining the prisons and detention systems and safeguarding resources to perform
our national security responsibilities. DOJ would be forced to cover mandatory pris-
on and detention costs at the expense of other critical law enforcement and prosecu-
torial priorities.

Currently, there are approximately 63,000 detainees in Federal custody awaiting
sentencing, which is 11 percent higher than the 2008 population. Without the addi-
tional resources provided to the Office of the Federal Detention Trustee since 2008,
DOJ would be unable to pay for mandatory detention costs and would be forced to
turn away additional detainees remanded to Federal custody.

Because DOJ’s total budget is nearly 60 percent salaries and benefits, with the
other portion largely consumed by “mandatory” prison and detention costs, as well
as fixed costs such as rent and utilities, the Department will lose staff if funded at
the 2008 levels. This would impact national security, and traditional law enforce-
ment and litigating missions. DOJ’s ability to respond to continuously evolving
threats and emergencies—such as the Deepwater Horizon oil spill and the Tucson,
Arizona shootings—would be severely threatened.

Reductions to the national security workforce could leave our Nation vulnerable
to attacks in a time when we are experiencing a spike in national security incidents.
New intelligence analysts would be eliminated, hindering domain management, col-
lection management, HUMINT collection, tactical intelligence, and intelligence pro-
duction and dissemination capabilities.

Funding reductions would also result in the elimination of hundreds of counter-
intelligence and counterterrorism agents.

Simply put, fewer agents mean fewer investigations of national security threats,
drug trafficking, cyber intrusions, child pornography, human trafficking, financial
scams, and a host of other crimes under the jurisdiction of the Federal Government.
Fewer attorneys mean fewer prosecutions for criminal offenses. Finally, DOJ would
be forced to reduce grants to our State, local, and tribal law enforcement partners.
For example, the COPS hiring program, which places more cops on the beat in local
jurisdictions to tackle violent crime, would be reduced and fewer officers would be
funded. This would impact the ability of many law enforcement agencies in Congres-
sional Districts across the country to provide safe streets and communities.
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QUESTIONS SUBMITTED BY SENATOR MARK PRYOR
PROBLEM-SOLVING COURTS

Question. Can you describe your commitment to ensuring that problem solving
courts remain strong and effective?

Answer. The Office of Justice Programs (OJP) has funded drug courts since 1995.
The President’s fiscal year 2012 budget proposes to consolidate the Mentally Ill Of-
fender Act and Drug Court programs into a new Problem Solving Courts program
that will provide greater flexibility in using these funds. The fiscal year 2012 budget
request for the consolidated program equals the fiscal year 2010 enacted level for
the two separate programs.

OJP has made a total of 2,609 drug court awards to 1,853 different drug court
programs. In the last 2 fiscal years, OJP has been able to fund more than 50 per-
cent of all eligible applicants, which represents a very high funding rate. Of the
drug court programs funded under OJP, 95 percent are still operational today.

In fiscal year 2010, OJP placed a priority on building the capacity of existing drug
courts to increase participation rates. The statutory provisions of the JAG formula
allow State, local, and tribal jurisdictions to support drug courts. The Problem Solv-
ing Courts program will allow State, local, and tribal grantees increased flexibility
to fund evidence-based strategies that address unique local needs and expand col-
laboration among drug courts, mental health, and substance abuse providers. Pro-
grams funded under the new Problem Solving Courts initiative may serve as models
to other courts nationwide.

Question. Are the limited resources that are available for problem solving courts
adequate for handling the huge case loads these courts have?

Answer. The priorities of the Problem Solving Courts program are to:

—support States, tribes, and localities by funding evidence-based grants gen-

erated around best practices;

—merge funding streams with funding from other Federal agencies to maximize

resources;

—target problem solving court resources for offenders and practices, which re-

search has shown to most improve public safety and reduce recidivism; and

—explore how to bring problem solving principles to scale in general jurisdiction

courts.

The recently completed Multi Adult Drug Court Evaluation overseen by the Na-
tional Institute of Justice has provided insight regarding how offenders benefit from
the program. In fiscal year 2011, resources are targeted to those drug courts that
aim to serve offenders with both high criminogenic risks and substance abuse treat-
ment needs.

In fiscal year 2010, OJP began collaborating with the Department of Health and
Human Services, Substance Abuse and Mental Health Services Administration,
Center for Substance Abuse Treatment to administer the Enhancing Adult Drug
Court Services, Coordination, and Treatment grant program. The purpose of this
streamlined funding program is to enhance drug court capacity by inviting jurisdic-
tions to submit one application to fund a comprehensive strategy to address both
criminal justice and substance abuse treatment services. This interagency funding
partnership maximizes Federal resources at the State, local, and tribal levels.

The proposed Problem Solving Court program would provide even greater flexi-
bility in meeting jurisdictional needs based on their own resource gaps and will as-
sist OJP in exploring with jurisdictions innovative ways to bring problem solving
principles to work in general jurisdiction courts. While this program, with limited
funding, will not be able to fully meet the needs of the jurisdictions, it can help
court systems determine how to address these challenges in a systematic fashion.

Question. It’'s my understanding that in fiscal year 2010, the Methamphetamine
Enforcement and Cleanup program received $40.3 million through the Community
Oriented Policing Services (COPS) program. Of this $40.3 million, $10 million was
transferred to the Drug Enforcement Administration (DEA) to administer these
meth cleanup funds. The $10 million has been spent and no funds are currently
available through this program to assist with the cleanup of meth sites. The Presi-
dlent’s fiscal year 2012 budget request zeros out methamphetamine enforcement and
cleanup.

I am concerned that without this dedicated funding from the DEA that local law
enforcement agencies will not be able to bear the cost of cleanup. This could result
in openly contaminated meth labs not being cleaned up.

Can you provide additional details about how this program has worked in the past
and why the choice was made to cut funding that would support the cleanup of
these meth sites?
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Answer. For a number of years, DEA received funding through the COPS program
to administer various contracts across the country that provide specialists to remove
the hazardous waste and chemicals found at illegal drug laboratories. The contrac-
tors that perform the actual cleanup services have been properly trained and li-
censed and are required to submit background security applications to determine
their suitability to conduct this type of sensitive work.

The entire Federal Government is being asked to tighten its belt and make tough
decisions on programs that can be consolidated, reduced, or eliminated. The elimi-
nation of the funding for the COPS methamphetamine enforcement and cleanup
program represents just one of the difficult decisions DOJ had to make in the for-
mulation of the 2012 budget.

DEA will continue to clean up the labs it investigates with funding from the As-
sets Forfeiture Fund. In addition, State and local agencies have a few options for
dealing with these labs. One option is for them to use Byrne Justice Assistance
Grant funding from the Bureau of Justice Assistance for lab cleanup. Also, several
States (Alabama, Kentucky, Illinois, Indiana, and Oklahoma) already have container
programs set up that allow State and local law enforcement officers to expedite the
removal of seized chemicals from clandestine laboratory sites to temporary secure
containers pending removal by a contractor. These programs lower the cost of clean-
up. DEA is willing to provide technical assistance to any other States that want to
implement the container program.

Question. Do you have concerns that a lack of funding for local law enforcement
agencies could lead to an increase in the number of openly contaminated meth labs
that are not cleaned up?

Answer. DOJ understands it will be a challenge for the States to address this new
responsibility, and we will provide all of the assistance we can. DEA has a clandes-
tine lab training facility at its Academy in Quantico, Virginia. At this facility, DEA
trains Federal, State, local, and foreign law enforcement officials on the latest tech-
niques in clandestine laboratory detection, enforcement, and safety. In fiscal year
2010, the Clandestine Laboratory Training Unit conducted training for a total of
1,306 State and local law enforcement officers.

In addition, State and local agencies have a few options for dealing with these
labs. One option is for them to use Byrne Justice Assistance Grant funding from
the Bureau of Justice Assistance for lab cleanup. Also, several States (Alabama,
Kentucky, Illinois, Indiana, and Oklahoma) already have container programs set up
that allow State and local law enforcement officers to expedite the removal of seized
chemicals from clandestine laboratory sites to temporary secure containers pending
removal by a contractor. These programs lower the cost of clean-up. DEA is willing
to provide technical assistance to any other States that want to implement the con-
tainer program.

Question. How will DOJ work with local law enforcement agencies in the future
to ensure that our citizens are properly protected from such dangers?

Answer. DEA continues to work collaboratively with State and local law enforce-
ment agencies to protect citizens from drug threats. Further, State and local agen-
cies have a few options for dealing with clandestine lab cleanup. One option is for
them to use Byrne Justice Assistance Grant funding from the Bureau of Justice As-
sistance. Also, several States (Alabama, Kentucky, Illinois, Indiana, and Oklahoma)
already have container programs set up that allow State and local law enforcement
officers to expedite the removal of seized chemicals from clandestine laboratory sites
to temporary secure containers pending removal by a contractor. These programs
lower the cost of clean-up. DEA is willing to provide technical assistance to any
other State that wants to implement the container program.

DEA also has a clandestine laboratory training facility at the DEA Academy in
Quantico, Virginia. At this facility, DEA trains Federal, State, local, and foreign law
enforcement officials on the latest techniques in clandestine laboratory detection,
enforcement, and safety. In fiscal year 2010, the Clandestine Laboratory Training
Unit conducted training for a total of 1,306 State and local law enforcement officers.
DEA will continue some State and local clan lab training during fiscal year 2011
with funding available from COPS. In addition to the clandestine lab training facil-
ity at Quantico, DEA has two Tactical schools and one Site Safety School scheduled
in 2011. Tactical training is designed for officers involved in clandestine laboratory
raids but who have limited training and experience, and Site Safety School is de-
signed to certify attendees as Clandestine Laboratory Site Safety Officers. Advanced
assessment and investigative techniques are also taught at this school.
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QUESTIONS SUBMITTED BY SENATOR KAY BAILEY HUTCHISON
THE PRESIDENT'S ANNOUNCEMENT ON GUANTANAMO DETAINEE TRIALS

Question. Attorney General Holder, in July 2009, the Guantanamo Task Force es-
tablished a system for the evaluation and referral of detainees for prosecution. In
November 2009, you announced that the 9/11 hijackers were going to be tried in
civilian courts, while the U.S.S. Cole suspect was going to be tried via military com-
mission. Monday’s announcement expressly referred to a military commission trial
for the U.S.S. Cole bomber.

What change does this really signal other than an end to the delay, if the person
who was slated for military commission trial 18 months ago is merely going to be
tried via military commission?

Answer. The administration, working on a bipartisan basis with Members of Con-
gress, successfully enacted key reforms to the military commission process in the
Military Commissions Act of 2009. These reforms included a ban on the use of state-
ments obtained as a result of cruel, inhuman or degrading treatment, and a better
system for handling classified information, among others. As a result of these re-
forms, the Department believes the military commissions can deliver fair trials and
just verdicts and will meet constitutional standards. That said, it is essential that
the government have the ability to use both military commissions and Federal
courts as tools to keep this country safe.

Question. Second, does this mean the 9/11 conspirators, including Khalid Sheikh
Mohammed, are going to be tried via military commission as the Bush administra-
tion was in the process of doing before the Obama administration reversed course
and cancelled those proceedings in January 2009?

Answer. Since these questions were presented, and after the passage of the fiscal
year 2011 National Defense Authorization Act, a final decision was made to try sev-
eral alleged 9/11 conspirators, including Khalid Sheikh Mohammed, by military
commission.

Question. Have any decisions been made regarding the 9/11 conspirators trial
venue—for example, has a final decision been made that they will not be tried in
a U.S. civilian court in New York or elsewhere?

Answer. Since these questions were presented, and after the passage of the fiscal
year 2011 National Defense Authorization Act, a final decision was made to try sev-
eral alleged 9/11 conspirators, including Khalid Sheikh Mohammed, by military
commission.

Question. You told the House Appropriations Committee last spring that the
Khalid Sheikh Mohammed decision was coming soon. We are now at more than a
year later. How long will the families of the victims of 9/11 have to wait before you
decide where to try these terrorists? This isn’t a new question, and it wasn’t a sur-
prise when you took the job of Attorney General. It will be 10 years in September,
so how long?

Answer. Since these questions were presented, and after the passage of the fiscal
year 2011 National Defense Authorization Act, a final decision was made to try sev-
eral alleged 9/11 conspirators, including Khalid Sheikh Mohammed, by military
commission.

FORT HOOD SHOOTINGS

Question. The Senate Homeland Security and Government Affairs Committee
issued a report on the events surrounding the shootings at Fort Hood that took
place in November 2009. The report criticizes the Federal bureau of investigation
(FBI), citing that FBI field offices failed to recognize warning signs that Nidal Malik
Hasan was a threat. The report also concluded that FBI had sufficient information
to detect that he was a “ticking time bomb” who had been radicalized to violent
Islamist extremism, but failed to understand and act on it. FBI has been provided
significant funding since 9/11 to bolster its intelligence program which includes the
hiring and professionalizing its intelligence analyst workforce. According to the re-
port, FBI failed to use its analysts in this situation.

Next month FBI Director Mueller will appear before this subcommittee and I plan
to take this matter up with him, but I'm interested in hearing from you too.

What is your response to this report and what has DOJ, and FBI, done in re-
sponse to the Fort Hood shootings?

Answer. During the internal FBI review undertaken immediately after the attack
at Fort Hood, FBI identified several of the areas of concern outlined in the report
and, as noted in the report, has implemented changes to its systems and processes
to address them. FBI will review each of the report’s recommendations and adopt
them, as appropriate.
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While concluding that FBI’s transformation to an intelligence-driven organization
remains a work in progress, the report recognizes FBI’s substantial progress and
many successes, led by Joint Terrorism Task Forces (JTTFs), in disrupting terrorist
plots by homegrown extremists.

In addition, at the request of FBI Director Mueller, Judge William H. Webster is
conducting an independent, outside review of FBI's actions with respect to Fort
Hood. Judge Webster and his team are evaluating the corrective actions taken to
determine whether they are sufficient and whether there are other policy or proce-
dural steps FBI should consider to improve its ability to detect and prevent such
threats in the future.

DOJ supports FBI in its efforts to evaluate the Fort Hood shooting and to take
the appropriate actions in response to the findings of the reviews that have been
conducted in its wake.

Que?stion. What changes have you made to ensure this tragedy does not happen
again?

Answer. Immediately after the tragedy, FBI Director Robert Mueller ordered a
preliminary review of FBI’s actions, as well any relevant policies and procedures
that may have guided FBI’s actions before the shooting. In addition, the Director
asked for recommendations as to what changes should be made as a result of that
review.

On December 8, 2009, Director Mueller asked Judge William H. Webster to con-
duct a more comprehensive, independent review of FBI policies, practices, and ac-
tions. That review is currently underway. The goal of these reviews is to look at
both the actions of individuals involved and the systems in place at the time of the
tragic events at Fort Hood, and to ensure that investigators have the tools they need
to effectively carry out their responsibilities in today’s evolving threat environment.
The paramount concern in this process is to make sure that the systems and policies
that are in place support public safety and national security.

In addition, as a result of the internal review, FBI identified four areas for imme-
diate adjustment and improvement.

Protocols With the Department of Defense (DOD)

Although information-sharing has dramatically improved since September 2001,
there is still room for improvement in certain areas, especially given the changing
nature of the terrorist threat, and the need to constantly recalibrate approaches and
responses. Working with DOD, FBI has formalized a process for centrally notifying
DOD of FBI investigations involving military personnel. This should streamline in-
formation-sharing and coordination between FBI and all components of DOD, where
appropriate, and as permitted by law. Improved processes for exchanging informa-
tion will help ensure that FBI task force officers, agents, and analysts have all
available information to further their investigations.

Additional Levels of Review

FBI determined that intelligence collected in connection with certain threats—
particularly those that affect multiple equities inside and outside the FBI—should
have a supplemental layer of review at the headquarters level. This redundancy in
the review process will limit the risk of human error by bringing a broader perspec-
tive to the review. In this way, FBI should have a better institutional understanding
of such threats.

Technological Improvements

During the course of the internal review, FBI identified information technology
improvements that should be made to its systems. Those improvements, which are
being engineered, should strengthen FBI agents’ and analysts’ ability to sift through
information by automatically showing certain connections that are critical to uncov-
ering threats.

Training for Members of JTTFs

FBI increased training for members of JTTFs to better ensure JTTF members
know how to maximize access to all available information and to best utilize exist-
ing tools to identify and link critical information. Specifically, JTTF Task Force Offi-
cer (TFO) training consists of three components:

—Orientation and operations training;

—Database training;

—and Computer-based training.

Training addressing legal restrictions that govern the retention and dissemination
of information was also expanded and strengthened.

The JTTF TFO Orientation and Operations Course (JTOOC) was established prior
to Fort Hood and has continued to evolve as training is evaluated to ensure the best
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possible instruction is provided to TFOs. JTOOC is now a 5-day course designed to
develop a basic familiarization with counterterrorism investigations for all TFOs as-
signed to JTTFs. JTOOC classes are designed around a notional counterterrorism
case to facilitate discussion and participant interaction.

In fiscal year 2010, in response to the initial Fort Hood findings, the FBI Counter-
terrorism Division (CTD) mandated that JTTF members receive hands-on training
on key FBI databases and systems. Database training is now required for all JTTF
members including special agents, TFOs, Intelligence Analysts and other personnel
assigned to JTTFs who have access to systems and conduct investigative work.

FBI provides computer-based training to its employees via the FBI Virtual Acad-
emy system. CTD has identified 12 specific Virtual Academy training modules as
the baseline level of training for JTTF personnel. All personnel assigned to a JTTF
or working counterterrorism matters are required to complete these baseline train-
ing modules.

ICE AGENT SHOOTING IN MEXICO

Question. General Holder, as stated earlier, on February 15, U.S. Immigration
and Customs Enforcement (ICE) agent Jaime Zapata was murdered, and ICE agent
Victor Avila was wounded in an attack in Northern Mexico. The Bureau of Alcohol,
Tobacco, Firearms and Explosives (ATF) traced the murder weapon, where it was
linked to a sale in Dallas and three men were arrested in connection with the sale
of the weapon used in this incident.

In response to the shootings, DOJ created a joint task force to investigate the
shootings where FBI is the lead agency.

What can you tell us about the investigative efforts of this task force since this
tragic incident in Mexico?

Answer. Upon notification of the attack against the ICE agents, FBI immediately
organized a multi-agency task force located in Washington, DC, with a multi-United
States Federal agency Command Post (CP) at the United States Embassy in Mexico.
The task force and CP communicate daily regarding all facets of the investigation.
Additionally, numerous FBI field offices have organized multi-agency efforts to as-
sist in the investigation (Dallas, Houston, Las Vegas, Miami, Phoenix, and San An-
tonio to name a few). Through their Mexican liaison contacts, CP members have
gathered significant information and evidence regarding the perpetrators and ac-
complices of the ICE attack. Two of the alleged perpetrators have been transported
to the United States; those two and two others (a total of four) have been indicted
on multiple charges. The United States Government has presented the Government
of Mexico with the necessary documentation to transport two other alleged perpetra-
tors, including the leader of 1 of the 2 teams that attacked Agents Zapata and Avila.
As of now, 5 of the 8 individuals identified as perpetrators are in custody, either
in Mexico or the United States.

Mexican law enforcement officials are conducting a parallel investigation into this
incident. The Mexican Government and its agencies have an “open door” for all
United States requests for access to evidence, interviews, and support to our Em-
bassy personnel in conducting this investigation. Members of the Embassy staff
n}lleet dregularly with Mexican counterparts to ensure necessary information is
shared.

Question. Are Mexican law enforcement authorities cooperating and/or assisting
in this investigation?

Answer. Mexican law enforcement officials are conducting a parallel investigation
into this incident. The Mexican Government and its agencies have an “open door”
for all United States requests for access to evidence, interviews, and support to our
Embassy personnel in conducting this investigation. Members of the Embassy staff
nllleet dregularly with Mexican counterparts to ensure necessary information is
shared.

Question. Are discussions taking place to have the perpetrators extradited to the
United States for prosecution of this crime?

Answer. Yes, such discussions are taking place. The DOJ prosecution team, con-
sisting of two prosecutors from the U.S. Attorney’s Office in the District of Columbia
and two prosecutors from DOJ’s Criminal Division, has been working virtually
around the clock both here in Washington and on the ground in Mexico since the
tragic murder of Agent Zapada. United States prosecutors are in close contact with
the Mexican office of the Attorney General (PGR) to discuss progress in the case,
and DOJ officials at the highest levels have reached out to the Mexican Attorney
General and other PGR officials to discuss the need to have the perpetrators extra-
dited to the United States for prosecution. Our goal is to bring all of those involved
in the murder of Agent Zapada to justice in the United States.
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ATF’S NATIONAL INTEGRATED BALLISTICS IMAGING NETWORK (NIBIN)

Question. ATF’s budget cuts NIBIN (N-eye-bin) by nearly 50 percent, crippling
State and local law enforcement efforts investigating violent gun crimes. NIBIN has
received unequivocal support across multiple venues and national and international
law enforcement organizations. The President’s own national Southwest Border
Counterdrug and Violence Strategy calls for upgrading and modernizing ballistics
imaging technology. General Holder, you and President Obama have publicly stated
support for upgrading NIBIN and committed to data sharing along the Southwest
Border with Mexico.

Explain this proposed cut to a tool critical in solving violent gun crime and inves-
tigating violent crime along the Southwest Border and in Mexico?

Answer. The NIBIN program has supported DOJ’s nationwide efforts to inves-
tigate and prosecute gun-related crime. However, the entire Federal Government is
being asked to tighten its belt and make tough decisions on programs that can be
consolidated, reduced, or eliminated. The reduction of funding for ATF’s NIBIN pro-
gram represents just one of the difficult decisions DOJ had to make in the formula-
tion of the 2012 budget. ATF will work to minimize the impact to operations, both
along the Southwest Border and throughout the United States, as ATF scales back
the NIBIN program.

Question. State and local law enforcement have devoted significant time and effort
in building up the NIBIN database and the program is a force multiplier for more
than 200 NIBIN partners. Under this budget, more than 120 NIBIN sites will be
shut down.

If 120 sites are shut down, how and where will these jurisdictions have access to
the ballistics information they need to fight gun crime?

Isn’t that creating a huge void in the system?

Answer. Where feasible, ATF will consider relocating equipment in a regional
manner, so that State and local participants can still have access to NIBIN equip-
ment and databases. If there is significant interest from State and local agencies
to maintain the program, ATF may consider implementing a user fee or cost-sharing
proposal to ensure widespread access is available. State and local agencies will also
be able to submit evidence to an ATF laboratory for analysis and correlation, as ca-
pacity permits.

Question. How will this affect the day-to-day operations of law enforcement officer
investigating a gun crime?

Answer. Minimizing the impact to day-to-day operations will be one of the fore-
most goals as ATF scales back the NIBIN program. Law enforcement officers with-
out access to a NIBIN system can still submit ballistics evidence to ATF labora-
tories, as capacity permits. Additionally, through regionalization, the NIBIN pro-
gram will concentrate its efforts in high crime and high gun trafficking areas. It is
important to note that the ability of law enforcement officers to trace recovered fire-
arms will not be affected by the cuts to the NIBIN program.

ATF’S NIBIN—HOUSTON

Question. In 2009 in my home State of Texas, the Houston Police Department
Crime Lab Division used this technology to link firearms evidence in 12 different
investigations involving members of the La Tercera Crips (LTC) gang over a 10-
month period. The use of NIBIN and its underlying technology resulted in the arrest
of eight gang members. To supplement a portion of the cut to NIBIN, the request
proposes a “user fee”. Details of the “fee” are not clear but it would clearly be a new
cost to already cash-strapped State and local law enforcement agencies.

How would this user fee work?

Answer. The user fee or cost-sharing arrangement is still under development and
is not currently available; however, DOJ is aware of the tight fiscal environment
under which State and local partners are operating. Any user fee or cost sharing
proposed will be developed based on factors that are fair and appropriate to the ac-
tual costs of operating the program and its use by partners. The proposal will also
have to go through the traditional development process for regulations, including a
public comment period.

Question. Would State and local law enforcement be required to pay for access to
the NIBIN database?

Answer. If sufficient demand exists for the system and a fee or cost-sharing ar-
rangement is implemented, then State and local law enforcement would be asked
to pay for access. The cost sharing would be applied toward the maintenance and
software upgrade costs that are needed for the technology currently in use.

Question. What is the rationale behind shutting down more than one-half of this
program?
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Answer. The entire Federal Government is being asked to tighten its belt and
make tough decisions on programs that can be consolidated, reduced, or eliminated.
The reduction of funding for ATF’s NIBIN program represents just one of the dif-
ficult decisions DOJ had to make in the formulation of the 2012 budget. ATF will
work to minimize the impact to operations, both along the Southwest Border and
throughout the United States, as ATF scales back the NIBIN program. ATF will re-
duce underutilized sites and reorganize the remaining sites to focus on higher-im-
pact locations (such as the Southwest Border), allowing a smaller NIBIN program
to invest in newer technology while reducing existing maintenance costs for many
of the sites that have older, costlier technology.

Question. The Washington Post reported on January 31 that the initial proposal
from Office of Management and Budget (OMB) was to drastically cut the operations
of ATF. I'm gratified to see that DOJ successfully argued to restore most of the cuts
proposed by the White House, but I remain concerned about the cut to NIBIN. Re-
ducing funding to this ballistics tracing program by $10 million, almost cutting it
in half, seems like a dangerous cut that will leave State and local law enforcement
agencies without an important tool to catch violent criminals. We hear from DOJ
and DHS about how critical the need is to stop gun crimes in the United States
and the flow of guns to Mexico and other areas.

Will a new strategy for enforcing gun laws be proposed if this cut is enacted?

Answer. While the NIBIN system provides a useful tool in combating violent
crime and enforcing the Nations firearms laws, ATF uses a variety of intelligence
led enforcement initiatives to enforce firearms laws. The intelligence for these en-
forcement efforts comes from a number of sources, most notably crime gun trace
data accessible through ATF’s eTrace system. The eTrace system is separate from
the NIBIN system and the proposed cut will not hamper ATF’s ability to focus its
enforcement efforts through the use of crime gun trace data. Regionalizing the
NIBIN systems will help to ensure that the high crime and high gun trafficking
areas will still have systems available for them to enter their evidence and test ex-
hibits. The capability will still be available, if not locally then through the ATF lab-
oratories (as capacity permits).

Question. Does the Mexican Government participate in NIBIN?

Answer. ATF is currently working with the Government of Mexico to implement
a NIBIN system. The Government of Mexico has NIBIN equipment in their country
and is currently working with ATF to establish an MOU in order to share ballistic
data internationally. ATF and the United States Government have been working
with the Government of Mexico to come to agreement on the sharing of ballistic
data between the two countries.

LAW ENFORCEMENT WIRELESS COMMUNICATIONS (LEWC) 2

Question. The fiscal year 2012 request for the LEWC account is $103 million,
which keeps the older, legacy systems running. Last year, DOJ requested more than
$200 million, which would buy roughly $100 million in new radios and network
equipment. When we send agents from FBI, the Drug Enforcement Administration
(DEA), ATF, and the U.S. Marshals Service (USMS) to catch violent criminals, we
give them the tools they need to do their job, like a gun, vehicle, computer, and
radio. Some agents believe the radio is the most important tool they have. There
is a growing concern that Mexican drug cartels and sophisticated crime organiza-
tions have better communications equipment than the agents we send to track them
down and bring them to justice.

Would you comment on why the request simply sustains this account instead of
improving it?

Answer. For fiscal year 2012, DOJ’s Integrated Wireless Network (IWN) will ab-
sorb a reduction of $105 million in the President’s budget. The fiscal year 2012
President’s budget assumed an fiscal year 2011 level of more than $200 million;
however, less than $100 million was enacted. This will require DOJ to re-evaluate
our strategy going forward. During fiscal year 2011 and fiscal year 2012, the De-
partment will focus most of its resources on advancing ongoing strategic deploy-
ments rather than on significant new deployments. This will allow sufficient time
to further detail a re-plan of the program capitalizing on establishing baseline capa-
bilities in an expedited manner that meet Federal security and radio spectrum
usage mandates, using FBI’s existing system as a platform for consolidation where
possible. DOJ is currently working on re-evaluating best practices, including other
cost-effective technology, to ensure a flexible deployment strategy that can take ad-
vantage of new technologies when they become available.

Question. Do you believe that law enforcement radios are an issue of agent safety?
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Answer. Yes, law enforcement radios are an issue of agent safety. Within the
DOJ’s four law enforcement components—FBI, DEA, USMS, and ATF—tactical com-
munications using radios are critical for coordination and performance of operations
by teams involved in hostage rescue, high-risk arrests, investigations, surveillance,
national events, incident response, and major disasters/incidents, to name just a
few. More than 20,000 law enforcement officers operating in urban, rural, and sub-
urban areas nationwide communicate with individuals within their respective
groups, with other groups, and with on-scene and off-scene incident command and
control.

The land mobile radio infrastructure is a vital communications link used by DOJ
law enforcement officers to conduct mission-critical work, and it provides device-to-
device, one-to-many instantaneous “off network” communications.

Question. What effect will this fiscal year 2012 request have on law enforcement?

Answer. For fiscal year 2012, DOJ’s IWN will absorb a reduction of $105 million
in the President’s budget. During fiscal year 2011 and fiscal year 2012, DOJ will
focus most of its resources on advancing ongoing strategic deployments and upgrad-
ing legacy network capabilities rather than on significant new deployments. This
will allow sufficient time to further detail a re-plan of the program capitalizing on
establishing baseline capabilities in an expedited manner that meet Federal security
and radio spectrum usage mandates, using FBI’s existing system as a platform for
consolidation where possible.

Question. How will it affect operations along the Southwest Border?

Answer. Fortunately, the Southwest Border is one of the geographic areas that
are already underway and funded with prior year monies and, therefore, we do not
expect the reduction to impact Southwest Border operations. Specifically, the infra-
structure in some of the divisions along the Southwest Border is being upgraded to
meet the narrow-banding and current security requirements, to refresh circuits/
equipment where necessary, and to add capacity to the upgraded FBI system to
allow the other components (DEA and ATF only as USMS is already using the FBI’s
system) to utilize the shared system and decommission their own individual sys-
tems, as appropriate. In addition, subscribers (radios) will be upgraded or replaced
in order to ensure that they are capable of working on the upgraded infrastructure.

EFFECTS OF FISCAL YEAR 2010 LEVELS ON FBI

Question. Although this hearing is about the fiscal year 2012 budget request, this
subcommittee is also currently negotiating the fiscal year 2011 budget. There has
been much talk of not reducing DOD and Homeland Security budgets, but no men-
tion of DOJ in these discussions. FBI, DEA, USMS, and ATF have protected us
against more than any non-DOD agencies combined. This subcommittee is com-
mitted to protect national security. Specifically, we have heard that DEA could be
on the verge of instituting furloughs and FBI will be facing deficits of more than
$200 million if left to operate at fiscal year 2010 funding levels.

Is this true, and how will this affect this country’s national security?

Answer. We appreciate Senator Hutchison’s recognition of the fact that DOJ’s
roles and responsibilities are varied and critical to the security and safety of our
homeland and the American people. DOJ—including FBI, DEA, USMS, and ATF—
not only performs a key role in preventing terrorism and promoting the Nation’s se-
curity, but also has a central role in combating violent crime in the Nation and
maintaining safe communities for Americans. The fiscal year 2011 enacted appro-
priation funded FBI’s current services requirements and there is not a $200 million
shortfall. With the exception of FBI, all DOJ law enforcement components are fund-
ed at less than fiscal year 2010 levels, including DEA. While DEA does not plan
to institute a furlough, it will need to find savings through attrition, nonpersonnel
reductions, and administrative efficiencies. Overall, DOJ intends to sustain its core
national security and law enforcement functions with the fiscal year 2011 appropria-
tion. However, even though the budget is essentially held flat for our law enforce-
ment agencies, the cost of doing business-as-usual is higher this year as a result
of requirements to support increased health premiums, retirement contributions,
rent and move expenses and second-year costs associated with new staff appro-
priated in last year’s budget. Funding to support these “mandatory” expenses will
have to come from management and administrative efficiencies and possibly scaled-
back operations. DOJ will strive to ensure minimal disruption to core national secu-
rity, law enforcement, and public safety initiatives.

Question. Can agents be furloughed or is there a prioritization of personnel in all
of the enforcement agencies?
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Answer. Agents can be furloughed. DOJ would take into account the safety of
human life or protection of property when making decisions about furloughing staff.
However, DOJ does not anticipate furloughing any staff in fiscal year 2011.

g)ue?stion. How does this affect the fiscal year 2012 budget that we see before us
today?

Answer. Because the fiscal year 2012 President’s budget request was developed
using the fiscal year 2011 current rate as the starting point, the fiscal year 2011
enacted budget has little impact on the fiscal year 2012 request. The fiscal year
2012 budget request includes mandatory increases and annualizations needed to
maintain current investigative and litigating efforts.

COST OF GUANTANAMO BAY DETAINEE TRIALS

Question. On March 7, 2011, the President signed an Executive order allowing de-
tainees held at Guantanamo Bay to again be tried via military commissions. In his
statement, the President also referred that all aspects of the judicial system, includ-
ing trial in Article III courts, would be used.

While DOJ did not include funding for Guantanamo detainee trials in the fiscal
year 2012 budget, the fiscal year 2011 President’s budget included a planning esti-
mate of $72.8 million for the Department’s anticipated increases in security and
prosecutorial costs associated with high-security threat trials.

The requested resources would finance a variety of standard functions, including
transportation and prisoner production, prisoner housing, security, litigation, and
other costs associated with high-threat trials. More than one-half of the request was
anticipated for security and resources requirements related to USMS, including ar-
mored vehicles, communications and security equipment, personnel, training, funds
for overtime and travel, and interpreters to communicate with the defendants.

The security requirements associated with trying these suspects are higher than
most other trials, which increase the cost. For example, for these trials, DOJ antici-
pates needing additional funding to harden cell blocks, courthouse facilities, and
housing facilities, to increase its electronic surveillance capability, and to provide in-
creased protection for judges and prosecutors.

How many detainee trials do you anticipate holding in Article III courts? When
will a decision be made?

Answer. As long as the restrictions passed by the Congress in early 2012 are in
place, we will not be bringing any Guantanamo Bay detainees to the United States
for trial in Federal court, so any detainees at Guantanamo who are to be prosecuted
will be prosecuted in military commissions. Individuals tried by military commission
must be afforded the full range of legal protections established by the Congress in
the Military Commissions Act of 2009, including the right to counsel; the presump-
tion of innocence; the right against self-incrimination; the right to present evidence,
cross-examine the Government’s witnesses, and compel the attendance of witnesses
in their defense; the right to exculpatory evidence; the right to suppression of evi-
dence that is not probative or that will result in unfair prejudice; protection against
double jeopardy; the right to an appeal; and others.

Question. What is the estimated cost for 1 year to hold criminal trials of detain-
ees? How much of that is needed for security?

Answer. The costs of conducting criminal trials are dependent on a range of fac-
tors (location, number of detainees, etc.). The Department’s fiscal year 2011 budget
request included a planning estimate of $72.8 million for the anticipated increases
in security and prosecutorial costs associated with high-security threat trials. Of the
amount requested, $22.8 million was related to security. The enacted fiscal year
2011 and fiscal year 2012 budgets do not include new resources for the Department
to pursue or assist in trials associated with detainees currently held at Guantanamo
Bay Naval Station. In addition, current law prohibits the Department of Defense
(DOD) from using funds to transfer Guantanamo detainees to the United States and
places unwise and unwarranted restrictions on the Department’s ability to prosecute
Guantanamo detainees in Article III courts.

Question. What steps are you taking to ensure that communities will be safe if
these detainees are transferred to the United States?

Answer. As long as the restrictions passed by the Congress in early 2012 are in
place, we will not be bringing any Guantanamo Bay detainees to the United States
for trial in Federal court; thus any detainees at Guantanamo who are to be pros-
ecuted will be prosecuted in military commissions. Individuals tried by military
commission must be afforded the full range of legal protections established by the
Congress in the Military Commissions Act of 2009, including the right to counsel,
the presumption of innocence; the right against self-incrimination; the right to
present evidence, cross-examine the government’s witnesses, and compel the attend-
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ance of witnesses in their defense; the right to exculpatory evidence; the right to
suppression of evidence that is not probative or that will result in unfair prejudice;
protection against double jeopardy; the right to an appeal; and others.

Question. USMS'’ fiscal year 2012 request includes a $5 million offset in perimeter
security and I understand this will be reduction to the Southern District of New
York. Considering this administration planned to try Khalid Sheikh Mohammed and
othe{:}r 9/11 terrorists in New York, why would you suggest cutting courthouse secu-
rity?

Answer. The fiscal year 2012 budget proposed a $5 million offset to reduce perim-
eter security that USMS provides on a nonreimbursable basis for Federal complexes
in the Southern District of New York. The proposed offset was not included in the
fiscal year 2012 enacted budget. However, this offset would not have reduced secu-
rity for the facilities, but would merely have transferred responsibility for perimeter
security for the Southern District of New York complexes back to the Federal Pro-
tective Service (FPS). FPS charges Federal agencies fees to provide comprehensive
coverage of Federal facilities and their occupants, including contract protective secu-
rity officer and perimeter security services. The proposed offset amount funds non-
personnel costs (i.e., contract guards and security equipment). This security cost ad-
justment would not have negatively affected USMS’s ability to accomplish its stra-
tegic and performance goals as perimeter security for Federal buildings is not a core
USMS mission. USMS does not use Deputy Marshals for perimeter security and
there is no USMS payroll expended for this program.

Further, as long as the restrictions passed by the Congress in early 2012 are in
place, we cannot bring any Guantanamo Bay detainee, including Khalid Sheikh Mo-
hammed and the other alleged co-conspirators of the September 11, 2001 terrorist
attacks, to the United States for trial in Federal court, and any detainees at
Guantanamo who are to be prosecuted will be prosecuted in military commissions.

Question. Should this subcommittee expect to see a supplemental request for re-
sources to hold criminal trials?

Answer. Because current law prohibits DOD from using funds to transfer
Guantanamo detainees to the United States. I am not aware of any plan by the Ad-
ministration to request supplemental resources to conduct criminal trials of the
Guantanamo detainees in the United States.

LAW ENFORCEMENT WIRELESS (LEWC)—TECHNICAL

Question. One of the more interesting sections of DOJ’s budget request is the sus-
pension of the Law Enforcement Wireless program, with the exception of operational
and maintenance funds to sustain it. It is my understanding, based on the most re-
cent LEWC quarterly reports, this program is being run efficiently.

What has fundamentally changed between the last quarterly report and the fiscal
year 2012 budget request to?

Answer. The LEWC program is being run efficiently and the budget reduction
does not intend to reflect otherwise. As stated in the response to the question above,
the reduction was the result of the austere budget environment—DOJ remains com-
mitted to the program and will continue to support it going forward. Budget permit-
ting, we will continue to revamp our wireless strategy and explore new technologies
and innovative solutions to cut near- and long-term costs. For instance, we are con-
sidering utilizing some State law enforcement systems while adding capacity,
encryption, and narrow banding to our legacy systems.

Question. The administration continues to make public remarks about a Govern-
ment-wide commitment to full and open competition and recently issued an OMB
directive that agencies be technology neutral in their procurement. Yet, it is my un-
derstanding that the component agencies within DOJ have continued to sole-source
numerous contracts for new radios in order to avoid competition. Further, any open
contracts have included requirements for one vendor’s proprietary technology.

What specific steps has DOJ and its law enforcement components taken to pro-
mote such competition with respect to its procurements related to the LEWC pro-
gram and its communications upgrades?

Answer. DOJ’s contract for systems integration in support of the IWN implemen-
tation was awarded to General Dynamics using full and open competitive proce-
dures. General Dynamics then performed a competitive procurement for the infra-
structure equipment for use within the National Capital Region and Harris Cor-
poration was chosen as the supplier. Contracts to maintain legacy systems,
narrowband legacy systems, and purchase radios have been awarded using other
than full and open competitive procedures when justified in accordance with the
Federal Acquisition Regulation (FAR).

DOJ’s mission demands leave it no choice, but to purchase Motorola radios unless:
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—State and local entities upgrade to narrowband, P25 compliant systems;

—DOJ has funding sufficient to compete a replacement of its legacy systems;

—Other suppliers of multi-band radios license the proprietary functionality from

Motorola; or

—The P25 standard is complete across all required aspects of the land mobile

radio (LMR) infrastructure.

In those cases where Motorola equipment is needed for mission-critical reasons,
DOJ has based its requirements on information gathered during market research
and publicized its intentions. In other words, DOJ has been open and up front re-
garding its needs, publicizing them as required by the FAR, and no vendor has pro-
tested DOJ’s actions. DOJ’s plan has been and will continue to utilize full and open
competition based on P25 standards and in accordance with the administration’s
memo to be technology neutral. However, until such time as any of the above-identi-
fied circumstances become reality, DOJ must continue to rely on equipment compat-
ible with legacy systems.

Question. Does that not contradict the administration’s memo to be technology
neutral?

Answer. DOJ’s contract for systems integration in support of the IWN implemen-
tation was awarded to General Dynamics using full and open competitive proce-
dures. General Dynamics then performed a competitive procurement for the infra-
structure equipment for use within the National Capital Region and Harris Cor-
poration was chosen as the supplier. Contracts to maintain legacy systems,
narrowband legacy systems, and purchase radios have been awarded using other
than full and open competitive procedures when justified in accordance with FAR.

DOJ’s mission demands leave it no choice, but to purchase Motorola radios unless:

—State and Local entities upgrade to narrowband, P25 compliant systems;

—DOJ has funding sufficient to compete a replacement of its legacy systems;

—Other suppliers of multi-band radios license the proprietary functionality from

Motorola; or

—The P25 standard is complete across all required aspects of the LMR infrastruc-

ture.

In those cases where Motorola equipment is needed for mission-critical reasons,
DOJ has based its requirements on information gathered during market research
and publicized its intentions. In other words, DOJ has been open and up front re-
garding its needs, publicizing them as required by the FAR, and no vendor has pro-
tested DOJ’s actions.

DOJ’s plan has been and will continue to utilize full and open competition based
on P25 standards and in accordance with the administration’s memo to be tech-
nology neutral. However, until such time as any of the above-identified cir-
cumstances become reality, DOJ must continue to rely on equipment compatible
with legacy systems.

Question. What steps will you take to ensure fair and open competition in compo-
nent? contracts that are technology neutral and to prevent sole sourcing in the fu-
ture?

Answer. DOJ remains committed to pursuing full and open competition based on
P25 standards, in accordance with the administration’s memo to be technology neu-
tral.

DANGER PAY FOR MEXICO

Question. Violence in Mexico, particularly toward law enforcement personnel, has
steadily intensified over the past several years. The very real and present danger
faced by United States personnel working in Mexico is evident in light of the recent
deaths of United States consulate employees and an ICE agent in Mexico. While
DEA and FBI receive danger pay for their personnel in Mexico due to prior author-
izations passed in 1990 and 2002, USMS and ATF do not have this same authoriza-
tion language. USMS and ATF personnel face the same risks as their DEA and FBI
counterparts in Mexico and should be equally compensated.

Why does the President’s budget not provide for danger pay increases to USMS
and ATF law enforcement personnel working in Mexico?

Answer. Increases associated with danger pay allowances are traditionally ab-
sorbed by a component’s existing base resources. Due to the potentially fluid nature
of danger pay authorities, which are established by the Secretary of State, perma-
nent resources for danger pay authority in Mexico were not requested for USMS or
the ATF in the fiscal year 2012 President’s budget.

Question. Given the rise in violence generally, the targeted attacks against U.S.
law enforcement officers, and the fact FBI and DEA already provide danger pay for
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their employees in Mexico, that USMS and ATF should receive the same sort of
compensation.

When can we expect to see proposed legislation to remedy this issue from DOJ?

Answer. To address disparities as a result of the separate authorities afforded to
DEA and FBI, DOJ has been planning to engage in ongoing policy-level discussions
with the Department of State, OMB, and the Office of Personnel Management to
pursue alternatives to resolve these pay disparities in an effective, lawful, fair and
expeditious manner, and alleviate the concerns voiced by the committees on appro-
priations and others. DOJ considers this a pay disparity between FBI and DEA, and
ATF and USMS. That is, United States Government employees serving our national
interests in the same overseas locations, many times working side-by-side on critical
crﬁlinal investigations and law enforcement issues, should be compensated equi-
tably.

On April 13, 2011, the Border Security Enforcement Act of 2011 (S. 803) was in-
troduced, which contains a provision authorizing danger pay for USMS and ATF law
enforcement personnel working in Mexico. This legislation would remedy this dis-
parity.

PROJECT GUNRUNNER

Question. National media reports now appear to support allegations that ATF has
gun allowed dealers to proceed with suspicious firearms transactions, in hopes of
tracking the movements of those guns and their buyers. Reportedly, field agents
strongly protested the operation, especially after the guns started turning up in
trace reports related to criminal activity. On March 3, ATF promised to convene “a
multi-disciplinary panel of law enforcement professionals to review the bureau’s cur-
rent firearms trafficking strategies.”

When does ATF expect the panel’s review to be completed?

Answer. As I discussed during my testimony, I have asked the acting inspector
general to review the matter. ATF is postponing the creation of a multi-disciplinary
panel until the acting inspector general has completed her work, in part to avoid
redundancies that simultaneous reviews of the same matter could create. After the
acting inspector general’s work is completed, ATF will revisit the option of con-
vening a multi-disciplinary panel. Any such panel would then be able to consider
the acting inspector general’s conclusions and recommendations in conducting their
review.

Quesgion. Did ATF allow these transactions to proceed, as alleged in the media
reports?

Answer. I take these allegations seriously and have referred them to the acting
inspector general of DOJ for investigation. I have also made it clear to our law en-
forcement personnel and prosecutors working on the Southwest Border that the De-
gar(timent should never knowingly permit illegally trafficked firearms to cross the

order.

Question. If so, did DOJ approve use of this technique? Is this an investigative
technique ATF has used in the past? What were the results in past investigations?

Answer. Allegations that ATF knowingly allowed the sale of guns to straw pur-
chasers in hopes of tracking the movements of those guns and their buyers are
under investigation by the acting inspector general.

Question. Is the practice being continued during this review and investigation?

Answer. There is an ongoing investigation into the shooting death of Customs and
Border Patrol (CBP) Agent Brian Terry. Accordingly, I cannot comment on that in-
vestigation at this time.

STATE AND LOCAL LAW ENFORCEMENT CUTS

Question. Attorney General Holder, 11 percent ($3 billion) of DOJ’s budget request
is comprised of State and local law enforcement grants. Five years ago, DOJ was
responsible for soliciting and administering approximately 72 grant programs.
Today, more than 100 grant programs and solicitations exist. Even in these tough
budget times, the number of grants continues to grow and no serious proposals for
consolidation or elimination of narrow and duplicative programs exist. Effective
broad-use programs supported by law enforcement, such as Byrne-JAG and SCAAP,
have been cut or eliminated to make room for more narrowly focused programs with
limited purpose areas.

What is DOJ doing to curtail the ballooning number of grant programs?

Answer. DOJ is looking both at consolidating the way some grant programs are
administered and at reducing or consolidating the number of grant programs that
we are requesting. One example of consolidation and increased coordination is our
CTAS. During a number of tribal listening sessions and conference calls with tribal
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leaders, concern was expressed regarding the need to improve DOJ’s tribal
grantmaking process. Beginning last year, we issued one, single CTAS that encom-
passed DOJ’s available tribal government-specific grant programs. Under the fiscal
year 2010 Coordinated Tribal Assistance Solicitation, DOJ asked each tribe to sub-
mit a single application for all available DOJ tribal government-specific grant pro-
grams, according to the tribe’s needs. The advantage of this coordinated process is
that, when DOJ reviewed a single application from a tribe, it had a better under-
standing of the tribe’s overall public safety needs. The grantmaking components
then coordinated in making award decisions to address these needs on a more com-
prehensive basis. DOJ continued with CTAS this year and made improvements
where necessary to respond to tribal governments’ needs and concerns.

Additionally, in the fiscal year 2012 President’s budget, the Office on Violence
Against Women (OVW) request includes $14 million for a new Consolidated Youth-
Oriented program. This grant program consolidates the purpose areas of four pre-
viously funded programs under one competitive program. The four programs in the
consolidation include:

—Services to advocate for and respond to youth;

—Grants to assist children and youth exposed to violence;

—Engaging men and youth in preventing domestic violence; and

—Supporting teens through education.

This consolidation will allow OVW to leverage resources for maximum impact in
communities by funding comprehensive projects that include both youth services
and prevention components.

Question. How can DOJ be more proactive in providing flexibility to law enforce-
ment agencies with broad purpose area grants when the number of narrow grants
continues to grow?

Answer. This year’s COPS hiring program grants will be much different than pre-
vious years. COPS established an initiative to enhance the integration of community
policing into its grant programs, and to better align COPS grant programs with the
advancement of community policing. This year, applicants will be asked to address
how grant funding will assist them in building partnerships, solving problems, and
sustaining organizational change. The application will allow applicants to identify
specific community crime and disorder problems that they seek to address with
COPS funding, and the specific community policing strategies and tactics they plan
to employ against these problems. DOJ is also requesting funding for the Byrne Jus-
tice Assistance Grant program, which provides the States the maximum flexibility
both in categories and in the number of years they have to spend the funding. Last,
as part of an administration-wide effort, DOJ is looking at ways through internal
regulations and guidelines or through changes we might propose to the Congress
that would make grant programs more flexible for States and localities. As an exam-
ple, the fiscal year 2012 President’s budget proposes to set-aside 7 percent of OJP
funds to create a flexible tribal grant program that will replace several individual
tribal grant programs.

Question. Please explain how SCAAP was cut by $194 million, DNA grants cut
by $51 million, and Coverdell grants were eliminated—yet narrowly focused COPS
Hiring grants was increased by $302 million to $600 million?

Answer. Due to tight fiscal restraints, important trade-offs were necessary in the
budget, including reductions to some State and local criminal justice assistance pro-
grams.

DOJ responds to State, local, and tribal law enforcement by developing programs
and initiatives that provide flexibility for their public safety needs. The COPS hiring
program advances community policing through partnerships, problem solving and
organizational change. While the goal of the program may simply appear to be add-
ing officers, the results show stronger relationships between communities and po-
lice, more efficient and effective policing practices and an overall commitment to
better public safety.

The requested increase for the COPS hiring program pales in comparison to the
demand and needs of the field. For example, when the COPS office opened the solic-
itation for its COPS hiring recovery program in 2009, which was part of ARRA, the
demand far outweighed funding available with more than $8 billion in requests for
the $1 billion that was appropriated.

ATF—GUNRUNNER ALLOWING FIREARMS TO BE TRAFFICKED

Gun Traced to Border Patrol Agent Shooting Death in Arizona

Question. Since its inception in 2006, ATF has had many successes with Project
Gunrunner, seizing nearly 10,000 firearms and 1.1 million rounds of ammunition
destined for Mexico. Yet, news reports have indicated that the ATF encouraged the
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sale approximately 2,000 weapons to known traffickers in an operation called Fast
and Furious, in order track them to cartels and larger crime organizations in Mex-
ico. The reports also indicate that two weapons recovered at the scene of the Decem-
ber 14, 2010, murder of CBP Agent Brian Terry in Arizona, were connected to Oper-
ation Fast and Furious and allowed to be smuggled into Mexico by ATF.

Can you verify whether the weapons recovered at the scene of Agent Terry’s death
in Arizona were allowed by ATF to be sold to known traffickers and smuggled into
Mexico?

Answer. There is an ongoing investigation into the shooting death of CBP Agent
Brian Terry. Accordingly, I cannot comment on that investigation at this time.

Question. As I said in my statement, on February 15, ICE agent Jaime Zapata
of Brownsville, Texas, was murdered in Mexico. The weapon used in Agent Zapata’s
murder was traced to a sale in Dallas, where three men suspected of weapons traf-
ficking were arrested.

Are there any indications that the weapon used in Agent Zapata’s death was
knowingly allowed to be sold to the three Dallas gun smugglers?

Answer. There is no evidence that the weapon used in the death of Agent Zapata
was knowingly allowed to be sold to the Dallas gun smuggler, nor is there evidence
that it was allowed to be transported across the United States-Mexico border.

Question. Are you aware of any senior members of ATF or DOJ encouraging ATF
agents to allow gun dealers to sell weapons to known gun traffickers?

Answer. Allegations that ATF knowingly allowed the sale of guns to straw pur-
chasers in hopes of tracking the movements of those guns and their buyers are
under investigation by the acting inspector general.

Question. 1 understand you have instructed the inspector general to investigate
this matter. Have you been given any preliminary reports that you can share with
us?

Answer. I have not received any preliminary reports.

QUESTIONS SUBMITTED BY SENATOR LINDSEY GRAHAM

Question. On March 14, 2011, the New York Times reported that Ahmed, who was
convicted for his role in attacks upon American embassies, was assigned to the U.S.
Penitentiary (USP) in Florence, Colorado, but not the Supermax. Four other Em-
bassy bombing conspirators are imprisoned at the Supermax.

Please explain the decision to hold Ghailani in a prison other than the Supermax.

Answer. Inmate Ghailani received a life sentence for Conspiracy to Destroy Build-
ings and Property of the United States. On March 11, 2011, inmate Ghailani was
designated to USP Florence, pending a due process hearing for Administrative-Max-
imum (ADX) placement. The ADX referral is based on his offense conduct and the
imposition of Special Administrative Measures restrictions, as determined by the At-
torney General.

Inmate Ghailani’s initial designation to USP Florence is appropriate to begin the
ADX referral process. Placement at the ADX is guided by the BOP’s Program State-
ment 5100.08, Inmate Security Designation and Custody Classification. The referral
process usually takes 6 to 10 weeks.

Please be assured that public safety is the highest priority for DOJ and BOP and
is paramount in all decisions made regarding the housing of Federal inmates.

Question. Will Ghailani be held in the general population of the penitentiary at
Florence?

Answer. Inmate Ghailani will not be placed in general population while at USP
Florence.

SUBCOMMITTEE RECESS

Senator MIKULSKI. This subcommittee stands in recess until
March 31, at which time we will take testimony from the Adminis-
trator of NASA.

[Whereupon, at 12:20 p.m., Thursday, March 10, the hearing was
concluded, and the subcommittee recessed, to reconvene Thursday,
March 31.]
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COMMERCE, JUSTICE, SCIENCE, AND RE-
LATED AGENCIES APPROPRIATIONS FOR
FISCAL YEAR 2012

THURSDAY, APRIL 7, 2011

U.S. SENATE,
SUBCOMMITTEE OF THE COMMITTEE ON APPROPRIATIONS,
Washington, DC.

The subcommittee met at 10:03 a.m., in room SD-192, Dirksen
Senate Office Building, Hon. Barbara A. Mikulski (chairman) pre-
siding.

Present: Senators Mikulski, Lautenberg, Pryor, Hutchison, John-
son, and Collins.

DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION
STATEMENT OF HON. ROBERT S. MUELLER, III, DIRECTOR
OPENING STATEMENT OF SENATOR BARBARA A. MIKULSKI

Senator MIKULSKI. Good morning. The Subcommittee on Com-
merce, Justice, Science, and Related Agencies will come to order.

Today, we are taking the testimony of Director Robert S.
Mueller, III on the Federal Bureau of Investigation’s (FBI) budget
and priorities for fiscal year 2012.

I know Senator Hutchison is on her way, but I'm going to open
with my remarks while she’s on her way, because we’re going to
do what we have been doing the last 3 years, which is to have an
open hearing on the FBI’s—here she is—the FBI’s budget and their
priorities for funding. And then we will take, around 11 o’clock, a
15-minute recess, until we go to the Intelligence Committee’s room.
Senator Feinstein has graciously made available that hearing room
for us, where we will meet in a classified briefing on the request.

Sixty percent of the FBI's appropriated requests now are in the
area of national service—excuse me—national security. After 9/11,
shortly after Director Mueller was appointed, the United States of
America, faced with one of its greatest attacks since Pearl Harbor,
had the decision on how it would deal with domestic threats; re-
sponding to international terrorism; “Should we set up our own
MI5?” But, we chose not a new agency, not a new bureaucracy, but
to turn to one of the most trusted agencies in the United States
Government, our FBI. And we stood up an agency within an agen-
cy, but we wanted them to act as one agency. And Director Mueller
has just done that.

(75)
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This hearing has some poignancy to it, because it will be Director
Mueller’s last. I'm kind of misty here. Director Mueller and I have
been through so much together—not with each other. But, I went
on the Intelligence Committee just weeks before the attack on the
United States, and the Director was appointed. And we went
through so much in establishing this agency: the 9/11 commissions;
how do we respond to the great threats facing the United States;
and with the FBI not neglecting the criminal enterprises, even
though, with the terrorists, it was the criminal enterprises against
us. So, I think he’s been a fantastic FBI Director.

We know that, today, it’s his last appearance before the sub-
committee. I know the subcommittee just has considerable respect
for him and his excellent executive ability, his patriotic dedication.
And, as the Washington Post referred to him, he’s one of the night-
hawks that stay up with these late briefings and threats around
the world.

So, we want to hear from you, Director Mueller, because, I know
you want this hearing not to be about you, but about the FBI and
what we need to do to make sure the FBI has the right resources
to do the job that we ask them to do.

We acknowledge that we’re in uncertain times. The FBI is oper-
ating at $500 million below the President’s 2011 request. We want
to know, how is the FBI addressing this cut? We need to know how
it’s affecting staff and morale.

As T said, we’ll begin with unclassified, and then we’ll go to the
closed hearing.

As head of this subcommittee, I have three priorities when exam-
ining the FBI’s budget: one, its national security, its security re-
lated to our communities. How is it our keeping our—working with
local law enforcement—streets and neighborhoods safe? And how
are we dealing with the new challenges, particularly in financial
services: mortgage fraud, and Medicare fraud. The Congress makes
a big show sometimes of saying, “We’re going to go after fraud and
abuse.” Well, you know what? The FBI actually does it. They actu-
ally go after crooks that are scheming and scamming people
through their mortgages and also through our Medicare fund. So,
we're going to learn more about its 2012 budget request, exactly on
accomplishing those objectives.

The five highlights of the new budget include gathering intel-
ligence on cyberthreats, $120 million; fighting mortgage fraud and
white-collar crime, $245 million; going after those despicable sexual

redators, $90 million; tracking weapons of mass destruction, at
589 million; and tracking international terrorist networks, at $316
million.

Our Nation faces these growing threats, and they’re absolutely
crucial that we stay online. The growing threat of cybersecurity,
which we also work very closely with, with the Intelligence Com-
mittee, is a critical component for our Nation’s infrastructure. We
worry about online banking and commerce, the electrical power
grids, air traffic control systems, and we need to make sure that
we are able to respond to a whole other war, called “the cyberwar”.
This year, the request is $129 million, and we want to hear more
about those details, but we’ll reserve that for the classified time.
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The FBI is requesting $3.3 billion for counterterrorism activities.
It's a 4 percent increase, and a $128 million increase over the cur-
rent level. The FBI is using these funds—and this is really impor-
tant—to disrupt terrorist plots, investigate terrorist crimes, and
identify, track, and defeat terrorist sleeper cells operating in the
United States. I want to know more about this.

I know my colleague from Texas will also be asking questions
about another war front that we’re on, which is the Southwest Bor-
der, and the role of the FBI in working to defeat the drug cartels
that want to—that are engaged in such horrendous and horrific ac-
tivity.

When we look at violent crime—and part of this is going on right
at our Southwest Borders—we know that there is a $2.6 billion re-
quest for fighting what is the traditional role of the FBI. And
again, this is a 5.4 percent increase.

But, you know, the criminal organizers and enterprisers are—
again, these are very sophisticated criminal organizations: traf-
ficking in children, schemers of middle-class homes, trying to bilk
Medicare. It seems that wherever—there’s no end to the ingenuity
of crooks and thugs in our country. But the FBI is on it.

We want to congratulate the FBI on what it is doing in mortgage
fraud. They have an incredible success rate in going after those
who have bilked our constituents. And right now, the subcommittee
will find—and the Director will speak to it—they have a 3,000 case
backload in mortgage fraud. This is why we’re troubled by the FBI
freeze that they’re mandated to follow.

There will be issues related to accountability, particularly in
technology. We know that the Sentinel program has had speed
bumps, potholes, and a variety of other metaphors that we could
use. But, I understand that working—that the FBI now has that
on track, and we’ll look forward to it.

PREPARED STATEMENT

We want to really hear from the FBI Director. So, I'm going to
take a more extensive statement, ask unanimous consent to put it
into the record, turn to Senator Kay Bailey Hutchison, and then
we’ll go right to questions. And, Senator Johnson, your opening re-
marks, if you have some, I'd like you to incorporate it in your ques-
tions. And we’ll give you some wiggle room. Okay?

[The statement follows:]

PREPARED STATEMENT OF SENATOR BARBARA A. MIKULSKI

Good morning and welcome to the second hearing of 2011 of the Commerce, Jus-
tice and Science (CJS) Subcommittee. Today, the CJS Subcommittee will hear from
FBI Director Robert S. Mueller, III about the FBI’s budget and priorities for fiscal
year 2012.

We continue our examination of the President’s 2012 budget although we still
have not finished 2011. I am mindful that whatever happens in our 2011 wrap-up
will affect what the FBI can do in the future. We'll learn today what these cuts
mean for the FBI.

I acknowledge we are in uncertain times. The FBI is operating at $500 million
below the President’s 2011 request. We need to know how the FBI is addressing this
cut and how it is affecting morale and staff retention.

We'll begin with an unclassified hearing to focus on the FBI’s general budget re-
quest, and then we will move to a closed hearing to discuss budget requests for the
FBI’s classified operations.
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We welcome Director Mueller to his last scheduled hearing before the CJS Sub-
committee. He will be the longest serving FBI Director since J. Edgar Hoover and
he is the only Director to serve out a full 10-year term. He came into this job just
a week before the 9/11 terrorist attacks. His leadership has transformed the FBI
from a traditional domestic law enforcement agency into a global anti-terrorism and
anti-crime police force keeping us safe from threats here at home.

As Chairwoman I have three priorities when examining the FBI's budget—first,
national security, or how the FBI is keeping America safe; second, community secu-
rity, or how the FBI is keeping our families safe; and third, oversight and account-
ability, or how the FBI is ensuring our tax dollars are spent wisely.

Today, we will learn more about how the FBI plans to use its fiscal year 2012
budget request to carry out its extraordinary responsibilities of keeping us safe from
terrorism and violent crime, such as dismantling organized crime and drug cartels,
combating gang violence, stopping illegal drug and gun smuggling, and catching
child sexual predators.

The President’s budget request for the FBI in fiscal year 2012 is $8.1 billion—
a $227 million, or 2.9 percent, increase above the 2010 omnibus and current con-
tinuing resolution levels. Five highlights of this budget request include:

—$129 million for gathering intelligence on cyber threats to stop cyber crooks

from hacking into U.S. networks;

—$245 million for fighting mortgage fraud and white collar crime by targeting

scammers who prey on hard working families;

—$89 million for tracking weapons of mass destruction (WMD) to prevent terror-

ists from acquiring WMD materials;

—$90 million for catching child predators and stopping sexual deviants who ex-

loit children on the Internet; and

—5316 million to track international terrorist networks and expand surveillance

capabilities that help shut them down.

Our Nation faces a growing and pervasive threat overseas from hackers, cyber
spies, and cyber terrorists. Cyber security is a critical component to our Nation’s in-
frastructure. We need safe and resilient networks to protect our online banking and
comn(llerce, electrical and power grids, air traffic control systems and digitalized
records.

In 2010, the CJS Subcommittee appropriated $118 million for the FBI’s cyber ef-
forts, called the Comprehensive National Cybersecurity Initiative. This year, the re-
quest is $129 million—an $11 million increase that will provide 14 new agents and
5 new professional staff. We will hear more about the details on the FBI’s cyber ef-
forts in the classified session, but I am pleased that the FBI is a key guardian of
our Nation’s cyber security.

After 9/11, the FBI was charged with a new national security mission—to protect
us from international terrorism and track WMD that could hurt the United States.
Today, counterterrorism makes up more than 40 percent of the FBI's budget. The
FBI requests $3.3 billion for counterterrorism activities—a $128 million, or 4 per-
cent, increase above the current level. The FBI is using these funds to disrupt ter-
rorist plots before they happen, investigate terrorist crimes after they occur, and to
identify, track and defeat terrorist sleeper cells operating in the United States and
overseas. I want to know if this budget request is enough to tackle all counterter-
rorism responsibilities including WMD, cyber computer intrusions, foreign counter-
intelligence, and critical incident response.

I also want to know how the FBI is protecting Americans from violent crime in
their communities. The budget requests $2.6 billion for traditional crime fighting ef-
forts here in the United States—a $134 million, or 5.4 percent, increase above the
current level of $2.5 billion. This request allows the FBI to hire 35 new special
agents to focus on cyber crimes and violent crimes in Indian country. It also sup-
ports FBI efforts to target sophisticated criminal organizations that prey on the vul-
nerable, traffic children for prostitution, and scam middle class families out of their
homes. These organizations will do anything to make a profit. But I am worried that
this budget request is flat to fight violent crime and gangs.

I also want to know if this fiscal year 2012 request is enough to help protect hard-
working families and their homes. Mortgage fraud is the FBI’s number one white
collar crime problem. The FBI is investigating more than 3,000 mortgage fraud
cases and more than 55 corporate fraud cases in the subprime mortgage industry.
The budget requests $245 million to combat mortgage fraud with 94 mortgage fraud
task forces made up of agents, forensic accountants, and financial analysts to inves-
tigate complex financial schemes.

Director Mueller, I know you are with me. We want to send a clear message to
the predators. No more scamming or preying on hardworking Americans. If you
break the law, you will suffer the consequences.
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This budget request includes $90 million for the FBI to protect children by catch-
ing deviants who use the Internet to prey on them and break up international sex
trafficking and prostitution rings. The FBI plays an important role in enforcing the
Adam Walsh Act and it is responsible for monitoring and targeting Internet preda-
tors. In 2009, the FBI’s Innocent Images national initiative convicted over 1,200 pro-
ducers, distributors and possessors of child pornography.

Since 2003 when it was established, the FBI's Innocence Lost Initiative has res-
cued more than 1,100 children. The youngest victim rescued was 9 years old. The
program has convicted more than 500 pimps, madams, and their associates who ex-
ploit children through prostitution. I want to hear from you if the 2012 request is
sufficient to enhance child predator investigations and target predators before they
strike so we can save children’s lives.

Any future plans for the FBI must protect taxpayers from Government boon-
doggles. We must ensure strict accountability, oversight, and management to ensure
that taxpayer dollars are not wasted and avoid cost overruns and missed deadlines.
I am concerned about many delays and cost overruns on the FBI’s Sentinel program,
which upgrades the electronic case management system used by analysts and
agents. It is a technological tool to help protect our citizens.

Last fall, you decided the FBI would take over management to implement and
complete Sentinel—a move that was made to keep Sentinel from becoming another
techno-boondoggle. I want to know where we are on Sentinel. What steps have you
taken to ensure that Sentinel gets back on track? Where is Sentinel in the develop-
ment and deployment process? How long will the program be delayed and how much
will this cost?

In conclusion, I want to say how proud I am of the men and women at the FBI
who are fighting to keep America safe from terrorism and violent crimes. They are
on the job 24 hours a day, seven days a week. We must ensure that the FBI has
the resources it needs to protect the lives of 311 million Americans. But we also
want to make sure the FBI is a good steward of taxpayer dollars. We have to make
sure every dollar we spend to keep our Nation safe is a dollar well spent.

I thank Director Mueller for his leadership. I look forward to continuing our pro-
ductive relationship with both him and his team.

STATEMENT OF SENATOR KAY BAILEY HUTCHISON

Senator HUTCHISON. Thank you, Madam Chairman.

I do want to just take a moment to say thank you so much for
your service. You are the second longest serving FBI Director in
our Nation’s history, after Hoover. So, you’ve had a major impact.
You took on the job about a couple of weeks before 9/11. And after
that time, of course, it was added to the mission of the FBI to take
on counterterrorism. And so, you've had a huge impact on our law
enforcement. And you have been so accessible. And I agree with ev-
erything the chairwoman said regarding your service. And we are
sorry to see you go.

Let me just say that, because of the changes that have happened
during your time, the focus that you have now gone into, of course,
is the counterterrorism, cybersecurity; that’s all a whole new field,
as well. And you’ve done very well. I do want to focus on the South-
west Border, because, Mr. Director, we're in a war there. And I just
want to give a couple of statistics for the record:

Since the beginning of last year, more than 3,000 drug-related
murders have been reported in Juarez, Mexico. It is, of course, just
across the river from El Paso. And you have, of course, an office
there. But, this is stunning. And it is coming over into our country.
It is affecting our crime rates.

Let me just give you a few excerpts from the director of the De-
partment of Public Safety (DPS), who was testifying before a State
legislative committee. He said he is very concerned that crime in
Dallas, Houston, Austin, and San Antonio is very much connected

VerDate Nov 24 2008  11:00 Jul 12,2012 Jkt 064591 PO 00000 Frm 00085 Fmt6601 Sfmt6602 U:\2012HEAR\11HEAR\11APO7FBI.TXT 64591



80

to Mexican drug cartels operating through the potent prison
gangs—the Texas Syndicate and Texas Mafia.

Last year, law enforcement agencies operating in the Rio Grande
Valley apprehended what they refer to as “287 Other Than Mexi-
cans,” illegal immigrants from countries with active al Qaeda cells
or Taliban activity, places like Yemen, Iran, Pakistan, and more.
The Government Accountability Office has said that they believe
we catch about 6.5 percent of the illegal criminal activity that is
coming across our border. So, you can multiply the 287.

And these people are very crafty. There are reports of instruc-
tions, in Arabic languages and foreign languages, on what to do
when you get across the border—where you go, where your connec-
tions are. And so it’s very troubling.

The State has increased its resources—the State of Texas, which,
of course, has the giant share of the border—but this is a Federal
issue. And I am very concerned that your budget has $130 million
out of $8.1 billion. Now, I am told that, in the recent Southwest
Border supplemental, the FBI was denied additional resources. I
understand—I am also told that the FBI was denied new border
enhancements in the fiscal year 2012 request. I want to know more
about that—and I will ask, during the question period—because
this war is going to affect our country, and it is as important as
any war we’re fighting, anywhere. And I hope that, because of the
great record that the FBI has, that we will be able to fully commit
the resources that are needed for this fight, because it’s not thou-
sands of miles away; it is on our border. And two Americans were
killed at a border crossing just last week.

And TI've talked to the mayors of our major cities. They know that
there are drug cartel activities in the four cities that were men-
tioned by the DPS director. So, that’s going to be a major focus for
me, I will tell you. And I will want to know more, what we can do
and how we can make it a priority for the Justice Department to
involve the FBI, because, where the FBI is, they—everyone says
they are very helpful. All the local law enforcement people I talk
to, the Drug Enforcement Administration (DEA), everyone is com-
plimentary of the FBI input. But we have a pittance compared to
what we need.

I also will want to ask you about the shooting of the Immigration
and Customs Enforcement (ICE) agents in Mexico, one of whom
was killed. And you were tasked with a major part of the investiga-
tion. And I will want to know how that was being handled and if
the Mexican Government was cooperative.

So, these are the focuses, in addition to what the Senator from
Maryland, the chairwoman of this subcommittee, has said. But you
have a big job. You've done a great job. We need to know what we
can do to make sure that you can operate in the future.

Thank you.

Senator MIKULSKI. Thank you, Senator Hutchison. And I'm so
glad you’re—you know, so persistent on this issue. And it’s one of
the reasons I also will have the classified hearing with the FBI at
11:15 a.m., because a lot of your questions really need to be talked
about in a different forum, and at the level of detail I know you’ll
want in the answers.
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But, I want to pledge to you, on this Southwest Border issue, and
to the Southwest Senators, this is an American issue. So, you’re not
fighting this by yourself. You can count on me as a full partner on
this.

Senator HUTCHISON. That means a lot. Thank you very much.

Senator MIKULSKI. Director Mueller, why don’t you begin your
testimony.

SUMMARY STATEMENT OF ROBERT S. MUELLER, III

Mr. MUELLER. Well, thank you, and good morning, Chairwoman
Mikulski and Ranking Member Hutchison.

And, at the outset, thank you for your remarks. I think we've
worked exceptionally well together over the years, and I am tre-
mendously appreciative of the support that this subcommittee has
given, most particularly to the FBI, but also to me, personally.
Thank you.

And also, thank you for the opportunity to appear before you
today.

As you have started to point out, and I'll follow up on, the FBI
now faces unprecedented and increasingly complex challenges. We
must identify and stop terrorists before they launch attacks against
our citizens. We must protect our Government, businesses, and
critical infrastructure from espionage and from the potentially dev-
astating impact of cyber-based attacks. We must root out public
corruption, fight white collar and organized crime, stop child preda-
tors, and protect civil rights. We must also ensure we are building
a structure that will carry the FBI into the future by continuing
to enhance our intelligence capabilities, improve our business prac-
tices and training, and develop the next generation of FBI leaders.
We must do all of this while respecting the authority given to us
under the Constitution, upholding civil liberties, and the rule of
law. And we must also do this in what some would say are uncer-
tain fiscal conditions.

The challenges of carrying out this mission have never been
greater, as the FBI has never faced a more complex threat environ-
ment than it does today. Over the past year, we have faced an ex-
traordinary range of threats from terrorism, espionage,
cyberattacks, and traditional crime.

Let me, if I could, give you a brief overview with several exam-
ples. Last October, there were the attempted bombings on air cargo
flights bound for the United States from Yemen, directed by al
Qaeda in the Arabian Peninsula. Last May, there was the at-
tempted car bombing in Times Square, aided by Tehrik-e Taliban
Pakistan, in Pakistan. These attempted attacks demonstrate how
al Qaeda and its affiliates still have the intent to strike within the
United States.

In addition, there were a number of serious terror plots by lone
offenders. Their targets ranged from a Martin Luther King Jr. Day
march in Spokane, Washington, to a Christmas tree lighting cere-
mony in Portland, Oregon, to subway stations in the Washington,
DC Metro system. The motives and methods of these plots were
varied, making these among the most difficult threats to anticipate
and then to combat.
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The espionage threat persisted as well. Last summer, there were
the arrests of 10 Russian spies, known as illegals, who secretly
blended into American society in order to clandestinely gather in-
formation for Russia. And we continue to make significant arrests
for economic espionage as foreign interests seek to steal controlled
technologies.

The cyberintrusion at Google last year highlighted the potential
danger from a sophisticated Internet attack. Along with countless
other cyberincidents, these attacks threaten to undermine the in-
tegrity of the Internet and to victimize the businesses and people
who rely on the Internet.

In our criminal investigations, we continue to uncover billion dol-
lar corporate and mortgage frauds that weaken the financial sys-
tem and victimize investors, homeowners, and, ultimately, tax-
payers.

We also exposed healthcare scams involving false billings and
fake treatments that endangered patients and fleeced Government
healthcare programs.

As pointed out, the extreme violence across our Southwest Bor-
der continued to impact the United States, as we saw and has al-
ready been pointed out, with the murders last March of American
Consulate workers in Juarez, Mexico, and the shooting, last month
of two ICE agents in Mexico.

Throughout the year, there were numerous corruption cases that
undermined the public trust, and countless violent gang cases that
continue to take innocent lives and endanger our communities.

As these examples demonstrate, the FBI’s mission to protect the
American people has never been broader, and the demands on the
FBI have never been greater. To carry out these responsibilities,
we need the Congress’s continued support more than ever.

The support from this subcommittee and the Congress has been
an important part of the ongoing transformation of the FBI. A key
element of this transformation has been the ability to recruit, hire,
train, and develop the best and the brightest agents, analysts, and
staff to meet the complex threats we face now and in the future,
and the ability to put in place the information technology and in-
frastructure needed to perform our everyday work.

I am concerned that our momentum, built up over the past sev-
eral years with your support, is going to be adversely affected due
to the constrained fiscal environment. The FBI strives to be a good
steward of the funding the Congress provides, and we continually
look for cost-saving initiatives and better business practices to
make us more efficient. However, addressing the major threats and
crime problems facing our Nation requires investments that cannot
be offset by savings alone. If funded for the remainder of fiscal year
2011 at prior year levels, the FBI will have to absorb more than
$200 million in operating requirements and will have more than
1,100 vacant positions by the end of the year. The fiscal year 2012
budget that we are discussing today would actually provide a lower
level of resources than the fiscal year 2011 request submitted last
year, and will leave unaddressed gaps in our investigative and in-
telligence capabilities and capacities in all programs.

I note that the proposed continuing resolution would fully fund
the Department of Defense (DOD), while all other agencies would

VerDate Nov 24 2008  11:00 Jul 12,2012 Jkt 064591 PO 00000 Frm 00088 Fmt6601 Sfmt6602 U:\2012HEAR\11HEAR\11APO7FBI.TXT 64591



83

be extended, perhaps for 1 week. I strongly encourage this sub-
committee to consider also fully funding the FBI in the continuing
resolution. Under the continuing resolution, the FBI would be the
only major partner in the intelligence community that is not fully
funded. While our intelligence community partners would be able
to proceed with planned initiatives and programs, the FBI could
not. And we cannot be considered an equal partner in the intel-
ligence arena without full funding.

As was pointed out, approximately 60 percent of the FBI’s budget
is scored under the DOD-related budget function. Today, FBI
agents, intelligence analysts, and professional staff stand side-by-
side with the military in Afghanistan and elsewhere in the world,
working together to keep our country and our citizens safe from at-
tack. Full funding for the FBI, for which both the House and Sen-
ate were in agreement in their respective marks, would enable
these critical dependencies and collaboration to continue without
interruption.

Last, let me say that we simply cannot afford to return to the
pre-9/11 days, where hiring and staffing in the FBI was a roller
coaster that left most field offices understaffed to deal with the ter-
rorist and other threats we faced. Nor can we afford to return to
the pre-9/11 days where funding uncertainty led to a degradation
of the FBI’s physical and information technology infrastructure.

PREPARED STATEMENT

Let me finish by saying, I appreciate the opportunity to be here
today to talk about our 2012 budget and, inevitably, the 2011 con-
tinuing resolution. But, I also want to thank the subcommittee for
your continued support on behalf of the men and women of the
FBI.

And I, of course, would be happy to answer any questions that
you may have.

Thank you.

[The statement follows:]

PREPARED STATEMENT OF ROBERT S. MUELLER, III

Good morning Chairwoman Mikulski, Ranking Member Hutchison, and members
of the subcommittee.

On behalf of the more than 30,000 men and women of the Federal Bureau of In-
vestigation (FBI), I would like to thank you for the years of support you have pro-
vided to the FBI. This subcommittee has been instrumental in ensuring the FBI has
received the critical resources it needs to:

—defend the United States against terrorism and foreign intelligence threats;

—uphold and enforce the criminal laws of the United States;

—protect civil rights and civil liberties; and

—provide leadership and criminal justice services to Federal, State, municipal,

and international agencies and partners.

Since 9/11, the FBI has shifted to be an intelligence-led, threat-focused organiza-
tion, guided by clear operational strategies. The FBI is focused on predicting and
preventing the threats we face, while engaging the communities we serve. This shift
has led to a greater reliance on technology, collaboration with new partners, and
human capital, requiring additional resources. FBI is a full member of the U.S. in-
telligence community and serves as a critical and singular link between the intel-
ligence and law enforcement communities in the United States. FBI, as an organiza-
tion, is in a unique and critical position to address national security and criminal
threats that are increasingly intertwined. Our adversaries are evolving and using
globalization to enhance their reach and effectiveness, creating new challenges in
our efforts to counter their impact.
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Today, the diversity and complexity of the threats facing the Homeland has never
been greater:

—In the past year, the United States has been the target of terrorist plots from

three main sources:

—al Qaeda;

—al Qaeda’s affiliates; and

—homegrown extremists.

Homegrown extremists are a growing concern and priority of the FBI, as evi-
denced by the number of recent disruptions and arrests; and

—The asymmetric intelligence threat presented by certain foreign governments
endures as the damage from compromised sensitive information and financial
losses from economic espionage and criminal activity remain significant.

—Technological advancements and the Internet’s expansion will continue to em-
power malicious cyber actors to harm U.S. national security through criminal
and intelligence activities. We must maintain our ability to keep pace with this
rapidly developing technology.

—The FBI’s efforts prosecuting financial crimes—including billion-dollar corporate
and mortgage frauds, massive Ponzi schemes, and sophisticated insider trading
activities—remain essential to protect investors and the financial system, as
well as homeowners and ultimately taxpayers. There also continue to be insid-
ious healthcare scams that endanger patients and fleece Government healthcare
programs of billions. Despite strong enforcement, both public corruption and
violent gang crimes continue to endanger our communities.

These examples underscore the complexity and breadth of the FBI's mission to

protect the Nation in a post-9/11 world.

The FBI’s fiscal year 2012 budget request includes a total of $8.1 billion in direct
budget authority, including 33,469 permanent positions (12,993 special agents, 2,989
intelligence analysts, and 17,487 professional staff). This funding, which consists of
$8 billion in salaries and expenses and $81 million in construction, is critical to con-
tinue our progress acquiring the intelligence and investigative capabilities required
to counter current and emerging national security and criminal threats.

Consistent with the FBI's transformation to a threat-informed and intelligence-
driven agency, the fiscal year 2012 budget request was formulated based upon our
understanding of the major national security and criminal threats that the FBI
must work to prevent, disrupt, and deter. We then identified the gaps and areas
which required additional resources. As a result of this integrated process, the fiscal
year 2012 budget proposes $131.5 million for new or expanded initiatives and 181
new positions, including 81 special agents, 3 intelligence analysts, and 97 profes-
sional staff. These additional resources will allow the FBI to improve its capacity
to address threats in the priority areas of terrorism, computer intrusions, weapons
of mass destruction, foreign counterintelligence, and violent crime.

Let me briefly summarize the key national security threats and crime problems
that this funding enables the FBI to address.

NATIONAL SECURITY THREATS

Terrorism.—The FBI is fully engaged in the worldwide effort to counter terrorism.
We have taken that fight to our adversaries’ own sanctuaries in the far corners of
the world—Iraq, Afghanistan, Pakistan, Europe, Asia, and Africa. We have also
worked to uncover terror cells and supporters within the United States, as well as
disrupting terrorists’ financial, communications, and operational lifelines at home
and abroad.

Al Qaeda remains our primary concern. Al Qaeda’s intent to conduct high-profile
attacks inside the United States is unwavering. While the overall structure of the
group has diminished, its power to influence individuals and affiliates around the
world has not. Today, we still confront the prospect of a large-scale attack by al
Qaeda, but the growing threat from al Qaeda affiliates, as demonstrated in the at-
tempted Christmas Day bombing and the failed Times Square bombing, is unprece-
dented. Al Qaeda and its affiliates may also attempt smaller attacks that require
less planning and fewer operational steps—attacks that may be more difficult to de-
tect and prevent.

Threats from homegrown terrorists are also of growing concern. These individuals
are harder to detect, easily able to connect with other extremists, and—in some in-
stances—highly capable operationally. There is no typical profile of a homegrown
terrorist; their experiences and motivating factors vary widely.

The added problem of radicalization makes these threats more dangerous. No sin-
gle factor explains why radicalization here at home may be more pronounced than
in the past. American extremists appear to be attracted to wars in foreign countries,
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as we have seen a number of Americans travel overseas to train and fight with ex-
tremist groups. These individuals may be increasingly disenchanted with living in
the United States, or angry about U.S. and Western foreign policy. The increase and
availability of extremist propaganda in English can exacerbate the problem.

The Internet has also become a key platform for spreading extremist propaganda
and has been used as a tool for terrorist recruiting, training, and planning, and has
been used as a means of social networking for like-minded extremists. Ten years
ago, in the absence of the Internet, extremists would have operated in relative isola-
tion, unlike today.

In short, we have seen an increase in the sources of terrorism, an evolution in
terrorist tactics and means of communication, and a wider array of terrorist targets
here at home. All of this makes our mission that much more difficult and requires
continued support.

The fiscal year 2012 budget request includes 63 positions (34 special agents) and
$40.9 million to address these national security threats, including funding for sur-
veillance resources to combat international terrorism and foreign intelligence
threats, as well as funding for the High-Value Detainee Interrogation Group, Ter-
rorist Screening Center operations, and increased information analysis and sharing
capabilities.

Intelligence.—Since 9/11, the FBI has dramatically shifted our intelligence pro-
gram and capabilities to address emerging threats. We stood up the National Secu-
rity Branch, created a Directorate of Intelligence, integrated our intelligence pro-
gram with other agencies in the intelligence community, hired hundreds of intel-
ligence analysts and linguists, and created Field Intelligence Groups (FIGs) in each
of our 56 field offices. In short, the FBI improved and expanded our intelligence col-
lection and analytical capabilities across the board.

Today, we are collecting intelligence to better understand all threats—those we
know about and those that have not yet materialized. We recognize that we must
continue to refine our intelligence capabilities to stay ahead of these changing
threats. We must function as a threat-driven, intelligence-led organization. The FBI
recently restructured its FIGs, where each group now has clearly defined require-
ments for intelligence collection, use, and production. With this new structure, each
office can better identify, assess, and attack emerging threats.

We want to make sure that every agent in every field office approaches a given
threat in the same manner, and can better turn information and intelligence into
knowledge and action. The fiscal year 2012 budget request includes $2.5 million to
help with this endeavor.

Cyber.—A cyber attack could have a similar impact as a well-placed bomb. To
date, terrorists have not used the Internet to launch a full-scale cyber attack, but
they have executed numerous denial-of-service attacks and defaced numerous Web
sites.

Al Qaeda’s online presence has become almost as potent as its physical presence.
Extremists are not limiting their use of the Internet to recruitment or
radicalization; they are using it to incite terrorism. Of course, the Internet is not
only used to plan and execute attacks; it is also a target itself. Osama bin Laden
long ago identified cyberspace as a means to damage both our economy and our mo-
rale—and countless extremists have taken this to heart.

The FBI, with our partners in the intelligence community, believe the cyber ter-
rorism threat is real and is rapidly expanding. Terrorists have shown a clear inter-
est in pursuing hacking skills. And they will either train their own recruits or hire
outsiders, with an eye toward coupling physical attacks with cyber attacks.

The FBI pursues cyber threats from start to finish. We have cyber squads in each
of our 56 field offices around the country, with more than 1,000 specially trained
agents, analysts, and digital forensic examiners. Together, they run complex under-
cover operations and examine digital evidence. They share information with our law
enforcement and intelligence partners. And they teach their counterparts—both at
home and abroad—how best to investigate cyber threats.

But the FBI cannot do it alone. The National Cyber Investigative Joint Task
Force includes 18 law enforcement and intelligence agencies, working side-by-side
to identify key players and schemes. This task force plays an important role in the
administration’s Comprehensive National Cybersecurity Initiative. Its goal is to pre-
dict and prevent that which is on the horizon, and then attribute and pursue the
enterprises behind these attacks. The task force operates through Threat Focus
Cells—smaller groups of agents, officers, and analysts from different agencies, fo-
cused on particular threats.

Together, with law enforcement, the intelligence community, and our inter-
national and private sector partners, we are making progress, but there is signifi-
cantly more to do. The fiscal year 2012 budget request includes 42 positions (14 spe-
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cial agents) and $18.6 million to enhance the FBI’s investigatory capabilities and
protect critical technology network infrastructure from malicious cyber intrusions as
well as improve analysis of digital evidence.

Technology and Tools.—The FBI has greatly improved the way we collect, ana-
lyze, and share information using technology. Intelligence provides the information
we need, but technology further enables us to find the patterns and connections in
that intelligence. Through sophisticated, searchable databases, we are working to
track down known and suspected terrorists through biographical and biometric in-
formation, travel histories and financial records. We then share that information
with those who need it, when they need it.

For example, the FBI has developed the Data Integration and Visualization Sys-
tem (DIVS), with the goal to prioritize and integrate disparate datasets across the
FBI. The FBI currently has investigative data that is stored and accessed in mul-
tiple systems. As a consequence, our personnel are spending too much time hunting
for data, leaving them less time to analyze and share that data to stay ahead of
threats. Furthermore, this stove-piped architecture and inefficient process increases
enterprise costs and impedes the speed, effectiveness, and responsiveness of intel-
ligence and investigative analysis.

DIVS provides single sign-on, role-based access controls to analyze and link all
FBI data that the user is lawfully allowed to see and will provide the means to effi-
ciently feed FBI Secret data to the FBI Top Secret system. DIVS will not only sig-
nificantly improve users’ efficiency in searching multiple databases, it will ulti-
mately help reduce or eliminate unnecessarily redundant data systems.

In addition to creating new technologies, like DIVS, one lesson we have learned
in recent years is the need to ensure that as new technology is introduced into the
marketplace, FBI and its law enforcement partners maintain the technical capabili-
ties to keep pace. In the ever-changing world of modern communications tech-
nologies, however, FBI and other Government agencies are facing a potentially wid-
ening gap between our legal authority to intercept electronic communications pursu-
ant to court order and our practical ability to actually intercept those communica-
tions.

As the gap between authority and capability widens, the Federal Government is
increasingly unable to collect valuable evidence in cases ranging from child exploi-
tation and pornography to organized crime and drug trafficking to terrorism and es-
pionage—evidence that a court has authorized us to collect. We need to ensure that
our capability to execute lawful court orders to intercept communications does not
diminish as the volume and complexity of communications technologies expand.

FBTI’s fiscal year 2012 budget request includes 23 positions—3 special agents—and
$20.5 million to advance DIVS development and to strengthen FBI's and our law
enforcement partners’ ability to successfully conduct lawfully authorized electronic
surveillance, consistent with existing authorities, by establishing a Domestic Com-
munications Assistance Center (DCAC).

Weapons of Mass Destruction.—The FBI carries responsibility for responding to
certain Weapons of Mass Destruction (WMD) threats in the United States, and the
WMD Directorate carries out that critical charge. The Directorate was established
to be a unique combination of law enforcement authorities, intelligence analysis ca-
pabilities, and technical subject matter expertise that exists nowhere else in the
U.S. Government. The creation of the Directorate enabled the FBI to focus its WMD
preparedness, prevention, and response capabilities in a single, focused organization
rather than through decentralized responsibilities across divisions.

The global WMD threat to the United States and its interests continues to be a
serious concern. The WMD Commission has warned that without greater urgency
and decisive action, it is more likely than not that a WMD will be used in a terrorist
attack somewhere in the world by the end of 2013. Osama bin Laden has also said
that obtaining a WMD is a “religious duty” and is reported to have sought to per-
petrate a “Hiroshima” on U.S. soil.

Globalization makes it easier for terrorists, other groups, and lone actors to gain
access to and transfer WMD materials, knowledge, and technology throughout the
world. As noted in the WMD Commission’s report, those intent on using WMDs
have been active and as such “the margin of safety is shrinking, not growing”.

The frequency of high-profile acts of terrorism has increased over the past decade.
Indicators of this increasing threat include the 9/11 attacks, the 2001 Amerithrax
letters, the possession of WMD-related materials by Aafia Siddiqui when she was
captured in 2008, and multiple attempts by terrorists at home and abroad to use
explosives improvised from basic chemical precursors. The challenge presented by
these threats is compounded by the large volume of hoax threats that distract and
divert law enforcement agencies from addressing real threats.
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The FBI must be poised to handle any WMD event, hoax or real. Therefore, the
fiscal year 2012 budget request includes 13 positions (including 6 special agent
bomb technicians) and $40 million to acquire the necessary aircraft required to re-
spond to a WMD incident and render a device safe.

CRIMINAL THREATS

The FBI faces many criminal threats, from white collar crime to organized crime
to violent crime and gangs to the extreme violence along the Southwest Border.
While all of these threats remain, I would like to take the opportunity to focus on
two of these threats—investigations along the Southwest Border and violent crime
occurring in Indian country.

Southwest Border.—The United States border with Mexico extends nearly 2,000
miles, from San Diego, California to Brownsville, Texas. At too many points along
the way, drug cartels transport kilos of cocaine and marijuana, gangs kidnap and
murder innocent civilians, traffickers smuggle human cargo, and corrupt public offi-
cials line their pockets by looking the other way. Any one of these offenses rep-
resents a challenge to law enforcement. Taken together, they constitute a threat not
only to the safety of our border communities, but to the security of the entire coun-
try.

The severity of this problem is highlighted by the following statistics:

—$18 billion—$39 billion flow annually from the United States across the South-

west Border to enrich the Mexican drug cartels.

—2,600 drug-related murders in Juarez, Mexico in 2009.

—28,000 drug-related murders in all of Mexico since 2006.

—93 percent of all South American cocaine moves through Mexico on its way to

the United States.

—701,000 kilograms of marijuana seized during the first 5 months of 2010 in

Southwest Border States (Arizona, California, New Mexico, and Texas).

—6,154 individual seizures of marijuana, cocaine, heroin, and methamphetamines

during the first 5 months of 2010 in the Southwest Border States.

The FBI has 13 border corruption task forces, but to address security along the
Southwest Border, we have developed an intelligence-led, cross-programmatic strat-
egy to penetrate, disrupt, and dismantle the most dangerous organizations and indi-
viduals. This strategy begins with the deployment of hybrid squads in hotspot loca-
tions. The primary goal of the hybrid squad model is to bring expertise from mul-
tiple criminal programs into these dynamic, multi-faceted threats and then target,
disrupt, and dismantle these organizations. Hybrid squads consist of multi-discipli-
nary teams of special agents, intelligence analysts, staff operations specialists, and
other professionals. The agent composition on the squads provides different back-
grounds and functional expertise, ranging from violent gangs, public corruption, and
violent crimes.

The FBI’s fiscal year 2012 budget request includes funding to continue these ef-
forts, which were initially provided through supplemental funding in fiscal year
2010.

Indian Country.—The FBI has the primary Federal law enforcement authority for
felony crimes in Indian country. Even with demands from other threats, Indian
country law enforcement remains a priority for the FBI. Last year, the FBI was
handling more than 2,400 Indian country investigations on approximately 200 res-
ervations and more than 400 Indian gaming facilities throughout 28 States. Ap-
proximately 75 percent of all FBI Indian country investigations involve homicide,
crimes against children, or felony assaults. American Indians and Alaska Natives
experience violent crime at far higher rates than other Americans. Violence against
Native women and children is a particular problem, with some counties facing mur-
der rates against Native women well over 10 times the national average.”!

Complex jurisdictional issues and the dynamic and growing threat in Indian coun-
try requires additional FBI presence. Currently, the FBI has 18 Safe Trails Task
Forces focused on drugs, gangs, and violent crimes in Indian country. The gang
threat on Indian reservations has become evident to the tribal community leaders,
and gang-related violent crime is reported to be increasing. Tribal communities have
reported that tribal members are bringing back gang ideology from major cities, and
drug-trafficking organizations are recruiting tribal members.

In order to address this situation, the FBI’s fiscal year 2012 budget request in-
cludes 40 positions (24 special agents) and $9 million to bolster existing Safe Trails

1Zaykowski, Kallmyer, Poteyeva, & Lanier (August 2008), Violence Against American Indian
and Alaska Native Women and the Criminal Justice Response: What is Known, Bachman (NCJ
#223691), at 5, http://www.ncjrs.gov/pdffiles1/nij/grants/223691.pdf.
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Task Forces and to provide additional investigative resources to address a signifi-
cant violent crime threat in Indian country.

OFFSETS

The FBI, like all Federal organizations, must do its part to create efficiencies. Al-
though the FBUI’s fiscal year 2012 budget request includes $131.5 million in program
increases, it is offset, in part, by almost $70 million in program reductions. These
offsets include $26.3 million to reduce funding for the FBI's Secure Work Environ-
ment program, which enables the FBI’s national security workforce the ability to ac-
cess top secret information within the FBI and with intelligence community part-
ners; almost $1 million to eliminate and consolidate FBI Violent Crime and Gang
Task Forces; a $15 million reduction to Sentinel (the FBI’s case management sys-
tem); $6.3 million to reduce support of the relocation program, which strategically
relocates staff to meet organizational needs and carry out mission requirements; al-
most $1 million to eliminate 12 FBI resident agency offices across the country; a
$5.8 million reduction to the FBI’s ability to develop new tools to identify and ana-
lyze network intrusions; a $2.6 million reduction as a result of surveillance program
efficiencies; almost $1 million to reduce the amount requested to hire and support
special agents and intelligence analysts; $5.7 million to delay the refreshment cycle
of FBI desktop and laptop computers—delaying refreshment from 4 years to 5 or
more years; and a $5.9 million reduction for administrative efficiencies, including
funding for travel, equipment, conferences and office supplies.

CONCLUSION

Chairwoman Mikulski, Ranking Member Hutchison, and members of the sub-
committee, I want to thank you for this opportunity to discuss the FBI’s priorities
and detail new investments sought for fiscal year 2012. Madam Chairwoman, let me
again acknowledge the leadership and support that you and this subcommittee have
provided to the FBI. The Congress’ funding of critical investments in people and
technology are making a difference every day at FBI offices in the United States
and around the world, and we thank you for that support.

I look forward to any questions you may have.

Senator MIKULSKI. Well, Mr. Director, thank you very much for
that candid testimony.

First of all, again, we want to thank you for your service, but we
want to thank everybody who works at the FBI for what they do,
because we know we have highly trained, highly dedicated special
agents. But everybody who works at the FBI feels it’s fighting the
bad guys, whether it’s the Secretary, whether it’s the people who
work in procurement, analysts, linguists, and so on. Everybody
feels they’re a part of the FBI family, part of the FBI crime-fight-
ing, terrorist-tracking team. And I'm deeply—so, we want to thank
them for what they do.

Now, this takes us to this continuing resolution situation. I think
my colleagues did not realize that many of the people who work at
the FBI would be considered nonessential, that you might have to
furlough people. And then, the long-range consequences of trying to
get caught up, between any cuts at the FBI, with the Spartan fund-
ing for 2012, would leave you with 1,000 vacancies.

Could you please, today, elaborate on what are the consequences,
number one, of a shutdown, and number two, could you elaborate
on what you said in your opening remarks about where we are in
this continuing resolution?

OPERATING UNDER A CONTINUING RESOLUTION

Mr. MUELLER. Well, there are a number of aspects that are dis-
concerting, at best, in terms of the proposed shutdown. Already,
we've had to expend substantial manpower anticipating and pre-
paring for the shutdown. I will say that most agents, analysts, and
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others that are involved in ongoing investigations will be consid-
ered critical. But, there are a number of areas, particularly at
headquarters, where they would be deemed noncritical, and the ini-
tiatives, whether they relate to child pornography or cyber or other
arenas, particularly on the criminal side, will suffer and have to be
put on hold.

Training for our new agents, for the National Academy, and for
State and local law enforcement that is ongoing would undoubtedly
be disrupted. In some sense, where we have had, I believe, a great
deal of momentum to transform the FBI, this will be put on hold,
of course, during the extent of any particular shutdown.

Turning to the second issue, and that is the impact of the con-
tinuing resolution. As I pointed out in my opening remarks, this
would dramatically set us back. And let me, if I could, give you an
example——

Senator MIKULSKI. Please.

Mr. MUELLER [continuing]. In the mortgage fraud arena, which
you mentioned earlier.

Because of the mortgage fraud crisis in 2009—and in 2010—
there was a supplemental relating to financial fraud.

Senator MIKULSKI. Right.

Mr. MUELLER. We were given approximately 200 slots to address
this crisis by the Congress. It was a supplemental, so it was a one-
time payment for these individuals. And of course, we are seeking
the recurrence so that we can keep those persons onboard. The fact
that we are looking at a 2010 base for our 2011 budget means that
we do not get those slots. We also had put in, for the 2011 budget,
a request for another 150 personnel to address the crisis, which,
with the previous 200 in 2010, would come to 350 persons to ad-
dress the mortgage fraud crisis. We are not going to get those indi-
viduals. They are part of the 1,100 vacancies that we will be unable
to fill if we are not given an anomaly or some other relief from
what is proposed in the continuing resolution that is currently
being discussed, at a time when the number of suspicious activity
reports from financial institutions grew to almost 70,000 back in
2010.

So, acknowledged by the Congress as a threat to the financial in-
stitutions, we've sought funds, and we anticipate getting those bod-
ies onboard. In some cases, we have. But we’re not going to be able
to get the funding to sustain the momentum in addressing that
particular issue.

Senator MIKULSKI. Well, I'm going to make sure my colleagues
have questions, here. And my questions related to cybersecurity, et
cetera, I'll save for the other hearing environment. But, ——

Mr. MUELLER. May I add one——

Senator MIKULSKI. Yes.

Mr. MUELLER. I'm sorry to interrupt.

Senator MIKULSKI. Let me—go ahead. Please, Director.

Mr. MUELLER. One other thing is—I talked about what we got
in 2010, in terms of 200 funded staffing level, and then another
150 would have been in the 2011 request. We’re here talking about
2012. We did not get additional resources in the 2012 budget.

Senator MIKULSKI. That’s right.
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Mr. MUELLER. We assumed, and persons looking at our budget
assumed, that we had enhanced our capabilities by 350. So, we’re
not even discussing getting additional mortgage fraud resources in
2012, because we had assumed that we would be beefed up by the
time that we were discussing the 2012 budget.

Senator MIKULSKI. So, you really get a triple hit.

Mr. MUELLER. We do.

Senator MIKULSKI. You got a hit in the continuing resolution
now, which could really be a hit. You got a hit in the 2011. And
you get a hit in 2012.

Mr. MUELLER. Yes, ma’am.

Senator MIKULSKI. Now—but, just for purposes of the sub-
committee background, colleagues, this was the mortgage fraud ini-
tiative and it shows the way we tried to work with agility in meet-
ing the contemporary needs—this was a bipartisan effort in fight-
ing mortgage fraud that came from Senator Shelby and myself—
Senator Shelby, ranking member on Banking, who really knew the
stuff and what was needed. And we worked together to jumpstart
the FBI dealing with mortgage fraud that requires—Mr. Director,
don’t you have really unique skills in things like forensic account-
ing?

Mr. MUELLER. We do.

Senator MIKULSKI. So, it wasn’t just like 300 people that, you
know, you can get off the shelf from local law enforcement.

Mr. MUELLER. They have to be very well trained, experienced
agents to do white-collar cases, particularly the multimillion dollar
mortgage fraud cases.

Senator MIKULSKI. Like Madoff.

Mr. MUELLER. The Madoff case was a Ponzi scheme, but, in addi-
tion to the mortgage fraud crisis, where we have more than 3,000
cases, we have securities fraud and we have corporate fraud. You
have the Madoffs, the Ponzi schemes that we’re also responsible for
investigating. The agents to investigate it have to have some expe-
rience in the financial arena. Forensic accountants are absolutely
indispensable. Analysts not only work on the current caseload, but
anticipate the next type of crisis, and are tremendously important
as well. All of these are part and parcel of those positions that we
had started growing in 2010 and anticipated to continue in 2011
and 2012.

Senator MIKULSKI. Well, I'm going to turn to Senator Hutchison.
But, what I wanted my colleagues to see, some new to this sub-
committee, this was a bipartisan effort to return to a national situ-
ation that was identified by the ranking member, and then we
worked together on it. And now, we don’t want it to sputter out.
So, Senator Hutchison.

Senator HUTCHISON. Well, thank you, Madam Chairman.

I want to ask you, Mr. Director, about the lack of support for the
Southwest Border efforts—the $130 million. And if you would com-
ment on the status of your request of the Justice Department for
more funds, and what you think are the highest priorities for the
Southwest Border that you would use more funds to address.
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SOUTHWEST BORDER FUNDING

Mr. MUELLER. Well, we did obtain some funds from the South-
west Border supplemental.

Senator HUTCHISON. The supplemental.

Mr. MUELLER. And our requests throughout the years has been
generally directed at specific targeted activities where we have
some degree of expertise. We have a number of public corruption
cases that we handle along the border. We have 14 border corrup-
tion task forces that we operate with other participants.

Another aspect that you mentioned was the violence that crosses
the border. There had been a spate of kidnappings, where there are
individuals who may live in the United States, but have either
businesses or family in Mexico who were kidnapped in Mexico, and
the victim’s families would be in the United States. We developed
a series of task forces to address that. But that is still a continuing
issue for us.

We have more than 500 agents who are working under the Orga-
nized Crime Drug Enforcement Task Force (OCDETF) program.
They’re looking at criminal enterprises, the drug-trafficking organi-
zations.

And along the same lines, we have had recent successes in ad-
dressing Barrio Azteca. I'm sure youre familiar with that prison
gang that has cross-border roots and has grown substantially over
the last several years. That comes out of our working on what we
call our “criminal enterprise cases.”

Two areas of initiatives where we have sought money, have got-
ten some money, and relate to intelligence. We have put together
an intelligence unit down in El Paso that pulls in intelligence for
all of our border offices, as well as headquarters and intelligence
with our legal attaché office in Mexico City. We share that intel-
ligence with DEA and others in the intelligence community that
are also colocated in El Paso.

Senator HUTCHISON. Are you saying you need more for that to
be completely effective?

Mr. MUELLER. Yes, we could always use more funds to expand
on the intelligence arena.

But, we also have gotten funds for what we call “hybrid squads”
that pull together agents who have expertise in money laundering
and narcotics trafficking, in public corruption and the various pro-
grams that are impacted along the border. We have, I think, close
to 10 hybrid squads, at this point, that bring these various skill
sets together, and they have been very effective in addressing the
criminal issues that relate to the Southwest Border.

Senator HUTCHISON. Well, my information says that you would
be facing a deficit of $200 million if you're left at fiscal year 2010
levels in that particular hybrid squad——

Mr. MUELLER. I think that may be true. Excuse me just a second.

Yes, you're right. I just wanted to check and make certain that
the $200 million is the overall deficit that we will face, not just in
the hybrid squads, but if the continuing resolution is passed, as is
anticipated, then we’ll have the $200 million deficit, and in that
$200 million deficit——

Senator HUTCHISON. Is the——
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Mr. MUELLER [continuing]. Are funds for the hybrid squads.

Senator HUTCHISON. Let me ask you another question on this
crossing that we’re finding of other-than-Mexican entrants, ille-
gally, into our country. And it’s the Somalian issue. We know that,
through Big Bend, a group of Somali illegal immigrants doing
criminal activity were apprehended, because the park officials, the
park rangers, noticed and were alert and went to the Border Pa-
trol. And the Border Patrol then apprehended these individuals at
the next border checkpoint. And they were tried and found guilty.
But, you and I discussed that we have a problem with Somalis who
are engaged in terrorist activities, because there’s no government
to which they can be returned. How are you dealing with that? And
how can we be helpful?

Mr. MUELLER. Well, it is a continuing issue. From our perspec-
tive, our role is to interview any of the special-interest aliens that
come across the border, regardless of the country of origin, but par-
ticularly those who are coming across the border from those coun-
tries that are known to harbor terrorists. We work with Customs
and Border Patrol (CBP) to not only identify but to interview and
determine the threat that any of these individuals present.

With regard to Somalis who show up on the border, I do believe
it is accurate that decisions have to be made. Inevitably, they are
seeking asylum, and decisions have to be made whether they are
legitimate asylum seekers, which is done by, quite obviously, the
Department of Homeland Security (DHS).

Senator HUTCHISON. Right.

Mr. MUELLER. We work very closely to try to ferret out those who
are here with legitimate asylum concerns and others who are here
for other purposes. I would be happy, in closed session, to elaborate
a little bit more on the numbers and what we have found.

Senator HUTCHISON. Well, let me just say, I have a number of
questions for the closed session. I'd like to give my other colleagues
a chance to question you, as well. And my time is up.

So, thank you very much.

Mr. MUELLER. Thank you.

Senator MIKULSKI. We're going to go to Senator Lautenberg, Sen-
ator Johnson, and then Senator Pryor.

Senator LAUTENBERG. Thank you, Madam Chairman.

And, Director Mueller, thank you for the job that you've done.

Mr. MUELLER. Thank you, Sir.

Senator LAUTENBERG. You've elevated the view of the FBI and
the complicated tasks that it has to highly professionally skilled,
and a very efficient team, and we thank you for your work.

Life has gotten more complicated—things that we never thought
about before, about people who are willing to take their lives to kill
others; the cyber side of things. All of these are relatively new find-
ings in the lives we live. And it has made it tougher, and requires
more resources.

And T'll try to ask you my questions in short form, and maybe
we get going, because I'm sorry that I can’t join you in the next
meeting.
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BRADY LAW

In Tucson, the shooter used a high-capacity ammunition clip,
killed 6 people, wounded 13, and was tackled when he was trying
to reload. So, such clips were banned until 2004. And they were
part of an expired assault weapons ban. And now, even former Vice
President Dick Cheney has suggested that maybe it’s time to rein-
state this ban—it may be appropriate to do so. So, what do you
think about it?

Mr. MUELLER. I think I'll speak generally, and leave the specific
comments on particular legislation to the Department of Justice.
But, anybody in law enforcement is concerned today about the
high-velocity, high-caliber automatic/semi-automatic weapons, and
the threat of those weapons falling into the hands of criminals. I,
like just about anybody involved in law enforcement, am supportive
of areas in which we can lessen the threat of weapons in the hands
of criminals, particularly those weapons that do substantial dam-
age.

Senator LAUTENBERG. Yes. Because that magazine is designed
for military and law enforcement use, and it should not fall into
the hands of people who don’t have a purpose other than malice to
deal with it.

The Brady law, Mr. Director, requires gun purchasers to undergo
background checks to make sure they’re not felons, convicted do-
mestic abusers, or severely mentally ill. But, the gun show loophole
allows anyone to walk into that gun show—it could be the most
known criminal—put down the money, and walk away with guns.
And we hear a lot about the need to enforce the laws that we have
on the books. What effect does the gun show loophole have on our
ability to enforce the Brady law, which says that you shouldn’t be
able to—that people like that should not be able to get gun per-
mits?

Mr. MUELLER. Well, again, I'll talk generally, as a member of the
law enforcement community, where to the extent that we can keep
weapons out of the hands of criminals, we generally are supportive.

GUN SHOW LOOPHOLE

Senator LAUTENBERG. Well, what do you make about the gun
show loophole, Mr. Mueller?

Mr. MUELLER. To the extent that we do not have a mechanism
of assuring that persons who have a criminal past or a reason for
not being given a weapon, I think everybody in law enforcement
would be supportive of—some mechanism that would——

Senator LAUTENBERG. I assume that’s a “Yes.” and that you
think the gun show loophole ought to be closed. Do you want to cor-
rect me?

Mr. MUELLER. I have nothing further to say, other than, speak-
ing generally for law enforcement, there are very few of us who
would disagree with the desirability of having screening mecha-
nisms that would enable us to keep the guns out of these hands
of those persons who should not have them.
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TERRORIST ACCESS TO GUNS

Senator LAUTENBERG. Okay. The Federal law allows people on
the terror watch list to legally purchase a gun or even explosives.
In response to a letter I sent to you in 2005, the Department of
Justice recommended giving the Attorney General the power to
deny guns and explosives to a terror suspect. And I've introduced
a bill that would do that.

Now, Attorney General Holder has expressed support for closing
the terror gap in our laws. Do you think it’s time to close the terror
gap that exists?

Mr. MUELLER. I would say this is a complicated issue. I clearly
want to keep guns out of the hands of would-be terrorists. It re-
quires looking at persons who are on the terrorist watch list, and
the basis for putting persons on the terrorist watch list. But, I
think, generally, it goes to what I said before, that if you’re trying
to prevent terrorist attacks and youre trying to prevent persons
who should not have weapons from getting weapons to undertake
terrorist attacks, a screening mechanism is something that all of
us believe is important.

Senator LAUTENBERG. Director Mueller, do you—is there some
faulty process in putting people on the terrorist watch list? Is it an
unreliable list?

Mr. MUELLER. No, I don’t believe so, at all.

Senator LAUTENBERG. Okay. So, it strikes me as kind of an
anomaly that people who are on a list that says these are suspects
for terror, and they can walk in and buy a gun. And we've seen a
couple of instances where some of these permits were permitted to
go through and created havoc, in terms of discovering that they
were involved with explosives, et cetera.

Mr. MUELLER. And I share your concern.

PORT NEWARK AND LIBERTY INTERNATIONAL AIRPORT

Senator LAUTENBERG. Can I ask one more question, Madam
Chairman? And that is, the stretch between Port Newark and Lib-
erty International Airport has been identified—by the FBI, I might
add—as the most dangerous area in America for a terrorist attack.
There are chemical manufacturers, there are rail systems and the
port—all kinds of things. And 12 million people live within a 12-
mile radius of that 2-mile stretch. An attack on this area could not
only cause untold death and injury, but also cripple the economy.
And last year I believe you said that additional resources would go
toward protecting this 2-mile area. Are there specific items in this
budget request that will help the FBI protect this area further?

Mr. MUELLER. Well, let me start by saying that I'’ve appeared be-
fore this subcommittee annually for a number of years now, and I
know this is a topic that we would discuss each year, and have. I
can assure you that since we’ve had the original discussion, and
each year it’s raised, we go back to make certain that which we
have put in place to address this particular strip of territory—the
Homeland Security Task Force, the Joint Terrorism Task Force
(JTTF) is doing everything it can to assure that there is not an at-
tack there. And I am continuously reassured that is the case.
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Going to the question of whether there is anything specifically in
the budget request that would address that, I'd have to get back
to you on it.

[The information follows:]

BUDGET REQUEST FOR RESOURCES IN NEW JERSEY

The Federal Bureau of investigation’s (FBI) fiscal year 2012 request to the Con-
gress does not include an enhancement to specifically address the stretch between
Port Newark and Liberty International Airport, however, the FBI and the Depart-
ment of Homeland Security, working through Task Forces, are working diligently
to combat any threats and ensure the area remains safe.

Senator LAUTENBERG. Thanks very much. And I would urge you
to hang around as long as you can. I've tried it, and I like it.

Thank you very much.

Senator MIKULSKI. Senator Johnson.

Senator JOHNSON. Thank you, Madam Chairwoman, Director
Mueller, again thank you for your service, not only as FBI Director,
but all your public service, including being a U.S. marine.

I'm the new kid on the block here, so I'm going to try—in my
questions here, try and determine the priorities of the Department.
I'm an accountant, so I like doing that, actually using the budget
process, in terms of where you spend your money.

FBI BUDGET PRIORITIZATION

So, first of all, in your budgeting process, do you categorize the
areas of your concern in the—so I can kind of figure out where the
money goes?

Mr. MUELLER. Absolutely. There are two processes we go
through. One is the programmatic prioritization. One of the first
steps we took after September 11 was setting programmatic prior-
ities for the organization as a whole, simply put, so everybody un-
derstood what those priorities are. And they are the same priorities
today: on the national security side, counterterrorism, counterintel-
ligence, and cyber—protecting the country from terrorist attacks,
theft of our secrets, and cyberattacks; on the criminal side, it’s pub-
lic corruption and civil rights, followed by transnational/inter-
national organized crime, followed by substantial white-collar crime
and violent crime.

Everyone, from top to bottom, knows that these are the eight
programmatic priorities. There are two more. One is to understand
that our successes depended on our cooperation with, and support
of, State and local law enforcement and our persons overseas, and
the necessity of bringing the FBI into the technological age.

Our budget process is set up so that if you want additional per-
sonnel and additional resources, they have to fit into the budget
framework.

On the other side, we have initiatives that we identify each
year—10 or so initiatives. One initiative this last year was to es-
tablish regional intelligence centers to complement what we do
throughout the country. There are about six of those.

So, our budget process sets the priorities first, and then every-
body who wishes to benefit—and by that, I mean our various pro-
grams—have to understand where they fit in the prioritization
process.
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Senator JOHNSON. In round numbers, can you give me the top
four or five, in terms of how much is spent in these areas, then?

Mr. MUELLER. Not off the top of my head. I will tell you that the
way I look at it, in some sense, is we've got two sides of the house.
One is the criminal side of the house which we’ve done tradition-
ally for 100 years. The other is national security.

Senator JOHNSON. Can you give me numbers on those?

Mr. MUELLER. About 50/50.

Senator JOHNSON. It’s about 50/50.

Mr. MUELLER. About 50/50. It used to be, before September 11,
we had about 10,000 agents on the street. About 7,000 were work-
ing criminal programs and about 3,000 were working national secu-
rity. We’re up a couple thousand more. So, on the street we have
maybe 6,000 agents who are doing the criminal programs and ap-
proximately another 6,000 who are doing the national security pro-
grams.

The one point I would make is that we had to move 2,000 agents
from the criminal programs over to national security in the wake
gf dSeptember 11. There has not been a backfill, really, for those

odies.

Senator JOHNSON. So, you—prior to 9/11, you had about 10,000
employees, and now you’ve got about 32,0007 31,500?

Mr. MUELLER. We've got about 35,000 employees, now. I was
talking about agents on the street. In other words

Senator JOHNSON. Okay.

Mr. MUELLER [continuing]. Not agents at headquarters, but those
that are actually out there doing investigations, of which we had
approximately 10,000 prior to September 11.
hSeg)lator JOHNSON. How many agents do you have right now,
then?

Mr. MUELLER. We have approximately 13,800 agents now, almost
14,000 agents. And the total in the FBI is more than 35,000 now.

Senator JOHNSON. So, how are those split, then, between the two
top categories, on criminal versus counterterrorism?

Mr. MUELLER. You mean of the agents?

Senator JOHNSON. Agents, correct, on the street.

Mr. MUELLER. It’s about 50/50, still.

Senator JOHNSON. Okay. So, again, you took 2,000 from criminal,
basically, and put that into counterterrorism.

Mr. MUELLER. Yes.

Senator JOHNSON. And then, you added probably about 3,000.

Mr. MUELLER. Yes. Approximately 2,700.

Senator JOHNSON. Okay.

Mr. MUELLER. But most of the resources we have received over
the years have been in support of the national security function, in
building up the national security side of the house.

Senator JOHNSON. Okay, good. I mean, that just gives me a feel
for the priorities.

MORTGAGE FRAUD

Can you describe who’s the—who are the targets? I mean,
what—who are the criminals in the mortgage—in—this in the
mortgage fraud crisis? I'm—I need to be brought up to speed on
this.
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Mr. MUELLER. Well, they go from entities and individuals on
Wall Street to various different types of schemes and scams in the
various communities, which might involve the builders, the ap-
praisers, cooperating homeowners, and Realtors. There are a vari-
ety of schemes that were used to suck money out of the mortgage
market to benefit persons, both small and large, during that crisis.
So, we have, from bottom to top, the investigations—some very
large investigations where there are multimillion-dollar losses, to
those investigations where there was an ongoing conspiracy for 2
or 3 years, where you might involve a real estate agent, the ap-
praiser that was jimmying the appraisals, and cooperating home-
owners and builders.

Senator JOHNSON. Can—just real quick—does that still pose—are
we kind of mopping up after the damage, or does this still pose a
pretty significant threat to our financial system?

Mr. MUELLER. I think we are on the downslope of the issue.
What I find is that white collar crime is cyclical, in some sense.
Back in 2002, 2003, we had Enron, we had WorldCom, we had
HealthSouth, we had any number of large corporations that we
were investigating for fiddling the books, particularly in their
quarterlies and the like. And we had to ramp up to address that
particular crisis.

This is a crisis we have ramped up to address, and we’re on the
downslope. Our concern, if any, is, apart from the homeowner
mortgage crisis, to the commercial mortgage arena, in which we
have seen an uptick in fraudulent activities, while there’s been, I
would say, a slowed growth in the homeowner mortgage set of
cases.

Senator JOHNSON. Okay. Thank you.

Senator MIKULSKI. Part of the reason there’s been a slow growth
is because they've been prosecuted, and they know the FBI will
come after them.

Mr. MUELLER. Yes, I should have alerted you to that. Yes. The
de}:‘fe‘:rrence gets out there. You've seen people hauled away in hand-
cuffs.

Senator MIKULSKI. In other words, these are bottom fishers. I
mean, the prosecutions have been a form of prevention of further
activity.

But, Senator Johnson, if you want to have additional briefings
from the FBI, they’ll be happy to talk with you.

Mr. MUELLER. Be happy to do that.

Senator MIKULSKI. Senator Pryor and—then Senator Collins.

Senator PRYOR. Thank you, Madam Chair.

And thank you, Mr. Director.

Mr. MUELLER. Senator.

Senator PRYOR. And it’s always good to see you. Thank you for
being here today.

SOUTHWEST BORDER

For my first few questions, I'd like to focus on the Southwest
Border, and particularly on the Mexican drug cartels. My first
question is somewhat of a followup to Senator Hutchison’s ques-
tions.
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We had a hearing last week, in one of the Homeland Security
subcommittees, where we talked about the new and innovative
ways that drug traffickers are trying to get their product into the
United States illegally. It’s everything from tunnels to catapults to
fake company vehicles, vehicles that have been painted up like a
delivery truck, to submarines, to ultralight aircraft. They’re just in-
govating like crazy to try to get these illegal drugs into the United

tates.

And sort of a general question would be—I know that you are
working on this; I know DEA, CBP—everybody really seems to be
working on this. But, are we getting it right? That’s just a general
question. Are we allocating enough resources? Do we have enough
f(})lcus?on those Mexican drug cartels? Are we getting it right down
there?

Mr. MUELLER. In some sense, we're always reacting to the inno-
vation that you discussed. If you take something like ultralights,
we, along with DEA and others along the Southwest Border, have
addressed this particular concern, and also with the help of the
military, for obvious reasons, when it comes to submarines and the
like. When we identify a new mechanism or way of transporting
drugs to the United States, we react very effectively.

The key to success often is having the sources, not in the United
States, but sources in other countries that alert you to the new
mechanisms of transporting the goods into the United States. I be-
lieve we have been very effective over the years—ourselves, work-
ing closely with DEA—in gathering the intelligence that would
alert us to the new mechanisms of trafficking in the United States.

Additional resources would always be helpful. Would it make a
substantial impact on the ability? Because there’s so many dif-
ferent ways that drugs are coming to the United States—there’s no
one pipeline that you could cut off—it’s hard to tell the overall im-
pact. But, I think we do a good job at responding to the new, inno-
vative ways that the traffickers are attempting to get the drugs
across the border.

Senator PRYOR. You know, another problem we’ve had—and this
has been most visible in CBP, although it apparently is in other
agencies, as well—is that the drug cartels are actively trying to cor-
rupt U.S. officials, U.S. employees, Border Patrol agents, et cetera.
Are you seeing that phenomenon within the FBI?

Mr. MUELLER. Not within the FBI. We do the investigations in
other agencies. We may have had one or two instances where—over
4 or 5 years ago—maybe it’s more than that, but certainly under
10—in which we’ve had, we believe, FBI employees acting improp-
erly on behalf of those who may be affiliated with cartels.

Senator PRYOR. I know that one of the problems the CBP has
had is that they’ve done all this new hiring

Mr. MUELLER. Yes.

Senator PRYOR [continuing]. To try to beef up the border. The
Congress has been pushing more hiring along the border. But they
have not kept up with their own policies and procedures, in terms
of doing polygraphs before people are hired, and doing the back-
ground checks once they’re hired, et cetera. And my understanding
is FBI has actually tried to lend a hand there with polygraphs.
So——
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Mr. MUELLER. We do.

Senator PRYOR. Yes. So, I appreciate that. And I think there——
again, it sort of underscores the team effort nature of this.

Mr. MUELLER. We have border corruption task forces that we
participate in along the border——

Senator PRYOR. Right.

Mr. MUELLER [continuing]. Focused just on this.

GANGS

Senator PRYOR. And another related issue is that the Mexican
drug cartel has a big presence in the United States. And they’re
using a lot of gangs. Some of these are street gangs. Apparently,
there’s a concern about the prison system, where folks come out of
the prison system and they join these gangs; they've been re-
cruited, I guess you can say, in the prison system. Are you seeing
tﬁat‘?phenomenon? And, in your budget, are you trying to address
that?

Mr. MUELLER. Well, I mentioned Barrio Azteca earlier, which is
on the Texas border. In California you have the Mexican Mafia,
Nuestra Familia in northern California, and across the border, you
can identify those gangs that have operations or have hierarchy in
Mexico and are running the trafficking through these gangs in the
United States, or have relationships with the cartels, in order to
bring the drugs in and distribute them.

We had to make a decision after September 11 to move 2,000
agents to counterterrorism. We sat down and looked at what we
were doing. Where did we take the 2,000 agents? We took a major-
ity of those agents from the drug programs, where they were doing
enterprise cases, working with DEA and OCDETF, and moved
them over to national security. We also took agents who were doing
smaller white-collar criminal cases and moved them over to na-
tional security. That has meant that we have not had anywhere
near the footprint we had in addressing narcotics cases in the wake
of September 11. And, as I indicated, the 2,000 bodies taken from
the criminal side of the house have not been backfilled. So, in our
budget, that is not one of those priorities that I alluded to.

Senator PRYOR. Right.

Mr. MUELLER. And you either prioritize, or you don’t. You can’t
pick and choose.

Senator PRYOR. Right. Thank you.

Thank you, Madam Chair.

Senator MIKULSKI. Senator Collins. And

Senator COLLINS. Thank you, Madam Chair.

Senator MIKULSKI [continuing]. We're so glad you're—well, we're
glad everybody’s a member—but, as ranking member on the Home-
land Security Committee, I think you really bring an incredible
body of knowledge on this, and hope you can join us, also, in the
classified hearing, at the conclusion of your questions.

Senator COLLINS. Thank you. I'm delighted to be a new member
of this subcommittee with such great leaders. During a recent din-
ner with the women of the Senate, we decided that, if necessary,
we're going to take over the budget negotiations, because we're con-
fident we could produce a budget. And I say that only partially in
jest. I think we really could work this out.
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Mr. MUELLER. Then I'd say I look forward to working with you.

Senator COLLINS. Exactly.

This is—I know that issue has been covered, and I just want to
associate myself with the comments that have been made, to ex-
press my great concern on what the real-life impact is if Govern-
ment is unable to function.

I also want to associate myself with the comments of my col-
leagues in thanking you for your public service. I know, as Senator
Hutchison has mentioned, that you are the first FBI Director to
serve the full 10 years since the Congress put that requirement in
place. That continuity of leadership has allowed you to accomplish
a great deal and has been extremely important as the FBI has gone
through a fundamental transition in its mission.

As you are well aware from our numerous conversations, the
Homeland Security Committee recently completed its investigation
into the Fort Hood attack and issued a comprehensive report,
which has a number of findings and recommendations that relate
to FBI. I know that, last week, you testified before the Judiciary
Committee, and were asked about our report, and discussed the im-
provements FBI has undertaken in response to our recommenda-
tions.

FORT HOOD SHOOTING

A critical failure that our report identified was the failure of one
of the JTTFs—the one in San Diego—to fully share information
about communications between Major Hassan and a suspected ter-
rorist with the Washington JTTF and with FBI headquarters and
with the DOD. Have you put in place reforms that would prevent
that kind of stovepiping from occurring today?

Mr. MUELLER. Well, I'm not certain I would agree with the char-
acterization of a conscious stovepiping. I do believe that informa-
tion was shared—and we can get into this in more detail—but, I
do believe information was shared from San Diego to Washington.
Now, the followup, in terms of taking that information and moving
on it, is an area that we addressed, and we addressed it through
additional training and the like.

In terms of the information to be shared, there were areas that
related to our ability, technologically, with our databases, to pull
together a variety of pieces of information, and continue to retrieve
that information and share it, that we had to address. We have ad-
dressed that and are indeed in the process of utilizing that as a
basis for having the capability of doing federated searches across
a variety of databases.

So, in the immediate wake of Fort Hood, we looked at that and
saw that this was a vulnerability and a weakness that we had to
address. And we have been doing that.

I might also add, if I could, that we are seeking additional soft-
ware capabilities in the 2012 budget to address this. But those are
my thoughts on that issue.

Senator COLLINS. Well, some information was shared. I think you
will agree that not all of the communications were shared. And the
result was that the Washington JTTF did a very cursory review
of—once it got the information from San Diego, which caused great
consternation by San Diego.
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But, let me ask you a more fundamental question about this. An
important conclusion of our report was that this was not—this
case, with Major Hassan, was not treated as a counterterrorism
case, that the FBI’s counterterrorism division at headquarters was
not informed to try to resolve the conflicts between the two JTTFs.
And the DOD was not fully informed, pursuant to the longstanding
delimitations agreement. What has been done to address those
issues?

Mr. MUELLER. Well, there are two things we found, in the wake
of what happened down there that we need to address.

We had informal discussions with DOD, on an informal, basically
ad hoc basis, with regard to individuals in the military who may
present a counterterrorism issue here in the United States. That
was inadequate. We have, now, a formal relationship, periodic
meetings in which we go over every case that, in any way we come
up with, affects the military. And also, the military exchanges in-
formation with us. So we have addressed that problem—that gap.

The other issue that you talked about, and that is the coordina-
tion by headquarters in the FBI: we have 56 field offices, 400 resi-
dent agencies, thousands of counterterrorism cases. And we have
substantially built up the headquarter’'s—and I won’t say “con-
trol”—coordination and support since September 11. And I believe
it works effectively almost all the time. There are going to be in-
stances where it does not get up to where it should be and deci-
sions are made at a lower level on a particular case that should
have been raised up. This, perhaps, was one of them.

But, the other point that I do want to make, with regard to what
happened in this particular case between our JTTFs—and I can get
into this maybe a little bit deeper when we’re in closed session—
but, in certain cases, the volume of information that has to be re-
viewed may be too broad for one particular field office to handle.
We have changed our processes so there are redundant reviews to
assure that if something is not picked up in the first instance in
a field office, it will be picked up at headquarters in a redundant
review to address that particular issue.

Senator COLLINS. Thank you. Thank you, Madam Chair.

Senator MIKULSKI. And, as I said to Senator Johnson, if you
want an additional series of meetings, the FBI will. And it’s also
worthwhile going over. And it will tie in directly, particularly with
cybersecurity. But, we’ll talk about it in our next stop, here.

ADDITIONAL COMMITTEE QUESTIONS

If there are no further questions, the Senators may submit addi-
tional questions for the official hearing record. And we’d like the
FBI’s response in 30 days.

[The following questions were not asked at the hearing, but were
submitted to the FBI for response subsequent to the hearing:]

QUESTIONS SUBMITTED BY BARBARA A. MIKULSKI
MORTGAGE FRAUD—PREDATORY LENDING

Question. Predatory lenders continue destroying families and communities across
the United States and undermining faith in our financial systems. The Federal Bu-
reau of Investigation’s (FBI) mortgage fraud workload has increased as more preda-
tory lenders are exposed. Last year, the Congress allocated $245 million for FBI to
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hire new agents and forensic accountants dedicated to investigating mortgage fraud,
bringing the total number working on this problem to more than 910 agents.

What can FBI do when it has full teams of agents, forensic accountants, analysts,
and attorneys to work on the financial fraud case workload?

Answer. The addition of any investigative analysts and forensic accountants
would assist the agents and attorneys in investigating and prosecuting the roughly
3,000 pending mortgage fraud cases and 2,400 corporate securities and commodities
fraud cases.

The average length of a complex mortgage fraud investigation ranges from 2 to
5 years, and with the current funded level of agents, the average mortgage fraud
caseload is approximately nine cases per agent. With a full team, the FBI will be
able to increase the pace at which cases can be investigated and prosecuted, and
reduce the caseload per agent.

The 3-year average impact per agent for mortgage fraud was $6,436,213 during
the period of fiscal year 2008—fiscal year 2010. The 3-year average impact per agent
for corporate securities and commodities fraud was $31,541,257 during the period
of fiscal year 2008—fiscal year 2010. This calculation is based on the amount of res-
titution, recoveries, fines, and forfeitures generated from the mortgage fraud cases
by agents assigned to investigate the cases.

Question. There has been some speculation lately as to why FBI is “targeting”
smaller financial fraud cases rather than going after much bigger ones on Wall
Street. Please explain if this is true and how the FBI prioritizes cases.

Answer. FBI does not “target” cases involving lone offenders, small dollar losses,
or lower-level violations. Rather, we investigate and pursue financial fraud in all its
forms, and we are keenly interested in investigating cases that involve large dollar
losses, multiple fraud victims, criminal enterprises, or behavior that poses a height-
ened risk of undermining trust in financial markets. Of course, the pace of large,
complex financial fraud investigations—which often take 2 years or more to thor-
oughly investigate—will not match the quicker pace of more straightforward fraud
cases. But there should be no doubt that we are committed to using all resources
at our disposal to pursue large, complex financial fraud wherever we find it.

By way of illustration, throughout the past year, FBI and its partners at all levels
of law enforcement continued to uncover and assist in the prosecution of massive
frauds and Ponzi schemes. At the end of fiscal year 2010, FBI had more than 2,300
active corporate and securities fraud investigations. During the same timeframe, we
were involved in more than 3,000 ongoing mortgage fraud investigations. Here are
a few examples of the types of cases we have been pursuing:

—In April 2010, Thomas J. Petters was sentenced to 50 years in prison for his
role in operating a $3.65 billion Ponzi scheme through his company, Petters
Group Worldwide LLC.

—In June, Lee Farkas, former chairman of Taylor, Bean, and Whitaker, a large
mortgage origination company, was charged with a $1.9 billion fraud that con-
tributed to the failure of Colonial Bank, one of the largest banks in the United
States and the sixth-largest bank failure in the country.

—In July, Paul Greenwood, a managing partner at both WG Trading and
Westridge Capital Management, pled guilty to his role in a $700 million scheme
that defrauded charitable and university foundations as well as pension and re-
tirement plans.

—In October, Jeffrey Thompson, former president of Hume Bank, pled guilty to
making false statements to the FDIC as part of a bank fraud scheme which
caused such significant losses that the institution was pushed into insolvency.
Thompson faces a sentence of up to 30 years in Federal prison, plus a fine up
to $1 million and an order of restitution.

—In February 2011, Michael McGrath, former president and owner of U.S. Mort-
gage Corporation, formerly one of the largest private residential mortgage com-
panies in New Jersey, is scheduled to be sentenced for his role in perpetrating
a corporate fraud scheme involving the double selling of mortgage loans to
Fannie Mae with losses in excess of $100 million. McGrath faces up to 20 years’
Federal imprisonment, as well as payment of restitution and forfeiture of as-
sets.

These are just a few examples of the thousands of financial fraud investigations
ongoing at FBI and conducted in conjunction with the administration’s Financial
Fraud Enforcement Task Force.

Question. Will FBI be able to add agents to conduct these investigations, even as
it loses criminal agents to counterterrorism work?

Answer. The $44.8 million in new resources that the Congress provided in fiscal
year 2009 to investigate mortgage fraud and other financial crimes has allowed FBI
to add 81 agents to focus on this criminal activity. FBI is not able to realign agents
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from other programs to work on mortgage fraud as it would risk widening investiga-
tory gaps in other areas.

Note that since fiscal year 2007, FBI has not “lost” criminal agents to counterter-
rorism work.

Question. How can FBI better help State and local officials investigate predatory
lenders?

Answer. FBI currently works closely with its State and local law enforcement
partners on financial fraud cases in numerous ways, including through regional
mortgage fraud task forces and working groups; through the coordinated efforts of
the Financial Fraud Enforcement Task Force, which includes many State and local
enforcement officials; and through the National Association of Attorneys General
and the National District Attorneys Association. FBI will continue to use these and
other avenues to work with its State and local partners in the future.

STOPPING HUMAN TRAFFICKING

Question. Human trafficking is both a United States and international crime as
a violation of human rights, labor and public health standards. The State Depart-
ment estimates that 800,000 individuals are trafficked across borders each year,
with an estimated 2—4 million people trafficked within countries. At least 45,000 vic-
tims trafficked into the United States each year. The overwhelming majority are
women and children—mail order brides, sex slaves, runaways, and child prostitutes.
C})lrganizle(:id crime cartels make $9.5 billion annually from human trafficking across
the world.

What role does FBI play in investigating human trafficking and slavery?

Answer. FBI is the DOJ’s primary investigative agency for human trafficking vio-
lations. As such, FBI participates in 74 human-trafficking working groups and task
forces nationwide. The working groups and task forces are comprised of other Fed-
eral, State, and local law enforcement as well as a number of nongovernmental or-
ganizations. Additionally, FBI is a member of the Federal Enforcement Working
Group (FEWG), which includes representation from the Department of Justice, Civil
Rights Division; the Department of Homeland Security (DHS), Homeland Security
Investigations directorate; the Department of Labor (DOL), Wage and Hour Divi-
sion; and the DOL Office of the Inspector General. As a member of the FEWG, FBI
is participating in a pilot Federal Anti-Trafficking Coordination Team (ACTeam)
program. The objectives of the ACTeams are to proactively identify and assist
human trafficking victims; develop victim-centered, multi-disciplinary human traf-
ficking investigations; and produce high-impact human trafficking prosecutions re-
sulting in the conviction of traffickers, the dismantling of trafficking organizations,
and the forfeiture of proceeds and instrumentalities of trafficking offenses.

Question. What is FBI doing to help State and local law enforcement and victim
service providers keep victims of human trafficking safe and hold abusers available?

Answer. The number of agents in FBI’s Human Trafficking program has increased
fivefold since 2001, and the number of investigations has nearly tripled since 2004.
A critical resource and component of FBI's approach to Human Trafficking is the
support to victims provided by the Office for Victim Assistance (funded by the Crime
Victims Fund), including emergency housing, crisis intervention services, clothing,
translator services, locating job training and educational services, processing appli-
cations for continued presence in the United States, and more.

More than two-thirds of FBI’s 122 field office victim specialists participate in
human trafficking task forces. FBI leverages its threat-driven and intelligence-led
approach to human trafficking investigations. Every intelligence analyst, staff oper-
ation specialist, and forensic accountant receives human trafficking instruction as
part of their new employee training program.

In August of last year, FBI published a national Human Trafficking Intelligence
Assessment that identifies trends in human trafficking and areas within the United
States that are vulnerable to certain forms of human trafficking. FBI is also focused
on directing investigative and outreach resources to combat threats to non-
immigrant visa workers and other communities that are particularly vulnerable to
forced labor.

In addition, FBI has built the Innocence Lost National Database, which assists
in the identification of victims and the prosecution of those responsible for the sex-
ual exploitation and trafficking of juveniles. This database is accessible to Federal,
State, and local law enforcement officers and prosecutors who investigate child pros-
titution.

FBI is a full participant in the Anti-trafficking Coordination Teams, with partners
in DHS, DOL, and the U.S. Attorney offices. These teams add to our existing rela-
tionships with Federal, State, local, tribal, and nongovernmental partners formed
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through participation in more than 100 task forces and working groups focused on
confronting the human trafficking threat.

Question. How can FBI better help State and local officials investigate the per-
petrators of human trafficking?

Answer. Human trafficking investigations often require a tremendous amount of
manpower, thus FBI works collaboratively with State and local law enforcement
partners in investigating these crimes.

Often victims, due to fear of their traffickers, are initially afraid to admit they
are victims of human trafficking. With the help of FBI’s Victim Assistance Program,
victims are provided a safe environment to speak and provide the details necessary
to prove a human trafficking violation.

Another important aspect of investigating the perpetrators of human trafficking
is knowing where to find the perpetrators. A number of FBI field offices provide
human trafficking training to State and local law enforcement as well as to the non-
governmental organizations. This training helps State and local law enforcement
identify industries which are susceptible to human trafficking and to better under-
standing the human trafficking problem in their area of responsibility.

STATE AND LOCAL LAW ENFORCEMENT—FIGHTING TERRORISM

Question. Joint Terrorism Task Forces (JTTFs) are teams of Federal, State, and
local police and intelligence agencies working together to identify and respond to
terrorist threats at the local level. There are now more than 100 task forces led by
FBI, with 4,400 participants. These teams have been front and center in recent
failed bombing attempts on a military recruiting station in my own home State of
Maryland, former President Bush’s home in Texas, and a holiday tree lighting cere-
mony in Oregon. Their efforts have prevented what could have been deadly attacks
on Americans.

How beneficial are the task forces in responding to terrorist threats? What unique
role do they play in terrorism investigations?

Answer. JTTFs are highly beneficial and play an essential role in responding to
terrorist threats and protecting the United States from attack:

—they enhance communication, coordination, and cooperation among the Federal,
State, local, and tribal agencies by sharing information regarding suspected ter-
rorist activities and/or subjects on a regular basis and providing access to other
investigative databases to ensure timely and efficient vetting of leads;

—they provide a force multiplier in the fight against terrorism; and

—they enhance FBI's understanding of the threat level in the United States.

Currently, FBI leads 104 JTTFs:

—1 in each of the 56 FBI field office headquarter cities; and

—48 in various FBI resident agencies.

In addition to FBI, 688 State, local, and tribal agencies, and 49 other Federal
agencies have representatives assigned to the JTTFs. FBI is the lead Federal agency
with jurisdiction to investigate terrorism matters, and the JTTFs are one of FBI's
key mechanisms to investigate terrorism matters and protect the United States
from terrorist attack.

Question. Does FBI anticipate expanding task forces in the future if funds are
available? Or is it recommended that funding go to another priority area? What ad-
ditional resources would FBI need to expand the program?

Answer. As noted in an earlier response, JTTFs are extremely effective in inves-
tigating terrorism matters and protecting the United States from terrorist attacks.
JTTFs enhance communication, coordination, and cooperation among Federal, State,
local, and tribal agencies, and provide a force multiplier in the fight against ter-
rorism. Additional resources would help FBI and other Federal, State, local, and
tribal agencies increase participation in the JTTFs, and thus assist in combating
terrorism. In order to expand JTTFs, funding for personnel (FBI and Task Force Of-
ficers), overtime, space, equipment, and other items would be necessary.

Question. With State and local law enforcement agencies reducing their numbers
because of funding cuts, will FBI face a greater difficulty to fill gaps in State and
local terrorism investigations? Is FBI set to receive or request any additional money
to deal with additional demands from its State and local partners?

Answer. JTTF membership has declined over the past year. This decline could be
attributed to current Federal, State, and local budgetary constraints that have cre-
ated manpower issues for agencies and caused them to pull back personnel from
JTTFs. Federal, State, and local agency full-time and part-time JTTF participation
comes at a great manpower staffing cost to participating agencies, and it will likely
become increasingly difficult for agency executives to detail personnel to JTTFs due
to budgetary constraints. FBI will continue to support the ability of its State and
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local law enforcement partners to participate in JTTFs, including paying for over-
time of State and local task force officers with funding provided by the Assets For-
feiture Fund.

The overall decline in Federal, State, and local JTTF participation will impact
interagency coordination, cooperation, and information sharing at all levels. Defeat-
ing terrorism cannot be achieved by a single organization. It requires collaboration
with Federal, State, local, and tribal partners to identify suspicious activity and ad-
dress it.

Given the persistent and growing threat posed by terrorists, JTTFs require an en-
hanced presence of other law enforcement and intelligence entities on task forces.
JTTFs cover thousands of leads in response to calls regarding counterterrorism-re-
lated issues. These leads address potential threats to national security and require
a significant amount of coordination and resources.

FBI does not reimburse its JTTF partner agencies for task force officer salaries.
Reimbursement is solely limited to overtime for the State and local agencies. To
mitigate the loss of additional task force officers, funding could be allocated to State,
local, and Federal partners, either directly or through DOJ grants, to support their
continued participation. FBI has not requested any additional funding in the fiscal
year 2012 President’s budget to meet additional demands from its State and local
partners.

SENTINEL

Question. I have been concerned for a long time about the many delays and cost
overruns in the development of Sentinel, FBI's new case management system. These
important technological tools and computer upgrades are supposed to protect our
citizens. FBI has taken recent steps to salvage Sentinel from multiple delays and
rising costs. I want to know what was behind the delays and what the next steps
are.

What caused the multiple delays in Sentinel, leading up to July 2010 when FBI
issued a full stop work order, and how did FBI handle these problems?

Answer. As a reminder, at the time of the stop work order, two phases of the Sen-
tinel case management application had been successfully deployed, supporting ap-
proximately 8,000 unique users on a monthly basis at that time. Further, the project
is still within the $451 million budget and is projected to remain so through the
final development and deployment of Sentinel capabilities.

FBI issued a partial stop-work order in early 2010 and a subsequent full stop-
work order in July 2010 as a result of a significant number of deficiencies in quality,
usability, and maintainability of the code delivered. As a result, FBI executive man-
agement made a decision to delay release of the pilots scheduled for early 2010,
which were instead completed in July and August 2010.

During the period between the partial stop-work order and the full stop-work
order, FBI determined that the most appropriate step to mitigate unwarranted pro-
gram costs and schedule overrun was to issue a full stop-work order with the con-
tractor and have FBI assume direct responsibility for the development of the appli-
cation.

FBI leadership determined that an Agile development methodology would allow
FBI to complete all functionality and provide the best outcome for success within
the $451 million budget.

Question. In September 2010, the Director decided to take management of Sen-
tinel completion in house. What factors led FBI to take over completion of Sentinel?

Answer. As a reminder, at the time of the stop-work order, two phases of the Sen-
tinel case management application had been successfully deployed, supporting ap-
proximately 8,000 unique users on a monthly basis at that time. Further, the project
is still within the $451 million budget and is projected to remain so through the
final development and deployment of Sentinel capabilities.

FBI issued a partial stop-work order in early 2010 and a subsequent full stop-
work order in July 2010 as a result of a significant number of deficiencies in quality,
usability, and maintainability of the code delivered. As a result, FBI executive man-
agement made a decision to delay release of the pilots scheduled for early 2010,
which were instead completed in July and August 2010.

During the period between the partial stop-work order and the full stop-work
order, FBI determined that the most appropriate step to mitigate unwarranted pro-
gram costs and schedule overrun was to issue a full stop-work order with the con-
tractor and have FBI assume direct responsibility for the development of the appli-
cation.
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FBI leadership determined that an Agile development methodology would allow
FBI to complete all functionality and provide the best outcome for success within
the $451 million budget.

Question. Have any capabilities actually been deployed? Is anyone using them,
and, if so, what is the user feedback?

Answer. Sentinel was originally deployed in 2007. Additional capabilities have
been added to Sentinel since the original deployment. There are currently more
than 10,000 unique users monthly for Sentinel. In a recent survey, Sentinel users
provided favorable feedback on the system capabilities, rating it a 4 “agree” on a
1-5 Likert scale, where 1 was “strongly disagree” and 5 was “strongly agree”.

The deployed system capabilities include:

—Electronic communications form (FD-1057);

—Interview form (FD-302);

—Lead request (FD-1038);

—Import form (FD-1036);

—Workflow;

—Document search; and

—Setting leads.

Question. What is FBI doing to address the budget and schedule impact?

Answer. Sentinel should be fully deployed within the approved $451 million budg-
et. Bringing management of Sentinel in-house and utilizing the Agile development
methodology have enabled the schedule to be shortened. FBI plans to complete de-
ployment in 2011 and within budget.

In October 2010, FBI began a directly managed effort to complete the remaining
requirements for the Sentinel program. The critical tenets of the program, using an
Agile development process, required a smaller integrated team. To control costs and
implementation of Sentinel, FBI’s Assistant Director, Information Technology Engi-
neering Division/Chief Technology Officer has been directly leading the integrated
team of Government employees and contractors.

On a biweekly basis, the team presents a demonstration of completed and inte-
grated functionalities to an open audience, including DOJ, key FBI executives, Inde-
pendent Verification and Validation (IV&V) team members, FBI IT Governance, FBI
Knowledge Office, FBI Finance Division (FD), FBI Corporate Policy Office, FBI Re-
source Planning Office, and FBI Records Management Division. This audience pro-
vides feedback to the team during each demonstration.

Change Management.—Sprint planning meetings are held every other Monday fol-
lowing the previous Friday’s delivery demonstration. During the Sprint planning
meetings, the Sentinel Agile team plans and prioritizes expectations for the upcom-
ing demonstration (in 10 working days). This effectively controls the scope and
prioritization of the work to be performed.

Contract Structure.—The remaining development and completion of Sentinel using
the Agile methodology accelerates decisionmaking and improves team productivity.
To support the shift of technical responsibility to FBI management, Lockheed Mar-
tin’s responsibility was transitioned to a cost-plus fixed fee for the remaining devel-
opment. Operations and Maintenance of the current production version of Sentinel
remains a cost-plus award fee structure.

Contractor Oversight.—Contractors are directly integrated with Government per-
sonnel. Government employees lead all areas of Sentinel development and provide
immediate and continuous oversight. Contractors also submit monthly status re-
ports to the Sentinel team that detail the most recent performance. The Sentinel
team has an established Integrated Baseline Review and a Control Account process
providing a certified Earned Value Management System.

IV&V.—An IV&V contract has been in place throughout Sentinel’s development
to monitor Sentinel and Lockheed Martin’s efforts and to ensure an unbiased eval-
uation of both the products and processes associated with the technical, managerial,
financial, and/or risk associated with the program. The Sentinel Agile team con-
tinues to conduct IV&V reviews; the results are provided to the Executive Assistant
Director of the Information and Technology Branch.

Risk Management.—The Sentinel Agile team has continued the risk management
process. It meets bi-weekly to re-evaluate and update the risk register.

Additional Oversight.—In addition to the controls implemented by the FBI Sen-
tinel team, the leadership continues to be responsive to the following:

—Regular FBI executive briefings;

—Continuous DOJ Office of the Inspector General audits;

—Ongoing Government Accountability office audits;

—Monthly DOJ reviews;

—Regular DOJ investment review board reviews;

—Office of Management and Budget TechStat process;
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—DOJ TechStat process;

—FBI Governance monthly program health checks;

—FBI Life-cycle management;

—Weekly program reviews by FBI Finance Division, Office of General Counsel,

and Inspection Division;

—Dedicated liaison to the FBI's Resource Planning Office, Directorate of Intel-

ligence, and Records Management Division.

Question. When will the project be completed? How much over budget will it be?

Answer. At the beginning of Sentinel Agile development, the planned estimate for
completion was to remain within the $451 million allocation, which includes oper-
ations and maintenance (O&M) and the life-cycle development costs. As of the latest
invoice cycle, Sentinel development and the O&M of the operational Sentinel system
are within the $451 million approved funding. When Sentinel first went into oper-
ation in 2007, a 5-year O&M contract began and runs to May 2012. However, FBI
projects that Sentinel will be fully deployed in 2011.

Question. FBI requests $30 million in fiscal year 2012 for Sentinel. Is this more
than the estimated development budget?

Answer. Sentinel Agile is expected to be delivered in 2011 within the $451 million
total Sentinel budget. This funding also provides O&M support through May 2012.
The fiscal year 2012 budget request of $30 million is to create a permanent base
funding for O&M.

STOPPING INTERNET CHILD PREDATORS

Question. The Innocent Images Initiative targets sexual predators on the Internet,
a sexual predator’s weapon of choice to target children. Innocent Images’ workload
has increased dramatically, from 113 open cases in 1996 to 6,000 open cases in
2009—a 5,000 percent increase. FBI’s budget request includes $69 million for the
Innocent Images program. In 2010, the Congress increased Innocent Images by $14
million, but the fiscal year 2012 request is only $2 million more.

If the Innocent Images caseload is increasing so exponentially, why hasn’t FBI re-
quested substantial additional resources in fiscal year 2012 to hire more agents and
digital forensics experts to meet this need?

Answer. The Innocent Images program is a high priority to FBI. In fiscal year
2011, FBI dedicated 237 agents in the field to address the growing problem of sex-
ual predators using the Internet to target children. These 237 agents worked on
5,999 innocent images cases, or an average of 26 cases per agent. While the caseload
per agent demonstrates that additional resources would be helpful, the budget re-
flects our best efforts to align limited resources to a number of our critical mission
areas. There are unfortunately areas that cannot be addressed with the constrained
funding available.

Question. How is FBI addressing the growing threat of child predators on the
Internet, given that the request provides a bare minimum in new resources to inves-
tigate child predators that prey on children online?

Answer. FBI has several initiatives that address the growing threat of child pred-
ators on the Internet, which are described below.

ONLINE UNDERCOVER OPERATIONS (UCOS)

FBI has two UCOs that focus on the growing threat of child predators on the
Internet. The first is the Innocent Images National Initiative (IINI) program, which
operates one Group I UCO at Calverton, Maryland, and 43 Group II Innocent Im-
ages On-line UCO initiatives targeting online child exploitation offenders across the
United States and internationally. The second is the Internet Crimes Against Chil-
dren (ICAC) program, which has 59 ICAC Task Forces also targeting on-line child
exploitation offenders within the United States.

In order to facilitate a more unified relationship with the ICACs for this critical
component for online child exploitation investigations, Cyber Division (CyD), IINI
and ICAC have established joint training. IINI and ICAC are currently working to-
gether to develop additional undercover training for FBI Agents, Task Force Officers
(TFOs), and ICAC personnel. In order to successfully identify, investigate, and pros-
ecute IINI subjects and identify victims, agents and TFOs must be provided special-
ized and comprehensive training to operate on-line in a covert capacity. Develop-
ment of a training program which addresses the needs of both FBI and the ICACs
enhances an excellent working relationship in the field, which provides a more spe-
cialized and uniform training across the United States.
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LAW ENFORCEMENT PARTNERSHIPS

Each year, IINI has seen an increase in open cases, arrests, indictments and pros-
ecutions, with more of a chance to overlap on those investigations with other law
enforcement agencies. The Attorney General instituted a program to address these
cases across all Federal, State, and local jurisdictions within the United States,
named Project Safe Childhood (PSC). This initiative requires all agencies to work
together toward the common goal of eradicating child exploitation, specifically via
the Internet.

ICACs are comprised of Federal, State, and local police departments. Some ICACs
are fully integrated with FBI Innocent Images Task Forces, and some ICAC Task
Force members are members of FBI Innocent Images Task Forces. ICACs are man-
aged by DOJ Office of Juvenile Justice and Delinquency Program (OJJDP).

Safe Online Surfing (SOS) Program.—FBI-SOS is a free Internet safety program
designed to help students recognize potential dangers associated with using the
Internet. The program was launched during the 2005—-2006 school year and devel-
oped in cooperation with the FBI’s Miami field division. The SOS program is admin-
istered by the Common Knowledge Scholarship Foundation (CKSF), which is part
of the Fischler School of Education and Human Resources at Nova Southeastern
University (NSU). In October 2009, FBI Cyber/Innocent Images National Initiative
Unit (IINIU) adopted the SOS program as a national initiative.

IINI RESEARCH AND DEVELOPMENT TEAM

The IINI has established and assigned valuable resources to a Research & Devel-
opment (R&D) component in order to increase the stock of knowledge of new and
emerging technologies, culture and society, and the use of this knowledge to devise
new applications on a systemic basis. Internet social networking and emergent high
technology have fundamentally changed human behavior and criminal tradecraft,
especially in crimes against children cases. To protect minors and to catch and hold
offenders fully accountable for their crimes, law enforcement agencies and prosecu-
tors must understand how people use technology to interact with each other. Law
enforcement must also have the investigative preview and forensic tools necessary
to succeed in an ever-changing technical and social environment. The R&D compo-
nent for the IINI has been established to provide this support to FBI investigators
conducting on-line child exploitation investigations.

DIGITAL ANALYSIS AND RESEARCH CENTER

The IINI established its own digital forensic laboratory, which is dedicated exclu-
sively to the examination and analysis of digital evidence in the most significant
Internet-based online child sexual exploitation cases nationwide. This unit, known
as the Digital Analysis and Research Center (DARC), provides quality technical and
scientific investigative capabilities, detailed extraction and analysis, testimony, and
support to the FBI’s IINI program. This is accomplished through the acquisition,
preservation, examination, processing, and presentation of stored digital information
in computers and other electronic devices or media. Furthermore, DARC works
closely with the IINI’'s R&D component to develop new technologies and procedures
to assist forensic examiners and investigators in combating online child sexual ex-
ploitation.

ENDANGERED CHILD ALERT PROGRAM (ECAP)

ECAP was initiated on February 21, 2004, as a new and aggressive approach to
identify unknown subjects (i.e., offenders and producers) involved in the sexual
abuse of children and the production of child pornography. These individuals either
photographed or filmed themselves molesting children and were indicted as John
Doe’s due to their true identities being unknown. The locations of these individuals
are also unknown; however, it is firmly believed they reside in the United States.
Of particular significance in these cases is that for the first time, “John Doe” arrest
warrants are based solely on images acquired through undercover child exploitation
investigations. The Innocent Images Operations Unit has focused on 19 separate
John Doe and Jane Doe investigations. To date, the national and international expo-
sure of these individuals has led to the successful identification of 12 previously un-
known child pornography subjects and the identification of more than 30 child abuse
victims.

ECAP has utilized national and international media exposure of unknown adults
featured in child pornography material and displays their images on the “Seeking
Information” section of the FBI's Web site at www.fbi.gov. If the unknown subject
is not identified from the Web site, their image may eventually be broadcast on the
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television shows America’s Most Wanted, the Oprah Winfrey program, the O’Reilly
Factor, and a number of other media and social networking outlets such as AOL
News, Facebook, and Twitter.

OPERATION RESCUE ME

Operation Rescue Me is an initiative to identify child exploitation victims who ap-
pear in unidentified child exploitation/pornography series circulated on the Internet.
The primary purpose of this operation is to coordinate investigative efforts and pro-
vide the IIOU, and any other FBI office, a central location to document all investiga-
tive action taken to identify a child or children in a series. The central case initia-
tive serves to eliminate redundant efforts and ensure that newly assigned investiga-
tors are integrated into the investigation in a cohesive manner.

Question. What is the status of the Innocent Images International Task Force
(IIITF)? How many international officers have been trained? How many countries
have joined?

Answer. In 2004, FBI initiated IIITF to promote and develop a coordinated inter-
national law enforcement response against Internet child sexual exploitation. Since
its inception, the IIITF has and continues to play an instrumental role in the suc-
cessful coordination of complex investigations against sophisticated, multi-national
networks engaged in online child sexual exploitation. The borderless and constantly
evolving nature of the Internet provides great challenges for the international law
enforcement community, the majority of whose tools and practices were established
long before the Internet age.

The IIITF has proved successful in providing a platform to overcome many such
challenges and facilitate cooperation and coordination. The steadily expanding IIITF
is currently comprised of 90 Task Force Officers (TFOs) from more than 40 different
countries. Currently, TFOs undergo a 5-week training session in Calverton, Mary-
land, where they receive specialized technical training on a variety of relevant and
current topics, such as legal principles, emerging trends and technologies, and inves-
tigative techniques.

The principal goal of the IIITF is to develop an operational network of specialized
Internet child sexual exploitation investigators. The IIITF provides a communication
and cooperation platform to share and exchange intelligence and facilitate the iden-
tification and furtherance of Internet child sexual exploitation investigations with
an international scope.

STATE AND LOCAL LAW ENFORCEMENT—FIGHTING VIOLENT CRIME

Question. There are roughly 1 million gang members in 20,000 gangs in all 50
States and the District of Columbia. With gang membership rising and violent crime
continuing to be a problem, local law enforcement needs a strong partnership with
Federal Government. Currently, there are 163 Safe Streets Violent Gang Task
Forces. These partnerships allow FBI agents and State and local law enforcement
to work as teams to fight street crime. However, FBI has not had the resources to
expand this program and requests no additional funding in fiscal year 2012.

How are joint Federal-State task forces effective in helping local law enforcement
fight violent crime?

Answer. Once considered only an urban problem, street gangs are now a threat
to all communities across the United States. FBI's partnerships with State, local,
and other Federal law enforcement agencies in the form of Violent Gang and Violent
Crime Safe Streets Task Forces (SSTFs) have been, and continue to be, at the fore-
front of the FBI's anti-gang efforts. Violent Gang and Violent Crime SSTFs provide
a multi-jurisdictional task force approach, which ensures FBI initiates and coordi-
nates investigative efforts with other affected local, State, and Federal law enforce-
ment agencies. This concept ensures cooperation and communication among law en-
forcement agencies and increases productivity and prevents duplication of investiga-
tive and enforcement efforts in matters of concurrent jurisdiction . The SSTFs work
to disrupt and dismantle the most violent street gangs and criminal enterprises
through aggressive enforcement of Federal criminal statutes. Our ongoing partner-
ship with State and local law enforcement decreases crime and increases the quality
of life in the affected communities.

Question. With State and local law enforcement agencies forced to reduce their
numbers because of funding cuts, does FBI anticipate a greater burden placed on
it to fill gaps in policing? Will FBI have the capabilities to help?

Answer. As noted previously, the FBI has formed an effective partnership with
State and local law enforcement agencies to address gang violence through FBI Safe
Street Task Forces (SSTF's). FBI SSTFs target the most violent gangs and criminal
enterprises negatively affecting our communities through criminal enterprise inves-
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tigations. Investigations that do not have a Federal nexus or involve violations of
Federal statutes are conducted by partnering State and local law enforcement agen-
cies. As budget problems continue to affect State and local law enforcement agencies
across the Nation, the demand for FBI SSTF resources has increased. A reduction
in State and local resources may result in gangs expanding their drug markets and
becoming more violent, which may require the FBI to open more gang investiga-
tions.

FBI will continue to partner with State and local law enforcement agencies
through Violent Gang and Violent Crime Safe Streets Task Forces (SSTFs), which
ensures coordination in investigative efforts. FBI will support State and local par-
ticipation where it can, including paying for overtime of State and local task force
ofﬁcgrs with the limited funding made available through the Assets Forfeiture
Fund.

Question. Why was the only increase in this area $9 million to combat and inves-
tigate violent crimes in Indian country?

Answer. FBI is one of two primary Federal agencies mandated to investigate fel-
ony crimes in Indian country. FBI's responsibility in Indian country is significant
and the volume of investigations continues to rise. Addressing crime in Indian coun-
try is also among DOJ’s priorities. Many tribal police departments do not currently
have the necessary certification, technology, training, expertise, deputation, or
mechanism to refer cases to the United States Attorney’s Office for prosecution.

Currently, there are 565 federally recognized Indian tribes in the United States,
and FBI has investigative responsibility for approximately 200 Indian Reservations.
Under the Major Crimes Act, General Crimes Act, Indian Gaming Regulatory Act,
and traditional Federal investigations within Indian country, FBI must continually
prioritize violations due to the overwhelming amount of violations which occur with-
in Indian country. Due to the immediate response required to investigate death in-
vestigations, child sexual and physical assault, violent felony assault, many other
crimes go under-addressed. Twenty-five percent of all violent crimes prosecuted by
United States Attorneys nationally occur on Indian reservations.

The fiscal year 2012 request to the Congress includes 40 positions (24 agents, 16
support) and $9 million ($449,000 nonpersonnel) to bolster existing Safe Trails Task
Forces and to provide additional investigative resources to address the significant
violent crime threat in Indian country. This enhancement request represents a 33
percent growth in positions (22 percent growth in agents and 40 percent growth in
nonpersonnel resources). While the $9 million will not enable FBI to investigate all
violent crime cases in Indian country, FBI believes this enhancement will increase
the number of priority investigations in Indian country and also demonstrates rea-
sonable growth. Further, these additional resources will support the Attorney Gen-
eral’s Department-wide initiative on public safety in tribal communities.

SOUTHWEST BORDER VIOLENCE

Question. 1 continue to be concerned that DOJ lacks sufficient resources to combat
violence related to drug and gun trafficking on the Southwest Border. These violent
crimes are caused by large, sophisticated, and vicious criminal organizations—not
by isolated, individual drug traffickers. The Justice Department’s 2012 request in-
cludes $2 billion to support investigations and prosecutions relating to border vio-
lence.

Along the Southwest Border, DEA goes after drug smugglers and ATF goes after
illegal guns. What role does FBI play in the Justice Department’s enforcement of
the Southwest Border?

FBI continues to actively participate in DOJ’s fight against the criminal threats
that exist along the Southwest Border. FBI continues to maintain a robust contin-
gent of squads in Southwest Border field offices that address drugs, gangs, violent
crime, public corruption, money laundering, and human trafficking. As the violence
has increased in Mexico, and the threat to the United States posed by the criminal
enterprises operating along the Southwest Border has expanded and crossed FBI
program lines, the FBI has taken steps to more adeptly and comprehensively ad-
dress that threat.

Toward that end, FBI has established nine cross-programmatic hybrid squads in
offices impacted by the criminal activity occurring along the Southwest Border. FBI
has also deployed seven border liaison officers to Southwest Border field offices to
coordinate with and offer training to Mexican law enforcement officers. In addition,
FBI has partnered with Federal, State, and local law enforcement partners, as well
as the U.S. intelligence community, to share intelligence and coordinate investiga-
tions and investigative resources. The FBI also has 17 agents permanently detailed
to Mexico as part of its Legat and Resolution Six programs. The intelligence shared
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between FBI field offices and the Legat, and vice versa, helps to drive Southwest
Border-related investigations. These various components, coordinated by FBI head-
quarters (FBIHQ), provide DOJ with a cross-programmatic, comprehensive strategy
to address the complex threat posed by criminal enterprises operating along the
Southwest Border.

Question. How concerned should communities along the border—and throughout
the United States as a whole—be about cartel-related violence? If FBI is witnessing
a spillover in violence across the border, how would it categorize this spillover?

Answer. Other than isolated incidents, “cross-over” cartel violence from Mexico
into the United States is minimal. The reason for this is twofold. First, the United
States has not witnessed the same turf battles over supply and distribution routes
that are occurring across the border. In fact, local crime reports submitted by DEA
offices located along the Southwest Border show most categories of crime decreasing
from 2009 to 2010.

Second, the cartels already enjoy enormous influence in the U.S. drug trade and
control the vast majority of wholesale markets, as well as many retail markets, for
drugs in the United States. To engage in violence on the U.S. side of the border
would be detrimental to the cartels’ business because it would invite additional scru-
tiny at the border and increased law enforcement attention within the United
States. However, the U.S. Government and communities along the border should re-
main vigilant against the threat of violent crime.

We do believe there is a cartel presence in the United States and we are vigilant
about guarding against the possibility of that presence becoming more violent in the
United States. We also recognize the ongoing safety concerns in those communities
along the United States-Mexican border where rival cartels are vying for control of
the drug and human smuggling routes into the United States. Although there cur-
rently appears to be a stable situation in the United States between rival cartels
operating in close proximity in U.S. cities, we are closely monitoring the situation
for any increases in violence or other illegal activities. For these reasons, we have
dedicated unprecedented resources to the border and to Mexico—significantly in-
creasing the number of agents and prosecutors working on Mexican cartel cases. No
matter what the statistics today, the fact remains that we must remain vigilant to
the impact of the violence in Mexico on the United States.

The FBI is not witnessing a spillover in violence across the border, but continues
to monitor this situation.

Question. How is FBI working with the Mexican Government to dismantle violent
drug cartels?

Answer. The FBI staffs Resolution Six (R-6) operations in Mexico and Columbia.
R-6 was created to enhance inter-agency coordination of drug and gang investiga-
tions conducted in Mexico and Columbia. Priorities of R—6 personnel are to develop
confidential human sources, support domestic cases for United States prosecutions,
cultivate liaison contacts within Mexico, and support bilateral criminal enterprise
investigation/initiatives. R—6 personnel are co-located with DEA and are responsible
for coordinating drug and gang investigations with the DEA Country Office. FBI R—
6 staffs positions in the following Mexican cities:

—Mexico City;

—dJuarez;

—Tijuana;

—Monterrey;

—Hermosillo; and

—Guadalajara.

R-6 Mexico uses vetted teams of Mexican law enforcement officers to effect the
collection of evidence and arrest targets in Mexico. R—6 works with SEMAR (Ma-
rines)hSEDENA (Army), SSP (Federal Police), and SIEDO (Organized Crime Unit)
as well.

RENDER SAFE MISSION

Question. FBI is now responsible for the Render Safe mission, which involves dis-
mantling a radiological device on U.S. soil. The 2012 budget request includes $89
million for FBI’s “Render Safe”. This provides for a multi-year purchase of two new
specially configured aircraft to carry out the Render Safe mission. The FBI currently
uses one leased plane to carry out its mission, and that lease will end in fiscal year
2013.

Why does FBI need two new planes when it currently conducts its mission with
one?

Answer. The Render Safe mission requires a dedicated primary aircraft with a se-
cure and redundant communication system, and a similar backup aircraft to cover
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planned downtime and unexpected mechanical failure. The current lease does not
provide a dedicated back up plane with required communications gear. The fiscal
year 2011 spend plan currently awaiting congressional approval includes $35.8 mil-
lion for the acquisition of two planes to replace the current lease and maintain the
Render Safe capability. This funding is made up of Expired User Fee collections
($17 million) and prior year recoveries ($18.8 million).

Question. What is the cost of the current lease and how often has the current
plane been used?

Answer. The annual lease cost is $14.5 million. The plane is only used for Render
Safe activities—over the past year the plane has been used for a number of deploy-
ment exercises.

Question. What are the final overall costs for these new planes, including the spe-
cial equipment and dedicated personnel?

Answer. The overall costs for acquisition and outfitting is approximately $74 mil-
lion over 2 years. The personnel costs for the Render Safe mission total approxi-
mately $4 million annually.

Question. Why is it important that FBI purchase these planes rather than renew
the current lease?

Answer. Not having dedicated aircraft with redundant communication capabilities
jeopardizes the mission success and increases the risk that the Render Safe team
will not be able to deploy in a timely manner or properly communicate a highly
technical and coordinated solution prior to landing at the identified location.

Further, there are Office of management and Budget (OMB) regulatory limits that
prohibit leasing for more than 90 percent of the fair market value of an asset, and
we are approaching this regulatory limit.

(%u;stion. How would FBI carry out your Render Safe mission without these air-
craft?

Answer. Without these aircraft, FBI would have to continue to enter into a series
of short-term aircraft leases.

Not having dedicated aircraft with redundant communication capabilities jeopard-
izes the mission success and increases the risk that the Render Safe team will not
be able to deploy in a timely manner or properly communicate a highly technical
and coordinated solution prior to landing at the identified location. Further, there
are OMB regulatory limits that prohibit leasing for more than 90 percent of the fair
market value of an asset, and we are approaching this regulatory limit.

MISCONDUCT OF FBI EMPLOYEES

Question. In January 2011, I was deeply disappointed to hear a CNN report de-
tailing serious misconduct by FBI employees on and off duty. Incidents involved em-
ployees drinking or sleeping on duty, improper use of Government databases, watch-
ing pornography in the office, and using a sex tape for blackmail. These sensitive,
internal reports were leaked to CNN. I consider FBI's response to this story has
been tepid, at best.

What is FBI doing to make sure its employees are held to the highest standards?

Answer. FBI is committed to the highest standards of professional conduct. Our
ability to accomplish the critically important national security and law enforcement
work assigned to FBI makes it absolutely imperative that we have the respect and
trust of the American public we serve. For that reason, FBI has a strict code of con-
duct and demands ethical behavior and professional excellence from all of our em-
ployees. When an FBI employee engages in misconduct, FBI’s Office of Professional
Responsibility (OPR) imposes an appropriate disciplinary sanction, from a letter of
censure to a period of suspension or, in the worst cases, termination. The FBI OPR,
the Office of the General Counsel, and the Office of Integrity and Compliance (OIC)
also provide regular training to all employees—including all new agents, IAs,
Legats, and professional staff—to ensure they know the laws, policies, procedures
and rules under which we operate.

Qgestgon. What steps has FBI taken to punish these types of employee mis-
conduct?

Answer. As noted in the CNN report, when the FBI OPR determines that an em-
ployee has engaged in misconduct, it imposes an appropriate disciplinary sanction,
from a letter of censure to a period of suspension or, in the worst cases, termination.

Question. Does FBI have safeguards in place to ensure that—once these types of
incidents happen—they won’t happen again?

Answer. Yes. Executive Management receives weekly and monthly reports from
the Assistant Director of OPR discussing the most recently decided cases, including
what actions have been taken in the individual cases, as well as what actions have
been taken at an institutional level to avoid recurrences. Moreover, OPR, the Office
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of the General Counsel, OIC and others provide regular training to ensure our em-
ployees understand the code of conduct under which they operate, as well as the
laws, policies, procedures and rules with which they must comply. Finally, OPR
publishes quarterly all employee emails to educate the workforce on acceptable
standards of conduct.

FBI ACADEMY

Question. The FBI Academy in Quantico, Virginia, is operating at full capacity.
Of the Academy’s three dorms, two date back to 1972, one dates back to 1988 and
none are not up to industry standards. The 2011 request had $74 million to expand
the FBI Academy’s training facilities, build a new dorm and renovate existing
dorms, but this was not included in the fiscal year 2011 continuing resolution. The
2012 request includes only $2 million for Academy improvements.

What are the specific infrastructure challenges at the FBI Academy? What infra-
structure setbacks will FBI face under the funding level provided for FBI construc-
tion account in the fiscal year 2011 continuing resolution?

Answer. The primary challenges are the age and capacity of the infrastructure
support systems, such as electrical, heating ventilation and air conditioning
(HVAC), sewer, and water. Some of the oldest infrastructure components (firing
ranges) were installed in the 1950s. The main “academy” complex was constructed
in 1972 and its infrastructure has gone 38 years without any appreciable upgrades
or expansion. The academy’s core infrastructure was originally designed to support
approximately 500,000 square feet of space, but FBI’'s Quantico complex now con-
sists of more than 2.1 million square feet. Due to the age of the facilities, scheduled
and unplanned repairs regularly eliminate 8 percent of bed and classroom space.

The second infrastructure challenge at the FBI academy has to do with the class-
room and dormitory capacity of the facility given increasing demands on the organi-
zation. With the extensive growth of FBI’s mission and workforce since 9/11, the
Academy has been forced to use temporary classroom structures at Quantico or to
lease private sector space, with students being housed in local area hotels. These
stop-gap arrangements are an inefficient use of student time on campus, and nega-
tively impact the quality of education and training that FBI students receive, while
consuming significant annual resources that would be better directed to maintaining
and expanding Academy facilities.

FBI will be unable to make significant repairs or improvements to the original
1972 academy complex if limited to the funding level provided for the FBI construc-
tion account in fiscal year 2011. Key infrastructure systems will continue to be at
risk of failure due to the age of their components and the Academy’s classroom and
dormitory demands will continue to be met through offsite leases and local area ho-
tels for the foreseeable future.

Question. Can FBI really make substantive improvements to the Academy with
the $2 million requested in 2012? On what will that $2 million be spent?

Answer. FBI has identified more than $250 million in repair projects and infra-
structure improvements needed to bring the Academy facilities up to code and in-
dustry standards. Based on the condition of the existing buildings, the current base
funding level of $2 million is insufficient for making substantive improvements to
them; however, it will assist in funding day-to-day activities.

Que(sig)ion. How will the FBI’s training requirements for the Academy continue to
expand?

Answer. In addition to the increased number of students requiring specialized
training at the academy, the length of the programs for new agents and intelligence
analysts (IAs) has also been extended. Existing curriculums were restructured to
focus on areas such as Foreign Counterintelligence, Cyber and Counterterrorism,
among others. Additional courses devoted to legal requirements, analytical, and
technological tools and tradecraft have also been added. Joint training between new
agents and IAs has also been expanded. This has significantly increased the total
training weeks per year—by more than 90 percent since 1995—creating scheduling
conflicts amongst the competing student groups at the Academy. There are also new
requirements for specialized training; for example, with increased emphasis on
Human Sources, additional interview rooms are required for practical exercises.

From 2005 to 2008, there has been a 200 percent increase in the number of FBI
regional training events (19,851 to 39,894). FBI would be better served by hosting
more of these regional training events at the FBI academy campus given that
courses require access to FBI classified networks and space, which are generally un-
available in non-FBI facilities.

Question. What are the top three improvements FBI leadership wants to see at
the Academy?
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Answer. Complete renovation, including interior and infrastructure upgrades for
FBI academy dormitories, and upgrading critical life, health, and safety infrastruc-
ture to meet current industry standards and codes.

Complete renovation and interior infrastructure upgrades for the FBI academy
dining facilities, to include an expansion that provides adequate space for the cur-
rent level of students trained on campus.

Complete renovation and interior infrastructure upgrades for all original Academy
classroom buildings, to include upgrading critical life, health, and safety infrastruc-
ture and modernizing classroom spaces to better utilize current technology and in-
struction practices and expand capacity.

NATIONAL SECURITY LETTERS (NSLS)

Question. NSLs are useful counterterrorism tools that allow the FBI to conduct
searches without getting court orders, and let agents analyze telephone, computer
and bank records without warrants. The USA PATRIOT Act made NSLs easier to
obtain, but also requires the inspector general to monitor the use of NSLs and re-
port back to the Congress. The inspector general released two reports on NSLs that
estimated more than 6,000 NSL violations from 2004-2006. That’s 8 percent of all
NSLs issued. Violations include 11 “blanket NSLs” without proper approval in 2006,
and unauthorized collection of more than 4,000 billing records and phone numbers.

What is FBI doing to improve NSL training for its employees? Is NSL-specific
training mandatory for all employees involved with NSLs?

Answer. NSL training is mandatory for all FBI employees involved in NSLs. Fol-
lowing the March 2007 Office of Inspector General Report entitled, “A Review of the
Federal Bureau of Investigation’s Use of National Security Letters”, FBI updated its
NSL training module. The new NSL training module incorporates the essentials of
creating and issuing NSLs, reviewing return information, and using the information
for investigations. Also, the new training modules are now interactive and contain
two new exams that employees must pass (with at least an 80 percent score) to com-
plete the training. The training modules and examination questions reflect the top-
ics of recent interest concerning NSLs and were designed to help ensure compliance
with the NSL statutes, Attorney General Guidelines, and the Domestic Investiga-
tions and Operations Guide. For example, the modules now include training on the
new Attorney General Procedures on NSLs, the rules surrounding the use of a non-
disclosure provision in an NSL, and the need to justify the nondisclosure provision
in an NSL, including when and under what circumstances a nondisclosure provision
may be included in an NSL.

Yes, NSL-specific training is mandatory for all employees involved with NSLs.

Question. The Commerce, Justice, Science, and Related Agencies Subcommittee
recognized a problem with NSL management and provided $10 million in fiscal year
2010 to establish the Office of Integrity and Compliance for oversight of NSLs. Does
that Office need more staff to carry out its oversight role?

Answer. Funding for the Office of Integrity and Compliance was appropriated
through the fiscal year 20072008 Global War on Terror (GWOT) supplemental, and
since its establishment FBI has continued to increase the responsibilities of the of-
fice. As these responsibilities increase, the need for funding will also increase.

Question. Does FBI have the right computer systems and other technical support
to improve the way it issues and tracks NSLs?

Answer. Yes. In January 2008, FBI deployed the NSL subsystem in the FISA
Management System to address reporting and other issues in the NSL process. The
subsystem prompts the drafter of an NSL to enter information about the subject,
the predication for the NSL, the type of NSL being requested, the recipients of the
NSL, and the target of the NSL. After the employee creates an NSL and the accom-
panying memorandum (called an Electronic Communication [EC]), the subsystem
routes both documents for legal review by FBI attorneys, and to FBI officials includ-
ing the field office Special Agent in Charge (SAC) or designated FBIHQ official, who
must review and approve both documents before the NSL can be issued. After all
required approvals have been obtained, the subsystem generates the NSL and EC
for signature by the SAC or a designated FBIHQ approving official. The subsystem
thereafter automatically uploads the NSL and EC into the FBI’s Automated Case
System. This subsystem collects the information needed for tracking NSLs.

TERRORIST WATCHLIST

Question. The Terrorist Watchlist, maintained by FBI, is the intelligence commu-
nity’s main list of terrorist suspects. More than 1.1 million known or suspected “ter-
rorist identities” are on the list, and 20,000 names are added each month. A May
2009 inspector general report found that the terrorist watchlist had unacceptable er-
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rors, noting that FBI delayed reporting names to the watchlist by up to 4 months.
FBI also failed to remove names once it determined that they do not pose a threat,
while other information was simply inaccurate or outdated.

What steps has FBI taken to meet the inspector general’s concerns?

Answer. In its May 2009 report, OIG made 16 recommendations to the FBI to im-
prove its watchlisting processes. OIG has closed 11 of those recommendations based
on the extensive changes and improvements FBI has made to virtually every aspect
of this process including:

—policies;

—training;

—realignment of FBIHQ personnel to better meet the needs of the watchlisting

program’s objectives; and

—the establishment of metrics to ensure that FBI complies with its revised poli-

cies.

The remaining five recommendations have been resolved based on FBI's commit-
ment to fulfilling the required actions. FBI is actively working to complete the nec-
essary steps to ensure closure of the remaining recommendations.

Question. What is FBI doing to cut the time it takes to add someone to the
watchlist?

Answer. On December 7, 2009, FBI issued a comprehensive watchlisting policy.
Each field office’s managers, Watchlist Coordinator, and Alternate Watchlist Coordi-
nator were emailed an electronic version of the document. The timeline for
watchlisting is defined in the policy as 10 business days for all submissions which
is measured from the date the case is opened in FBI’s automated case management
system until the date the nomination form (FD-930) is received by email at FBIHQ.
The timeline for FBIHQ is 5 business days for nominations and 10 business days
for modification and removals. This is measured from the date the email containing
a valid nomination is received via email at FBIHQ, until the date FBIHQ emails
the completed nomination to the National Counterterrorism Center. In addition, the
FBIHQ unit responsible for this process has established a “metrics team” to review
and track the timeliness of submissions by the field offices. Metrics reports are pre-
pared and disseminated to all field office managers for appropriate actions.

Question. How is FBI improving training for its staff to increase accuracy in add-
ing names to the list and removing names from the list?

Answer. The Terrorist Screening Center (TSC) has developed and implemented a
standardized internal Nominations and Data Integrity Unit (NDIU) analyst training
program which includes classroom instruction for new NDIU analysts and an on-
the-job training (OJT) program. The OJT program includes a week of practical exer-
cises focusing on complex processes and analytical nuances of nominations to and
removals from the various subsets of the Terrorist Screening Database (TSDB). The
classroom instruction is comprised of the fundamental knowledge NDIU analysts
need to process nominations to the TSDB in accordance with the criteria set forth
by the July 2010 Watchlisting Guidance and exercises which expose analysts to
practical application of the knowledge. The OJT program pairs a new NDIU analyst
with a senior NDIU analyst, who will mentor the new analyst through the proc-
essing of nominations accurately and systematically. The OJT program ensures the
new analyst firmly grasps the watchlisting criteria and the full utility of each inter-
nal and external system used to process nominations to and removals from the
TSDB. Additionally, new analysts are given a week of practical exercises which fur-
ther develop their ability to apply watchlisting criteria, use internal and external
systems, and recognize the complex nuances and indicators of nominations to and
removals from the TSDB.

Additionally, the TSC has been tasked with reviewing every identity record in the
TSDB on a regular basis. This constant review ensures that each TSDB identity
record is regularly reviewed in order to maintain a thorough, accurate and current
TSDB. Each identity record is evaluated on minimum substantive derogatory cri-
teria, minimum biographic information criteria and biometric criteria. This record-
by-record review project is a continuous process that ensures that every identity
record in the TSDB has been reviewed and updated as needed.

Question. What are the major obstacles in shortening the time it takes to put
someone on the no-fly list?

Answer. Once TSC receives a nomination to watchlist an individual, the nomina-
tion will generally be adjudicated and processed within 24 hours. Additionally, there
is an expedited nomination process available to the watchlisting community which
allows for the immediate watchlisting of a suspected terrorist in exigent cir-
cumstances. If TSC receives an expedited nomination, that nomination will be added
to the Terrorist Watchlist as soon as possible. For example, on May 3, 2010, FBI
requested that Faisal Shahzad, the suspected Times Square bomber, be expedited
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to the No Fly List. In less than 30 minutes Shahzad was listed as a No Fly in the
TSDB and less than 1 hour later all relevant U.S. Government watchlisting and
screening agencies were informed of his updated watchlisting status. This effort
eventually led to his identification and apprehension later that evening as he at-
tempted to board an international flight.

Additionally, in an effort to improve the accuracy of information provided to the
screening community and decrease the time required to watchlist an individual,
TSC has worked with our U.S. Government partners to institute information tech-
nology (IT) enhancements that significantly reduced the time required to transfer
terrorist watchlist information. NCTC and TSC worked together to implement
changes to their infrastructure and software that allows new nominations to be
passed from NCTC to TSC within 2 minutes so that it is immediately available for
processing instead of having to wait until the next working day. TSC instituted a
similar enhancement with DHS and Department of State that provides updated ter-
rorist information to CBP’s TECS and Department of State’s CLASS systems within
2 minutes instead of the next working day. DHS intends to extend the rapid updat-
ing to their other screening systems through the use of their Watchlist Service.
These enhancements have greatly improved the timeliness of new and updated ter-
rorist information to ensure front-line screening agencies have the most current and
accurate information available.

Question. Has FBI given its managers in field offices more responsibility to review
nominations before they are sent to FBIHQ?

Answer. The opening of a case does require managerial approval and all managers
are aware that when they approve a counterterrorism case to be opened, the sub-
ject(s) of that case will be submitted for watchlisting.

Question. Has FBI been working with the Director for National Intelligence to
make sure this problem is fixed across all intelligence agencies?

Answer. Yes. In an effort to ensure all U.S. intelligence agencies are nominating
terrorists to the TSDB consistently and efficiently, Watchlisting Guidance was de-
veloped by an interagency working group that included representation from the De-
partment of Justice, DHS, Central Intelligence Agency, National Security Agency,
Department of Defense, Department of State, Department of the Treasury, and the
Office of the Director of National Intelligence. The Watchlisting Guidance provides
nominating agencies clear and articulable guidance on the standards and procedures
to be followed when nominating persons to the Terrorist Watchlist.

Furthermore, in collaboration with NCTC and the intelligence community, TSC
has assisted in the development of a Terrorist Watchlisting course for the intel-
ligence community to be used as a single source of instruction for watchlisting mat-
ters. The training focuses on an explanation of the overall watchlisting process;
identifies the roles of the each intelligence community member; describes the var-
ious intelligence community screening systems supported by the TSC’s TSDB; ex-
plains the minimum watchlisting criteria; and articulates the intelligence benefits
of positive watchlisting encounters.

Question. Kidnapping for ransom is a common occurrence in Mexico. Over the
past 10 years, kidnappings of and violence against United States citizens in Mexico
has increased.

Often, the kidnapping of United States citizens in Mexico involves ransom re-
quests made to family members in the United States.

I understand that FBI is frequently called upon to assist Mexican law enforce-
ment authorities in the investigation of violent acts against and kidnappings of
United States citizens in Mexico.

Would you support the development by FBI of a vetted unit with trusted Mexican
counterparts who have the expertise to conduct investigations of the kidnappings of
United States citizens?

Answer. FBI has been working with the Government of Mexico to establish spe-
cialized Kidnapping Investigation Units (KIUs) in 9 of the 32 Mexican states. The
FBI has provided training in the United States as well as equipment to each unit.
As kidnapping is a state crime under Mexico law, each of these units is operated
by its respective state. FBI legal attachés work with these units in the kidnapping
investigations of United States citizens. Although it would help improve investiga-
tions these units are not “SIUs” and are not fully vetted as an SIU would be since
the Government of Mexico is currently doing the vetting and would have to agree
to letting FBI conduct it instead. In addition, these units do not exclusively inves-
tigate kidnappings of U.S. citizens; rather they investigate all kidnappings in their
respective states. Since kidnappings of United States citizens occur across Mexico,
FBI must rely on Mexican state and federal officials to conduct the investigations
according to their laws.
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FBI will also be working with the Federal Police and Federal Ministerial Police
to develop their kidnapping investigative capabilities and structure.

QUESTIONS SUBMITTED BY SENATOR KAY BAILEY HUTCHISON
LACK OF SUPPORT FOR SOUTHWEST BORDER EFFORTS

Question. Department of Justice (DOJ) components are often overlooked by the
administration when crafting Southwest Border budgets and legislation.

Director Mueller, I am concerned that only $130 million of the Federal Bureau
of Investigation’s (FBI) $8.1 billion total request is dedicated to Southwest Border
activities. I understand the administration rejected your request for more resources
in last year’s Southwest Border supplemental. I also understand that FBI was di-
rected to request no new enhancements in the fiscal year 2012 request—yet the
DOJ was burdened with more than $1 billion of unrequested programs or new en-
hancements.

New or Unrequested DOJ Programs.—COPS Hiring for $600 million; Medical Mal-
practice Grants for $250 million; Violence Against Law Enforcement Officers
(VALOR); Ensuring Fairness and Justice, Domestic Radicalization; Gang and Youth
Violence Prevention Program; Byrne Criminal Justice Innovation; Race to the Top;
and Problem-Solving Justice, Flexible Indian Tribal Grant Program).

Could you discuss the resources originally requested by for the Southwest Border
supplemental that were denied by the administration?

Answer. The information requested is pre-decisional. However, the resources ap-
propriated in the fiscal year 2010 border security supplemental have been crucial
in allowing FBI to expand its presence along the Southwest Border and to expand
investigative capabilities.

Question. Last, please elaborate on any new enhancements or increases that you
might have preferred to be included in this fiscal year 2012 request.

Answer. Regarding the Southwest Border, the most critical element in fiscal year
2012 is sustainment of the 78 positions (44 agents) received in the fiscal year 2010
border security supplemental, which was requested in the fiscal year 2012 Presi-
dent’s budget.

IMMIGRATION AND CUSTOMS ENFORCEMENT (ICE) AGENT SHOOTING—PROCESS AND
RESOURCES

Question. This past February 15, United States ICE agent Jaime Zapata was mur-
dered during an attack in Northern Mexico. FBI was designated by the Attorney
General as the lead U.S. law enforcement component of a multi-agency task force
charged with conducting the investigation into this attack.

What can you tell us about the investigative efforts of this task force since this
tragic incident in Mexico?

Answer. Upon notification of the attack against the ICE agents, FBI immediately
organized a multi-agency task force located in Washington, DC with a multi-U.S.
Federal agency Command Post (CP) at the United States Embassy in Mexico. The
task force and CP communicate daily regarding all facets of the investigation. Addi-
tionally, numerous FBI field offices have organized multi-agency efforts to assist in
the investigation (San Antonio, Miami, Dallas, Houston, Phoenix, and Las Vegas to
name a few). Through their Mexican liaison contacts, CP members have gathered
significant information and evidence regarding the perpetrators and accomplices of
the ICE attack. Two of the alleged perpetrators have been transported to the United
States; those two and two others (a total of four) have been indicted on multiple
charges. The United States Government has presented the Government of Mexico
with the necessary documentation to transport two other alleged perpetrators, in-
cluding the leader of 1 of the 2 teams that attacked agents Zapata and Avila. As
of now, 5 of the 8 individuals identified as perpetrators are in custody, either in
Mexico or the United States.

Question. Are Mexican law enforcement authorities cooperating and/or assisting
in this investigation?

Answer. Mexican law enforcement officials are conducting a parallel investigation
into this incident. The Mexican Government and its agencies have an “open door”
for all United States requests for access to evidence, interviews, and support to our
Embassy personnel in conducting this investigation. Members of the Embassy staff
n}lleet dregularly with Mexican counterparts to ensure necessary information is
shared.

Question. Are discussions taking place to have the perpetrators extradited to the
United States for prosecution of this crime?
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Answer. Yes, such discussions are taking place. DOJ’s prosecution team, con-
sisting of two prosecutors from the U.S. Attorney’s office in the District of Columbia
and two prosecutors from DOJ Criminal Division, has been working virtually
around the clock both here in Washington and on the ground in Mexico since the
tragic murder of Agent Zapata. United States prosecutors are in close contact with
the Mexican office of the Attorney General (PGR) to discuss progress in the case
and DOJ officials, at the highest levels, have reached out to the Mexican Attorney
General and other PGR officials to discuss the need to have the perpetrators extra-
dited to the United States for prosecution. Our goal is to bring all of those involved
in the murder of Agent Zapata to justice in the United States.

Question. Could you talk about the process that took place to investigate the at-
tack and what agencies were involved?

Answer. Upon notification of the attack against the ICE agents, FBI immediately
organized a multi-agency task force located in Washington, DC with a multi-U.S.
Federal agency Command Post (CP) at the United States Embassy in Mexico. At
least 77 persons from 10 different U.S. Federal agencies were represented in the
working group. FBI Legat, ATF Attaché, ICE Attaché, and the Regional Security Of-
ficer (RSO), traveled from Mexico City to the area of the attack with a small team
of their agents to coordinate investigative efforts with the Mexican Federal Police
and the Mexican Attorney General’s Office, the Task Force and CP communicate
daily regarding all facets of the investigation. Additionally, numerous FBI field of-
fices have organized multi-agency efforts to assist in the investigation (Dallas, Hous-
ton, Las Vegas, Miami, Phoenix, and San Antonio, to name a few). Through their
Mexican liaison contacts, CP members have gathered significant information and
evidence regarding the perpetrators and accomplices of the ICE attack. Two of the
alleged perpetrators have been transported to the United States; those two and two
others (a total of four) have been indicted on multiple charges. The United States
Government has presented the Government of Mexico with the necessary docu-
mentation to transport two other alleged perpetrators, including the leader of 1 of
the 2 teams that attacked agents Zapata and Avila. As of now, 5 of the 8 individuals
identified as perpetrators are in custody, either in Mexico or the United States.

Question. Last, can you tell us about the FBI legal attaché (LEGAT) program and
how the office in Mexico City has played a role in this investigation?

Answer. The LEGAT program is the forward element of the FBI's international
law enforcement effort, and often provides the first response to crimes against the
United States that have an international nexus. The LEGAT program provides for
a prompt and continuous exchange of information with foreign law enforcement and
supports FBI’s efforts to meet its investigative responsibilities. The LEGAT office
in Mexico City has played a critical role in this investigation, coordinating investiga-
tive efforts and ensuring that authorities in the United States and Mexico have all
of the information required to pursue justice in this matter. The LEGAT office has
been working directly with U.S. Embassy officials, including the Ambassador (and
Chargé d’affaires) and Deputy Chief of Mission (DCM) to provide the information
necessary for discussion of the case at the highest levels of both governments.

9/11 TRIAL COSTS TO THE FBI

Question. On Monday, Attorney General Holder announced that the 9/11 conspira-
tors held at the Guantanamo Bay detention facility would be tried by military com-
missions, retreating from President Obama’s previous position of pursuing civilian
trials for these terrorists. Holding the trials of the 9/11 conspirators in New York
City would have not only posed a serious public safety risk, but it also would be
a monumental strain on already scarce law enforcement resources. The Department
of Justice and the city of New York conservatively estimated it would cost taxpayers
approximately $300 million.

Wguld having these terrorist trials in New York affect FBI field offices in this re-

on?

Answer. If the trials were held in New York, FBI would assign personnel from
the New York office and other FBI divisions as necessary, and would coordinate
with the appropriate Federal, State, and local authorities in regards to trial logistics
and security.

Question. Would agents from other field offices be shifted to the New York? If so,
how would this affect their normal duties?

Answer. If the trials were held in New York, FBI would assign personnel from
the New York Office and other FBI divisions as necessary. Because the 9/11 co-con-
spirators will be tried by military commissions at Guantanamo Bay, Cuba, however,
FBI need not plan to reassign agents to address trials in New York City.

Question. What impacts would this affect FBI’s overall mission?
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Answer. Since the 9/11 co-conspirators will be tried by military commissions at
Guantanamo Bay, Cuba, FBI’s overall mission will not be impacted.

FORT HOOD SHOOTINGS

Question. The Senate Homeland Security and Government Affairs Committee
issued a report on the events surrounding the shootings at Fort Hood that took
place in November 2009. The report criticizes FBI, citing that FBI field offices failed
to recognize warning signs that Nidal Malik Hasan was a threat. The report also
concluded that FBI had sufficient information to detect that he was a “ticking time
bomb” who had been radicalized to violent Islamist extremism, but failed to under-
stand and act on it. FBI has been provided significant funding since 9/11 to bolster
its intelligence program which includes the hiring and professionalizing its intel-
ligence analyst workforce. According to the report, FBI failed to use its analysts in
this situation.

What is your response to this report and what has the FBI done in response to
the Fort Hood shootings?

Answer. During the internal FBI review undertaken immediately after the attack
at Fort Hood, FBI identified several of the areas of concern outlined in the report
and, as noted in the report, has implemented changes to its systems and processes
to address them. FBI will review each of the report’s recommendations and adopt
them, as appropriate.

While concluding that FBI’s transformation to an intelligence-driven organization
remains a work in progress, the report recognizes FBI’s substantial progress and
many successes, led by JTTFs, in disrupting terrorist plots by homegrown extrem-
ists.

In addition, at the request of FBI Director Mueller, Judge William H. Webster is
conducting an independent, outside review of the FBI’s actions with respect to the
attacks at Fort Hood. Judge Webster and his team are evaluating the corrective ac-
tions taken to determine whether they are sufficient and whether there are other
policy or procedural steps FBI should consider to improve its ability to detect and
prevent such threats in the future.

Que?stion. What changes have you made to ensure this tragedy does not happen
again?

Answer. Immediately after the tragedy, FBI Director Robert Mueller ordered a
preliminary review of the FBI’s actions, as well any relevant policies and procedures
that may have guided the FBI’s actions before the shooting. In addition, the Director
asked for recommendations as to what changes should be made as a result of that
review.

On December 8, 2009, Director Mueller asked Judge William H. Webster to con-
duct a more comprehensive, independent review of FBI policies, practices, and ac-
tions. That review is currently underway. The goal of these reviews is the same, to
look at both the actions of individuals involved and the systems in place at the time
of the tragic events at Fort Hood and to ensure that investigators have the tools
they need to effectively carry out their responsibilities in today’s evolving threat en-
vironment. The paramount concern in this process is to make sure that the systems
and policies that are in place support public safety and national security.

In addition, as a result of the internal review, FBI identified four areas for imme-
diate adjustment and improvement.

Protocols With the Department of Defense (DOD)

Although information-sharing has dramatically improved since September 2001,
there is still room for improvement in certain areas, especially given the changing
nature of the terrorist threat, and the need to constantly recalibrate approaches and
responses. Working with DOD, FBI has formalized a process for centrally notifying
DOD of FBI investigations involving military personnel. This should streamline in-
formation-sharing and coordination between FBI and all components of DOD, where
appropriate, and as permitted by law. Improved processes for exchanging informa-
tion will help ensure that FBI task force officers, agents, and analysts have all
available information to further their investigations.

Additional Levels of Review

FBI determined that intelligence collected in connection with certain threats—
particularly those that affect multiple equities inside and outside the FBI—should
have a supplemental layer of review at the FBIHQ level. This redundancy in the
review process will limit the risk of human error by bringing a broader perspective
to t}llle hreview. In this way, FBI should have a better institutional understanding of
such threats.
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Technological Improvements

During the course of the internal review, FBI identified IT improvements that
should be made to its systems. Those improvements, which are being engineered,
should strengthen FBI agents’ and analysts’ ability to sift through information by
automatically showing certain connections that are critical to uncovering threats.

Training for Members of JTTFs

FBI increased training for members of JTTFs to better ensure JTTF members
know how to maximize access to all available information and to best utilize exist-
ing tools to identify and link critical information. Specifically, JTTF Task Force Offi-
cer (TFO) training consists of three components:

—orientation and operations training;

—database training; and

—computer-based training.

Training addressing legal restrictions that govern the retention and dissemination
of information was also expanded and strengthened.

The JTTF TFO Orientation & Operations Course (JTOOC) was established prior
to Fort Hood and has continued to evolve as training is evaluated to ensure the best
possible instruction is provided to TFOs. The JTOOC is now a 5-day course designed
to develop a basic familiarization with counterterrorism investigations for all TFOs
assigned to JTTFs. JTOOC classes are designed around a notional counterterrorism
case to facilitate discussion and participant interaction.

In fiscal year 2010, in response to the initial Fort Hood findings, the FBI Counter-
terrorism Division (CTD) mandated that JTTF members receive hands-on training
on key FBI databases and systems. Database training is now required for all JTTF
members including special agents, TFOs, intelligence analysts, and other personnel
assigned to JTTFs who have access to systems and conduct investigative work.

FBI provides computer-based training to its employees via the FBI Virtual Acad-
emy system. CTD has identified 12 specific Virtual Academy training modules as
the baseline level of training for JTTF personnel. All personnel assigned to a JTTF
or working counterterrorism matters are required to complete these baseline train-
ing modules.

EFFECTS OF FISCAL YEAR 2010 LEVELS ON THE FBI

Question. Although this hearing is about the fiscal year 2012 budget request, this
subcommittee is also currently negotiating the fiscal year 2011 budget. Specifically,
FBI will unable to backfill 1,100 positions and would be facing a deficit of more than
$200 million if left to operate at fiscal year 2010 funding levels.

Is this true, and how will this affect this country’s national security?

Answer. The fiscal year 2011 enacted appropriation included an increase that en-
ables the FBI to backfill these positions, and since current services requirements
were provided, there is not a $200 million shortfall.

Question. Can agents be furloughed or is there a prioritization of personnel in all
of the enforcement agencies?

Answer. FBI agents can be furloughed, taking into account the safety of human
life or protection of property when making decisions about furloughing staff. How-
ever, FBI does not anticipate furloughing any staff in fiscal year 2011.

(?u%stion. How does this affect the fiscal year 2012 budget that we see before us
today?

Answer. Because the fiscal year 2012 President’s budget request was developed
using the fiscal year 2011 current rate as the starting point, the fiscal year 2011
enacted budget has little impact on the fiscal year 2012 request. The fiscal year
2012 budget request includes mandatory increases and annualizations needed to
maintain current investigative and litigating efforts.

HYBRID SQUADS

Question. Hybrid squads integrate FBI personnel with different types of expertise
to address different types of threats and provide the best framework to disrupt the
infrastructure of the Mexican drug cartels. The squad’s composition provides dif-
ferent backgrounds and functional expertise, ranging from violent gangs, public cor-
ruption, and violent crimes. An amount of $15.9 million is requested for fiscal year
2012 to annualize and sustain the FBI’s hybrid squads, which received $17 million
in the fiscal year 2010 Southwest Border supplemental to create six of these teams.

Have the teams created in the supplemental been deployed?

Answer. Yes, FBI currently has nine fully deployed hybrid squads along the
Southwest Border. They are located in the following field offices:

—San Diego;
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—Albuquerque, New Mexico (Las Cruces Resident Agency [RA]);

—El Paso;

—San Antonio, (Del Rio RA and McAllen RAs);

—Dallas;

—Phoenix, Arizona;

—Tucson, Arizona; and

—San Juan, Puerto Rico.

Question. Can you discuss the composition and concept of hybrid squads and
where they are deployed?

Answer. Mexican Criminal Enterprises (MCEs) are involved in significant crimi-
nal activity that threatens United States national security interests, including, but
not limited to:

—violent crime;

—kidnapping; drug trafficking;

—alien smuggling;

—public corruption;

—assaults on Federal officers;

—murder; and

—human trafficking.

Each hybrid squad consists of, at a minimum, one supervisory special agent; five
special agents; one intelligence analyst (IA); and one staff operations specialist
(SOS) who are subject matter experts in the MCEs and the threats they pose in
their area of responsibility (AOR). In addition, hybrid squads will identify State and
local resources investigating violent crimes in its AOR in order to leverage their ex-
pertise and intelligence base in support of its operational strategies.

Hybrid squads were established to address the cross-programmatic threat posed
to the United States by MCEs operating on the Southwest Border and to allow for
the implementation of a cross-programmatic, multi-agency approach to the inves-
tigation of significant crimes perpetrated by MCEs, including:

—murder;

—kidnapping;

—extortion;

—home invasions;

—drug and weapon trafficking;

—money laundering;

—alien smuggling (particularly Special Interest Aliens [SIA]);

—Assault of or Killing a Federal Officer; and

—other violent crimes being perpetrated by the MCEs in order to impact the

cross-border criminal violence created by those MCEs in their AOR.

Hybrid squads actively contribute to the flow of intelligence by coordinating with
local Field Intelligence Groups with the Southwest Border Watch FBIHQ compo-
nent.

The hybrid squads have enhanced FBI resources dedicated to combating the vio-
lent crime threat posed by MCEs, and have expanded the FBI’s intelligence collec-
tion efforts against MCEs. Hybrid squads have become an integral part of the FBI’s
overall strategy designed to penetrate, disrupt, and ultimately dismantle the MCEs
that pose the greatest threat to U.S. national security.

They are located in the following field offices:

—San Diego;

—A%buquerque, New Mexico (Las Cruces Resident Agency [RA]);

—El1 Paso;

—San Antonio, (Del Rio RA and McAllen RAs);

—Dallas;

—Phoenix, Arizona;

—Tucson, Arizona; and

—San Juan, Puerto Rico.

INNOCENCE LOST

Question. Innocent Lost targets child prostitution and sex trafficking, and is a
partnership between FBI, the National Center for Missing and Exploited Children,
and the Justice Department’s Child Exploitation and Obscenity Section. This is one
of the FBI’s most important missions. The request for this program is $19 million.

Can you tell us about the partnership with the National Center for Missing and
Exploited Children, and the impact the Innocence Lost program has had in just 8
years of existence?

Answer. The National Center for Missing and Exploited Children (NCMEC) sup-
ports the Innocence Lost National Initiative (ILNI) through training and analytic
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resources. This partnership has resulted in a course, “Protecting Victims of Child
Prostitution,” which provides Federal/State/local law enforcement officers and pros-
ecutors, as well as victim specialists, with a basic introduction to the child prostitu-
tion threat and how to work with child victims. To date, 1,300 individuals have re-
ceived this training. The NCMEC also uses its intake system to maintain a reposi-
tory on children who are suspected to be at risk of exploitation through prostitution.
To date, the NCMEC has received more than 4,200 intake reports, with 940 per-
taining to children under 14 years of age.

As of May 17, 2011, the ILNI had 572 pending cases, 599 informations/indict-
ments, and 724 convictions. Furthermore, subjects of these investigations are regu-
larly sentenced to terms of 25 years or more, while six have received life sentences.
Sfincgz its inception, 1,628 children have been recovered and removed from the cycle
of abuse.

Question. What are your plans for this vital initiative in the future?

Answer. FBI places a high priority on assisting child victims of sexual exploitation
and plans to continue addressing this problem through ILNI. The ILNI targets
criminal organizations engaged in the commercial sexual exploitation of children,
such as child prostitution. FBI currently has 42 task forces and working groups ad-
dressing this threat. Investigations have identified national criminal organizations
ri?ponsible for the sex trafficking of hundreds of children, some as young as 9 years
old.

FBI currently has 26 formalized task forces and 16 ad-hoc working groups across
the Nation addressing the threat. These task forces and working groups consist of
approximately 240 State and local law enforcement participants.

FBI has developed a national database, the Innocence Lost Database (ILD), con-
taining more than 22,000 records pertaining to offenders, associates and child vic-
tims. To date, 3,400 of these records pertain to child victims. This database serves
as a national repository for intelligence and is available to Federal/State/local law
enforcement 24/7 via Law Enforcement Online (LEO), which is a controlled-access
communications and information sharing data repository. Future plans include a ro-
bust enhancement to the database to include a webcrawler to compare intelligence
to social networking sites, as well as facial recognition to assist in identifying child
victims.

Question. Is $19 million an adequate request for this initiative?

Answer. The $19 million request is sufficient to maintain current services.

INNOCENT IMAGES

Question. NCMEC reported to us that they are working with FBI in an effort to
identify and rescue the children being victimized in child pornography. NCMEC also
reported that it reviewed 13 million images and videos last year alone.

FBI also assigns an agent and four analysts from the Cyber Division/Innocent Im-
ages to work with NCMEC on Internet crimes against children, particularly child
pornography. It seems clear that the problem of child pornography has exploded
with the advent of the Internet. I know that your Innocent Images Initiative has
been successful. The request is $69 million for Innocent Images.

Is this an appropriate request?

Answer. The Innocent Images threat is large and FBI will prioritize its caseload
to effectively meet investigative requirements within the $69 million level.

Question. What more can we do to combat this insidious problem?

Answer. The Innocent Images National Initiative (IINI) program has collaborated
with State, local, Federal, and international law enforcement partners, as well as
private industry, to address this problem. Although the IINI program has been quite
successful at combating the online threat of online child sexual exploitation, IINI
recognizes that it cannot arrest its way out of this societal dilemma. Therefore, IINI
has launched a national outreach program for elementary and middle schools to
make children and parents aware of online dangers and the safety measures needed
to prevent children from being sexually exploited. The program is called FBI Safe
Online Surfing (SOS). Through May 2011, FBI has been able to reach approximately
140,000 students (from all 50 States) with this outreach initiative.

RELATIONSHIP BETWEEN INTELLECTUAL PROPERTY (IP) THEFT AND CRIME/TERRORISM

Question. A 2009 RAND study, as well as other analysis, concludes that there was
clear evidence that terror groups, as well as organized criminal enterprises, engage
in various forms of IP theft because it is a low-risk, high-profit enterprise.

Are you aware of any specific Government-wide systematic review of the ties be-
tween and among terror groups and/or organized crime and IP theft?
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Answer. FBI, as a partner in the National Intellectual Property Rights Coordina-
tion Center (IPR Center), recently conducted a threat assessment of IPR violations
to the United States. The resulting document, entitled “Intellectual Property Viola-
tions: A Baseline Global Assessment of the Threats to United States’ Interests at
Home and Abroad”, is a comprehensive analysis of the global threat to United
States interests from criminal IPR violations including, the nature of the threat, the
magnitude, the types of offenders committing these offenses, and its source. In ana-
lyzing the types of offenders, the assessment considered the role of criminal organi-
zations including criminal enterprises, traditional organized crime groups, terrorist
organizations and gangs. Among other things, the assessment identified the types
of goods that are most often counterfeited or pirated by these types of offenders, the
role they play in committing IP crime (e.g. manufacturing, distribution, retail), and
where they are generally located.

The contributors to this report conducted interviews with IPR experts in the
United States, China, and India, including experts in government, industry, and
academia. Researchers analyze relevant United States Intelligence Community
(USIC) reporting information from Federal law enforcement investigations, industry
generated reports, and other open source research.

In addition, in §402(b) the Prioritizing Resources and Organization for Intellec-
tual Property Act of 2008 (PRO IP Act), Public Law 110-403, the Congress directed
the Department, subject to the availability of appropriations, to develop a long-
range plan to identify and address the links between organized crime and IP. Al-
though this portion of the PRO IP Act remains unfunded, the Department has taken
a number of steps to implement the goals of this provision. For example, consistent
with its long-term commitment to fighting organized crime in all forms, the Depart-
ment has incorporated IP into its International Organized Crime Strategy; the At-
torney General’s Organized Crime Council (AGOCC) has prioritized IP enforcement,
adopting as part of its 2010 Action Plan a specific goal to enhance law enforcement
coordination in this area; and the Department’s IP Task Force has designated the
investigation and prosecution of IP crimes perpetrated by organized crime groups
a law enforcement priority. More detailed information on these efforts are included
in the Department’s fiscal year 2009 and fiscal year 2010 PRO IP Act Reports. See
http://www.cybercrime.gov/proipreport2010.pdf and http://www justice.gov/criminal/
cybercrime/proipreport2009.pdf.

Question. If not, are you aware of any plans within the Department of Justice or
any other Department or agency to conduct such a review?

Answer. FBI, as a partner in the National Intellectual Property Rights Coordina-
tion Center (IPR Center), produced the “Intellectual Property Violations: A Baseline
Global Assessment of the Threats to the United States’ Interests at Home and
Abroad” as a comprehensive analysis of the global threat to the United Sates inter-
ests from criminal IPR violations.

IMPACT OF A GOVERNMENT SHUTDOWN ON FBI

Question. Director Mueller, I hope the Government does not shut down, but this
is a reality at FBI that should be discussed, specifically the national security and
public safety implications.

Can you tell us what happens at FBI in the event of shutdown?

Answer. FBI must be able to respond to contingencies during a lapse of appropria-
tions that are reasonably likely to compromise the safety of human life or protection
of property in some significant degree. Accordingly, in the April 2011 contingency
plan all FBI agents and support personnel in the field were considered “excepted”
from furlough. This includes the 56 domestic field offices, 400 resident agencies, 61
Legal Attaché (LEGAT) offices, and 14 LEGAT sub-offices.

At FBIHQ, a total of 59 percent of staff were considered excepted in the April
2011 contingency plan, including 90 percent of the agents, 88 percent of intelligence
analysts, and approximately 49 percent of other support personnel. These positions
provide direction and investigative support to all field operations and excepted
FBIHQ functions.

Question. Do you believe that a Government shutdown could have an impact on
FBI’s counterterrorism mission? Would it have an impact ongoing investigations?

Answer. While a total of 89.3 percent of FBI personnel were excepted and not sub-
ject to furlough in the April 2011 contingency plan, a Government shutdown could
have a negative impact on FBI’s counterterrorism mission as critical support func-
tions provided by the remaining furloughed employees would not be available.

Question. Are any agents or intelligence analysts furloughed? If so, where are they
located and how is this determined?
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Answer. In the April 2011 contingency plan, 10 percent of agents and 12 percent
of intelligence analysts at FBIHQ would be furloughed. The decision to furlough
takes into account the safety of human life or protection of property. However, FBI
does not anticipate furloughing any staff in fiscal year 2011.

Question. FBI has agents and personnel stationed overseas. How would a shut-
down affect them?

Answer. In the April 2011 contingency plan, all FBI agents and support personnel
stationed overseas are considered excepted from furlough. However, overseas per-
sonnel would be operating without the support of those FBIHQ employees not ex-
cepted from furlough.

OTMs—OTHER THAN MEXICANS

Question. As we discussed earlier this week, I read an alarming column in Texas
Monthly. It stated that the head of the Texas Department of Public Safety testified
before the Texas Senate Finance Committee, conveying statistics that law enforce-
ment officials in the Rio Grande Valley had apprehended 287 illegal aliens cat-
egorized as “OTMs” or “Other Than Mexicans”. The OTMs came from countries that
are home to active al Qaeda cells or Taliban activity—Yemen, Iran, and Pakistan.

The article also cited a General Accounting Office statistic that law enforcement
catches less than 6.5 percent of the criminal activity coming across the border, and
it was extrapolated that these 287 OTMs captured represents only 6.5 percent of
the threat crossing the border.

Is it possible that some of these OTMs are potential terrorists or could have ter-
rorist ties? Do you believe terrorists are attempting to enter the United States
through the Southwest Border and can you discuss your understanding of this situa-
tion?

Answer. FBI remains concerned that terrorists seek to exploit the Southwest Bor-
der as a means of gaining access to the United States. Two recent arrests near the
United States-Mexico border indicate that some Special Interest Aliens (SIAs) advo-
cate violent Islamic extremism or have some connections to overseas terrorist orga-
nizations.

United States border authorities in January 2011 arrested Tunisian national and
formerly Montreal, Canada-based imam, Said Jaziri, after he allegedly paid a Ti-
juana-based smuggling group to take him across the United States-Mexican border
in the trunk of a vehicle. Prior to his deportation by Canadian authorities in 2007,
Jaziri publicly advocated for the imposition of Sharia law in Canada and called for
the death of the Danish newspaper cartoonist who drew pictures of the Prophet Mu-
hammad.! 2

In April 2011, Ahmed Muhammed Dhakane, an ethnic Somali was sentenced to
10 years in prison for failing to acknowledge ties to an East African extremist group
and lying on an asylum application. Dhakane was arrested on immigration charges
in Brownsville, across the Rio Grande from Matamoros, Mexico in March 2008. It
was discovered he provided false information on his entry into the United States
and controlled a large-scale human smuggling enterprise.3

FBI believes that the illicit flow of SIAs across the United States-Mexico border
into the United States offers al Qaeda and affiliate organizations a potential oppor-
tunity for smuggling a terrorist operative or supporter into the United States. Many
of the human smuggling networks that operate between Latin America and the
United States are connected with smugglers from other parts of the world and these
networks are willing to smuggle undocumented persons of any nationality, provided
that the individual is able to pay the smuggling fee. FBI and its law enforcement
and intelligence partners continue to investigate aliens and human smuggling net-
works with possible connections to terrorist organizations who may be seeking ac-
cess to the United States via the Southwest Border.

1Los Angeles Times, “Controversial Muslim cleric is arrested while sneaking into the U.S.”,
27 January 2011.

2UK Daily Mail, “Controversial Muslim cleric caught being smuggled into the U.S. over Mex-
ico border”, 28 January 2011.

3 Associated Press, “Somali sentenced for lying about terrorism links”, 28 April 2011.
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[Monday, February 21, 2011]
OTHER THAN MEXICANS

(posted by Patricia Kilday Hart at 7:10 p.m.)

Department of Public Safety Director Steve McCraw testified before Senate Fi-
nance today, sharing his concern that crime in Dallas, Houston, Austin and San An-
tonio is very much connected to Mexican drug cartels, operating though the potent
prison gangs Texas Syndicate and Texas Mafia.

For most, that’s not particularly “new” news. But McCraw also shared some sta-
tistics that gave his audience great pause: Last year, law enforcement agencies oper-
ating in the Rio Grande Valley apprehended what they refer to as 287 OTMs—ille-
gal immigrants from countries with active al Qaeda cells or Taliban activity. Places
like Yemen, Iran, Pakistan, etc. Even more startling was a Federal Government Ac-
countability Office statistic that law enforcement’s net catches only about 6.5 per-
cent of the criminal activity coming across the border. In the hearing, Senator Dan
Patrick suggested that we could extrapolate that the 287 potential “terrorists” rep-
resents only 6.5 percent of the total threat.

McCraw gave the Finance Committee solid reasons to believe that investment in
border security operations reaps dividends. Last year, thanks to an additional State-
funded DPS presence on the border, drug seizures increased 124 percent and cash
seizures jumped by 137 percent.

Neither the Senate or House proposed bills cut too deeply into DPS border oper-
ations, but my prediction is that this is one area of the budget that won’t be
trimmed.

Question. Does the FBI get involved when these individual are captured? What
do you believe can be done to prevent this situation?

Answer. The Department of Homeland Security’s (DHS) Customs and Border Pro-
tection (CBP) and Immigration and Customs Enforcement (ICE) are the primary
Federal agencies that are involved in the interdiction and removal of aliens entering
the United States illegally. That said, if CBP or ICE determine that a captured ille-
gal alien warrants further scrutiny, those individuals are first interviewed by their
investigative elements. If they believe a nexus to terrorism exists, FBI is called in
for further investigation.

FBI defers to DHS to provide information on preventive measures.

I also understand there have been a number of Somalians attempting to illegally
enter the country through the Southwest Border, and that there are some serious
issues because there is no official government in Somalia to deport them to.

Question. What is the process once a Somalian or individual captured from a
country without a recognized government is in our custody?

Answer. In this instance, FBI would not be involved as this is an immigration
issue. DHS’ Customs and Border Protection (CBP) and Immigration and Customs
Enforcement (ICE) would be the lead agencies for this matter. DHS will determine
the appropriate means for cases involving such an alien. In some cases, DHS may
choose to place the alien in immigration judge proceedings conducted by DOJ’s Ex-
ecutive Office for Immigration Review.

LACK OF SUPPORT FOR SOUTHWEST BORDER EFFORTS

Question. DOJ components are often overlooked by the administration when
crafting Southwest Border budgets and legislation.

Director Mueller, I am concerned that only $130 million of FBI’s $8.1 billion total
request is dedicated to Southwest Border activities. I understand FBI requested
more resources in last year’s Southwest Border supplemental. I also understand
that FBI was directed to request no new enhancements in the fiscal year 2012 re-
quest—yet DOJ was burdened with more than $1 billion of unrequested programs
or new enhancements.

(New or unrequested programs—COPS Hiring for $600 million; Medical Mal-
practice Grants for $250 million; Juvenile Justice Race to the Top,;Community
Based Violence Prevention Grants; Violence Against Law Enforcement Officer
grants).

Could you discuss what FBI is doing to address violence and corruption along the
Southwest Border and what resources you still need?

Violence

Answer. In addition to the standard deployment of resources to gang squads,
drug/High Intensity Drug Trafficking Areas (HIDTA) squads, violent crime squads,
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and task forces in field offices along the Southwest Border, FBI has the following
resources/initiatives to address Southwest Border violent criminal activity:

Hybrid Squads.—Each hybrid squad consists of at least one supervisory spe-
cial agent, five special agents, one Intelligence Analyst, and five professional
staff positions. Hybrid squads address the cross-programmatic threat posed to
the United States by Mexican Criminal Enterprises (MCEs) operating on the
Southwest Border and allows for the implementation of a cross-programmatic,
multi-agency approach to the investigation of significant crimes perpetrated by
MCEs, including:

—murder;

—kidnapping;

—extortion;

—home invasions;

—drug and weapon trafficking;

—money laundering;

—alien smuggling (particularly SIA);

—Assault or killing a Federal officer; and

—other violent crimes being perpetrated by the MCEs in order to impact the
cross-border criminal violence created by those MCEs in their AOR.

—Regarding the Southwest Border, the most critical element in fiscal year 2012

is sustainment of the 78 positions (44 agents) received in the fiscal year 2010

border security supplemental, which was requested in the fiscal year 2012

President’s budget.

—Southwest Border Rapid Deployment Team to respond to crises such as the re-

cent shootings of ICE and CBP agents.

—Intelligence Collection and Exploitation Unit:

—Partners with other Federal agencies (ICE, CBP, National Security Agency

[NSA]) for intelligence sharing at FBIHQ in Washington, DC;

—Participates in the El Paso Intelligence Center (EPIC) in the field.

Southwest Regional Intelligence Group.—Serves as the clearinghouse of all
FBI activities involving Mexico and is housed at EPIC. It was established to
remedy any intelligence gaps along the Southwest Border.

OCDETF Co-located Strike Forces.—Strike Forces serve as the DOJ’s primary
prosecutor-led, multi-agency task forces aimed at aggressively targeting the
highest-level drug-trafficking organizations. FBI has 118 personnel (87 agents
and 11 intelligence analysts) assigned to the OCDETF Strike Forces. Approxi-
mately two-thirds are on Strikeforces that address Southwest Border-related
issues. There are tactical partnerships between FBI's Hostage Rescue Team and
CBP’s Border Patrol Tactical Unit.

FBI Border Liaison Officers.—Border Liaison Officers work to establish rela-
tionships and exchange information with Mexican law enforcement with the
goal of easily sharing vital intelligence.

Training for Mexican Law Enforcement.—Mexican American Law Enforce-
ment Training; Latin American Law Enforcement Executive Development Semi-
nars; FBI anti-kidnapping training.

—New partnerships with local law enforcement.

—Cartel Murder Initiative—Dallas, Texas FBI Field Division—Dallas, Texas

Police Department.

In addition, the FBI's MS-13 National Gang Task Force has instituted the Cen-
tral American Fingerprint Exchange (CAFE) initiative, as well as the Transnational
Anti-Gang initiative (TAG), which coordinates the sharing of gang intelligence be-
tween FBI and its law enforcement partners in El Salvador, Guatemala, Honduras,
and the United States.

CAFE was developed to collect and store existing biometric data/fingerprint
records from El Salvador, Guatemala, Belize, Honduras, as well as Chiapas, Mexico.
These records are being integrated into the general database of FBI’'s Criminal Jus-
tice Information Services Division, and will be accessible to all Federal, State, local,
agencies in the United States through the Integrated Automated Fingerprint Identi-
fication System (IAFIS). CAFE will enable participating countries to conduct finger-
print identification and analysis by providing system hardware and training.

TAG was created to assist in combating the growing threat posed by transnational
gangs and drug cartels in Latin America. The objective of TAG is to aggressively
investigate, disrupt, and dismantle gangs whose activities rise to the level of crimi-
nal enterprises. TAG combines the expertise, resources, and jurisdiction of partici-
pating agencies involved in investigating and countering transnational criminal
gang activity (specifically MS-13 and 18th Street), in the United States, El Sal-
vador, Honduras, Guatemala, and Mexico. Through information sharing and open
communication with the Policia Nacional Civil (PNC) of El Salvador, the TAG is in
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a position to acquire and disseminate valuable information previously unavailable

to FBI field offices. Utilizing the support of the host countries and participating law

enforcement agencies, the TAG employs a comprehensive approach to address the

Zhreat which MS-13 and 18th Street present to the United States and to Central
merica.

Public Corruption (PC)

As of February 23, 2011, there were 127 agents dedicated to PC investigations
along the Southwest Border. These agents coordinate efforts with Federal, State,
and local law enforcement partners, including 13 FBI-led Border Corruption Task
Forces (BCTFs) and 1 Border Corruption Working Group (BCWG) along the South-
west Border and 1 National Border Corruption Task Force at FBIHQ in Wash-
ington, DC.

QUESTIONS SUBMITTED BY SENATOR SUSAN COLLINS

Question. The recent Homeland Security and Governmental Affairs Committee re-
port on Fort Hood found a failure of the Federal Bureau of Invetigation (FBI) to
adequately share critical information at the Joint Terrorism Task Forces (JTTFs).
Namely, the JTTF in San Diego failed to share all the information it had about an
Army Major’s relevant communications with a suspected terrorist with the Wash-
ington JTTF, FBI headquarters (FBIHQ), and the Department of Defense (DOD).
While it sent a memo to the Washington JTTF (as Major Hasan was stationed at
Walter Reed Hospital at the time), and copied FBI Counterterrorism Division, FBI
only considered it to be a “discretionary lead”. The Washington JTTF spent 4 hours
on the last day of the 90-day due date to review the request and respond, and while
the San Diego JTTF believed the analysis to be “slim”, at no time did FBIHQ inter-
ject or coordinate intelligence analysis or the investigation.

Similar to the situation that existed prior to the 9/11 attacks, the failure to share
critical information resulted in deadly tragedy. The 9/11 Commission report found
that:

“The FBI did not have the capability to link the collective knowledge of agents
in the field to national priorities. The acting director of the FBI did not learn of his
Bureau’s hunt for two possible al Qaeda operatives in the United States or about
his Bureau’s arrest of an Islamic extremist taking flight training until September
11. The Director of Central Intelligence knew about the FBI’s Moussaoui investiga-
tion weeks before word of it made its way even to the FBI’s own Assistant Director
for Counterterrorism.” (p. 352).

I am afraid that, since 9/11, the message that information sharing is critical has
dissipated, and the Fort Hood incident indicates that FBI’s field offices still do not
adequately communicate with FBIHQ, much less other agencies.

What has been done since Fort Hood and 9/11 to ensure that field offices are shar-
ing information with a central headquarters office that coordinates counterterrorism
intelligence, analysis, and investigations?

Answer. Since 9/11, FBI has made steady progress in the realm of information
sharing, moving ahead simultaneously in three ways:

—Creating processes that make information sharing quicker, easier, and more ef-

fective;

—Creating a culture that values and encourages information sharing; and

—Creating organizational structures to advocate for information sharing and pro-

vide oversight to information sharing practice.

The most important progress has come with the creation and maturation of the
Field Intelligence Groups (FIGs). The FIGs are composed of intelligence analysts,
special agents, and other specialty staff such as language analysts and surveillance
personnel, each of whom plays a role in the collection, analysis, production, and dis-
semination of intelligence. Specifically regarding information sharing, the FIGs dis-
seminate information obtained by the field office that might be of value to other law
enforcement or intelligence community partners.

Generally, information is shared in the form of Intelligence Information Reports
(ITRs), which are sent not only to others in FBI, but also to FBI’s partners in the
U.S. intelligence community, to DOD and the Department of Homeland Security
(DHS). Most IIRs contain “tearlines” so that the gist of the information is also
shared with State and local law enforcement, as well as with our foreign partners.
A recently developed product is our Situational Information Report (SIR). SIRs are
the primary means by which field offices share timely and detailed unclassified in-
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formation on matters relevant to entities within their domain, including State, local,
and tribal partners.

When FIGs were first established, IIRs that they drafted were all sent to FBIHQ
for review and editing before being disseminated outside FBI. Starting this year,
IIRs have been disseminated directly by FIGs, reflecting the higher level of profes-
sionalism created by several years of training, oversight, and experience. This direct
dissemination means that information sharing is both faster and more extensive.

On December 31, 2010, FBI created six Regional Intelligence Groups (RIGs) to fa-
cilitate information sharing among FIGs and to carry out analysis of developments
that extend beyond the purview of a single field office. RIGs support the field offices
in their efforts to identify risks and threats, and to develop an understanding of how
these risks and threats impact the region. As emerging threats and trends that
transcend field office boundaries emerge, the RIGs will facilitate awareness of re-
gional field office collection postures to identify opportunities for shared source ex-
ploitation. All products produced by FIGs and RIGs are also shared with the appro-
priate FBIHQ mission program managers.

Moreover, information sharing with Federal, State, and local law enforcement
partners in JTTFs and Federal-level centers like the National Counterterrorism
Center (NCTC) and Terrorist Screening Center (T'SC) have been instrumental in fo-
cusing investigations on terrorist organizations and operations. FBI has mandated
that JTTF members receive hands-on training on key FBI databases and systems.
Database training is now required for all JTTF members including special agents,
Task Force Officers, intelligence analysts and other personnel assigned to JTTFs
who have access to systems and conduct investigative work. Use of community out-
reach, as well as law enforcement and private sector partnerships, in programs such
as Tripwire, which identifies groups or individuals whose suspicious behavior may
be a precursor to an act of terrorism, have resulted in significant tips and leads for
FBI that have in turn led to timely intercept of terrorist activities. FBI has created
a shareable database known as eGuardian that contains information regarding
threats or suspicious incidents that appear to have a nexus with terrorism.

In 2010, DOD decided to adopt eGuardian for its own use. Also in 2010, FBI and
DOD entered into a Memorandum of Understanding, that requires FBI Counterter-
rorism Division and field offices to notify “a DOD representative in” the national
JTTF when an assessment or investigation is initiated regarding a military or DOD-
affiliated individual. These efforts will greatly facilitate the exchange of suspicious
activity reports between FBI and the DOD.

Finally, FBI has been a supporter of State and local Fusion Centers, which have
become another avenue for information sharing between the Federal Government
and State, local, tribal, and private sector entities. FBI encourages its field offices
to maintain a close working relationship with the FIGs and the Fusion Centers in
their area of responsibility.

A particularly noteworthy recent development was the decision in February 2011
to appoint an additional Deputy Assistant Director (DAD) within the Directorate of
Intelligence to manage a program of “intelligence integration”. The point is to move
beyond merely sharing information and toward collaborative work on understanding
the significance of the information that is shared. FBIHQ Counterterrorism Division
continues to serve as the coordinator for counterterrorism investigations, while the
new DAD for Intelligence Integration is working to ensure that these investigations
receive support from intelligence analysis that brings together and integrates intel-
ligence and information from every possible source.

Question. Some of the recent terrorist plots remind us that the key to disrupting
an attack is often the action of an alert citizen who, in the course of his or her ev-
eryday business, notices and reports a suspicious activity.

Previously, Senator Lieberman and I authored a provision, which became law,
that we refer to as the “See Something, Say Something” law. The provision was a
response to a lawsuit against citizens who were sued after reporting suspicious ac-
tivity aboard a US Airways flight that was about to depart Minneapolis in 2006.
It provides protection from lawsuits when individuals report suspicious activity in
good faith regarding potential threats to the transportation sector.

We introduced a bill this Congress that would expand this protection beyond the
transportation sector, encompassing good faith reports of suspicious activity that
may indicate that an individual is engaging in or preparing to engage in terrorist
acts in general. NYPD Commissioner Kelly endorsed this legislation, saying it
malzleasd“eminent good sense . . . and I certainly would recommend that it be ex-
panded.”

Do you think that if this bill were to be enacted into law it would increase the
likelihood that more terrorist plots would be disrupted thanks to the actions of vigi-
lant citizens?
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Answer. While it would appear that such a law, if enacted, would increase the
likelihood that more terrorist plots would be disrupted, the Department does not
have any data to support or refute this assertion.

Question. Late last year, the Inspector General of the Department of Justice
issued a report finding widespread cheating by employees of FBI on the standard
examination to test knowledge of the Domestic Investigations and Operations Guide
(DIOG). We exchanged regarding this unfortunate finding.

The examination is designed to ensure that FBI employees understand all the in-
vestigative authorities—and the limits and civil liberties restrictions to those au-
thorities—in investigating individuals in this country. This is all the more impor-
tant with the extended authorities that FBI has post-9/11, especially with regards
to domestic intelligence gathering. But there were many egregious cases of cheating,
including those involving high-level Special Agents in Charge, and cybercrimes in-
vestigators using their computer skills to hack into code to reveal answers.

It is fully recognized that Director Mueller has endeavored to maintain the core
principle of integrity within FBI and has strived to transform FBI into an agile
agency that is well-suited to defend against crimes and other terrorism threats.

A December letter concerning this incident indicates that FBI will be releasing
the next edition of the DIOG, and that FBI employees will be tested on their knowl-
edge of the new DIOG. Please provide a status update on that effort.

Answer. FBI's Corporate Policy Office, in coordination with the Training Division,
Office of the General Counsel and Office of Integrity and Compliance, is preparing
an updated online overview course, along with updated FAQs, training aids, and
summary charts that highlight key tenants of the DIOG and the changes from the
original version. All operational personnel will be required to complete the new
training course when the updated DIOG is published in July 2011.

Question. It was recently reported that Umar Patek was arrested in Pakistan ear-
lier this year based on a Central Intelligence Agency (CIA) tip and is in the process
of being turned over to the Indonesian intelligence authorities by Pakistani intel-
ligence. Umar Patek is a senior commander of al Qaeda’s Southeast Asian affiliate,
Jemaah Islamiyah, and was the field coordinator for the 2002 Bali nightclub bomb-
ings and the last at-large member of the Hambali network that collaborated with
Khalid Sheik Mohammed on a planned “second wave” of attacks on America after
September 11, 2001.

Although Patek’s purpose for being in Pakistan has not been disclosed, it would
not be uncommon for leaders of al Qaeda’s regional affiliates to meet with al
Qaeda’s senior leadership to discuss funding, recruiting, and current and future op-
erations. It has also been reported that he was in Yemen before his trip to Pakistan.
This is a person with intimate knowledge of al Qaeda’s leadership, networks, and
possibly future or current plots targeting America and other locations.

Please provide an update on the U.S. Government’s involvement with this appre-
hension and if there is an effort to get him into our custody so that U.S. interroga-
tors can directly determine if he is aware of threats to the Homeland.

Also, please explain if we had captured Umar Patek ourselves overseas, or any
major al Qaeda leader, where would the terrorist be detained and interrogated?

Answer. FBI defers questions on this matter to CIA.

SUBCOMMITTEE RECESS

Senator MIKULSKI. We're going to just recess now, and reconvene
in SH-219, for classified testimony on the national security budget
of the FBI. And we’ll look forward to seeing all members there.
Don’t stop for phone calls. We’ll see you there.

[Whereupon, at 11:15 a.m., Thursday, April 7, the subcommittee
was recessed, to reconvene in closed session in SH-219.]
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COMMERCE, JUSTICE, SCIENCE, AND RE-
LATED AGENCIES APPROPRIATIONS FOR
FISCAL YEAR 2012

MONDAY, APRIL 11, 2011

U.S. SENATE,
SUBCOMMITTEE OF THE COMMITTEE ON APPROPRIATIONS,
Washington, DC.
The subcommittee met at 4:05 p.m., in room SD-192, Dirksen
Senate Office Building, Hon. Barbara A. Mikulski (chairman) pre-
siding.
Present: Senators Mikulski, Brown, Hutchison, and Cochran.

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION
STATEMENT OF HON. CHARLES F. BOLDEN, JR., ADMINISTRATOR
OPENING STATEMENT OF SENATOR BARBARA A. MIKULSKI

Senator MIKULSKI. The Subcommittee on Commerce, Justice,
Science, and Related Agencies will come to order today.

We take the testimony of the current Administrator and former
astronaut, the Honorable Major General Charles F. Bolden, Jr., to
review the National Aeronautics and Space Administration (NASA)
fiscal year 2012 budget request and to also talk about how this
might be also in light of what we just have gone through.

Administrator Bolden, we’re glad to see you. We want to thank
you for coming on a Monday at 4 o’clock. Our hearing normally oc-
curs on Thursday mornings. We couldn’t do this when we thought
we could. But, Senator Kay Bailey Hutchison and I did not want
to delay the hearing, because it would have taken us after the
Easter/Passover recess, and we wanted to be able to really get
cracking on our fiscal year 2012 appropriations. So, we thank you
for doing this. And we look forward to your testimony.

Well, I'm glad to see you and we'’re glad to be here. And so, both
of us—all of us—were declared essential.

I know that what we just lived through last week was a cliff-
hanger. It rattled many people. It certainly rattled us. We felt that
it would have been a disaster, had we had a shutdown, to, really,
the economy and the reputation of the United States of America.
We have now been called upon to accept $78 billion worth of cuts
from the President’s 2011 request, $39 billion below the 2010 level.
That was the mark that was given us.

Now, all of our staffs have worked through the night. And I'd like
to thank Senator Hutchison’s staff for really hanging in there and
working with us.

(131)
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And I might add, Administrator Bolden, that Congressman Wolf
and Congressman Fattah, we all worked pretty tirelessly to meet
our obligation to be able to report out a bill—not only in this sub-
committee—tonight at midnight. So, you’ll hear about a lot of
things. And we want to hear from you about where we think you
are.

We're very proud of NASA. This is the 50th anniversary of Presi-
dent Kennedy’s call to send a person to the Moon and return them
safely. From our human spaceflight and our visit to the Moon, our
ambitions to even go further, we’re so proud of what we’ve done in
human spaceflight, and we look forward to supporting human
spaceflight initiatives.

When we look ahead, when we look at space science, the wonders
of the Hubble Space Telescope, to others in t